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Since 2012, hundreds of machine-learning-based classification approaches have been proposed to help separate
malware from benign Android applications. These approaches typically collect a large number of applications
of both types, split them into training and testing subsets, train a binary classifier on the training subset,
and measure accuracy on the testing subset. They typically report very high achieved accuracy, i.e., F1-score
of around 95%. Recent work has also highlighted several biases and flaws in the experimental setup and
evaluation methodology of such approaches, questioning the trustworthiness of their reported results.

In an effort to better understand the current status of classification-based malware detection, we first
conduct a systematic literature review to extract the properties of existing tools and the datasets that they use.
We then design a large-scale longitudinal study, where we evaluate the most prominent tools on a range of
datasets spanning 13 years (2011-2023), which we systematically collected from the AndroZoo and VirusShare
repositories while controlling for the known experimental setup biases.

Our results show lower than reported classification performance, with the F1-score for a tool ranging from
high 60 to low 90 percent, depending on a dataset. Moreover, even successful classification often utilizes
hidden but semantically weak correlations in the data. In fact, a deliberately naive and unreliable classifier
we designed for this study, which uses application package names as features for classification, performs
comparably to and sometimes even better than the state-of-the-art tools when compared under the same
setup. These results challenge the claimed detection capabilities of the tools, render comparisons of reported
tool accuracy (without empirical evaluation on the exact same set of applications) practically meaningless,
and call for the creation of more reliable and explainable semantic malware detection tools.
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1 Introduction

Android remains the most popular mobile operating system and consistently accounts for over 65%
market share [66]. This popularity also makes it an effective medium for malicious actors, with
millions of new Android malware applications observed in the wild each year [44], many of which
infiltrate the official app store [23]. Since the introduction of Drebin in 2014 [18], classification-based
malware detectors, which learn features differentiating malicious and benign applications from
a labeled dataset, have become a viable alternative to signature- and heuristic-based approaches
used earlier. Even with the emergence of Large Language Models (LLMs), classification remains a
valuable Android malware detection paradigm due to its advantages in terms of cost, scalability,
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and interpretability [86]: although LLMs demonstrate remarkable semantic reasoning capabilities,
real-world mobile applications can span millions of tokens and analyzing an entire application can
incur prohibitive token and computational costs. Therefore, LLMs could be better utilized after
initial detection, once classification has determined what warrants closer attention.

Papers introducing classification-based malware detection tools often report exceptional perfor-
mance, with an F1-score for malware detection of around 95% [55, 68]. Yet, prior work has also
identified several biases in the evaluation of these tools [17, 57, 62], such as sample duplication
(presence of identical or near-identical samples), label inaccuracy (incorrectly labeled or greyware
samples), temporal bias (information from “the future” leaking into the training data), evaluation
data imbalance (using an unrealistic ratio of benign and malware samples for evaluation), and
representativeness/sampling bias (differences in distribution of the malware and benign classes).
These biases are studied mostly individually or just a few at a time, on relatively small datasets
(fewer than 20K samples), leaving room for exploring the true classification performance of the
detectors on large-scale unbiased datasets.

This work aims to fill this gap. To chart the landscape of Android malware detection and
evaluation techniques, we start by conducting a comprehensive literature review. Such review is
needed as prior surveys are either already outdated [50, 64] or performed on a small scale [12, 20].
We thus organize and classify existing work and further use the most prominent of the identified
techniques for our empirical evaluation. Our aim is to answer the following research questions:

RQ1: Which techniques have been applied to design and evaluate malware detection tools?
RQ2: To what extent can we reproduce tool-reported results on large-scale longitudinal datasets
and what are the possible reasons for discrepancies?

To answer RQ1, in early 2025, we shortlisted 71 top publication venues spanning the fields
of Security, Machine Learning, and Software Engineering. We then systematically queried five
academic digital libraries and search engines, resulting in a total of 1,446 unique papers. After a series
of filtering steps, we identified 158 relevant papers that propose ML-based malware detection tools.
For each paper, we recorded the type of information extracted from an application (e.g., permissions,
APIs, call graphs). We refer to this information as application features. We also recorded the method
by which features are extracted (e.g., via static or dynamic analysis), the way an application is
represented for an ML model (e.g., as a vector or image encoding), the type of ML model used (e.g.,
linear or DNN), the baseline tools used for comparison (e.g., DREBIN), and malware applications
used for evaluation (e.g., from AndroZoo).

We categorize the features into three main types: discrete features, such as APIs (52%) and
permissions (46%); graph-based features, such as those built using information in call (18%) and
control flow graphs (6%); and raw-code features, where tools use raw byte code (11%) or code
embedding (3%) directly. The vast majority of the tools extract features using static analysis (82%),
with dynamic and hybrid analysis accounting for 9% each.

To feed features into an ML algorithm, they have to be represented in a particular format, which
we refer to as app representation. App representation does not directly correspond to the type of
features used; for example, information from a call graph can be represented in an aggregated
form, as a count of edges or node fan-out information. For the analyzed tools, vector-based feature
encoding is the most common format, with binary vectors (31%), frequency vectors (9%), or a mix
of both (11%) used by the majority of tools. Some tools use graph embeddings (19%), represent
the code of an app via text embedding (11%), or encode the code as an image (10%). More niche
approaches (9% in total) include Markov chains (3%) and more.
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For the classification, the analyzed tools use a diverse set of ML models, including DNNs (35%), lin-
ear models (33%), tree-based models (27%), K-nearest neighbor models (11%), Bayesian models (9%),
and Multilayer Perceptron models (3%).

For evaluation, the most commonly used baselines for comparison are DREBIN (22%), MaA-
MADROID (20%), and MALScAN (20%). We find that some papers do not perform comparisons
with existing tools but rather compare different hyperparameter settings of the tool they present.
We also find that while the most commonly utilized malware dataset is the Drebin dataset (37%),
which is fairly old by now, several papers use popular application repositories, such as Andro-
Zoo (32%) and VirusShare (32%). Yet, most papers employ their own sampling procedure, which
introduces biases and makes it impossible to compare results across papers.

To answer RQ2, we select six state-of-the-art tools that utilize features from each distinct type:
discrete, graph-based, and raw-code. Specifically, we use DREBIN [18] and REVEALDROID [34] for dis-
crete features; MAMADROID [55] and MALScAN [77] for graph-based features; and INTERPRETDL [42]
and DETECTBERT [67] for raw-code features.

We then construct a longitudinal set of datasets, systematically sampling applications from An-
droZoo and VirusShare. We stratify samples by years while accounting for sample duplication, label
inaccuracy, and temporal biases. For our AndroZoo sets, we additionally account for representative-
ness/sampling bias by selecting only Google Play applications for both benign and malware classes.
Since the VirusShare repository does not include benign samples, for our VirusShare datasets, we
had to match malware with benign applications coming from other sources, i.e., AndroZoo. Finally,
to account for the data imbalance bias, we build testing datasets with both the common 50:50 and
the more recommended 90:10 benign-to-malware ratios.

In total, we collected 115,558 (malware and benign) samples spanning a period of 13 years (2011-
2023) from AndroZoo and 35,754 malware samples spanning a period of 11 years (2012-2022) from
VirusShare. We could not include samples for 2024 and onward as, at the time of collection (2025),
AndroZoo contained fewer than 100 deduplicated malware apps for each year. We divided each
dataset into several walk-forward train-test splits, where each split spans four years — the earlier
two years for training and the later two for testing — resulting in 18 total splits (10 for AndroZoo
and 8 for VirusShare). We ran the tools on each of the 18 splits and analyzed their classification
performance in terms of precision, recall, and F1-score.

Our results show that the classification performance of a tool on different splits varies substan-
tially. For example, for the AndroZoo dataset, F1-score ranges between 65.1% and 93.5%, depending
on the time period under consideration. This means that any comparison of reported tool accuracy
(without empirical evaluation on the exact same set of applications) is practically meaningless.
In fact, we observe that any given tool can outperform others on a specific metric in at least one
train-test split.

We also observe a correlation between the performance of different tools on the same split. This
result suggests that classification performance is largely driven by the inherent properties of the
dataset rather than the feature sets used. In fact, a deliberately naive and unreliable classifier we
designed for this study, which uses application package names as classification features, achieves
similar and sometimes even higher accuracy than the evaluated state-of-the-art tools, further
highlighting the dependence of results on spurious and semantically weak correlations rather than
semantically meaningful features.

For the VirusShare dataset, unsurprisingly, using different data sources for benign and malware
samples improves tool accuracy compared with that achieved on data from the same data source
(as in the AndroZoo case). Furthermore, enforcing the data imbalance scenario in both cases leads
to a large drop in F1-score (19.7% on average).
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Table 1. Prior Literature Reviews on Android Malware Detection.

£

£2 2% 2

B B
Survey Year Topic Years Covered # Papers & é = S ;‘E
Alqahtani [11] 2019 Android malware + ML - 9 ONON NONO
Liu et al. [50] 2020 Android malware + ML 2014-2019 ~25 [ NON NON®
Qiu et al. [64] 2020 Android malware + Deep Learning -2019 31 [ N N NONO
Pan et al. [61] 2020 Android malware + Static Analysis 2014-2020 98 0000
Li et al. [47] 2021 All malware + Attacks and Defenses - 2021 10 (Android) |© O © O O
Muzaffar et al. [58] 2022 Android malware + ML 2013-2020 70 [ NON N )NO;
Liu et al. [51] 2022 Android malware + Deep Learning - 2021 - 0 00O
Deldar et al. [28] 2023 All malware + Zero-day ML - 18 (Android) | @ @ @ @ O
Altaha et al. [12] 2024 Android malware + Supervised ML 2017-2024 40 [ NON NON®
Bilot et al. [19] 2024 All malware + Graph learning - 20 (Android) @ @ @ @ O
Brosolo et al. [20] 2024 PE/Android malware + Vision-based 2018-2024 65 (PE+Android) | @ @ @ © O
Maniriho et al. [54] 2024 All malware + Deep Learning - 32 (Android) |O O O @ O
Survey in our work: ‘ Android malware + ML ‘ 2011-2025 (Q1) ‘ 158 (Android) ‘ 0000

Overall, our study highlights the false promise of tool-reported results and the difficulty in
comparing results across papers. It calls for more advanced detectors that utilize semantic infor-
mation rather than spurious correlations embedded in data and perform well even on challenging
data splits. Furthermore, it highlights the need for concrete, unbiased, and continuously updated
datasets, which can drive reliable comparison across tools.

The remainder of the paper is structured as follows. Section 2 outlines our literature review. In
Section 3, we discuss our tool evaluation methodology, including dataset construction and tool
selection procedures, and present the evaluation results. Section 4 discusses lessons learned and
implications of our work. Limitations and threats to validity are described in Section 5. Section 6
discusses the relevant related work and, finally, Section 7 concludes the paper.

2 Literature Review: ML-based Android Malware Detection

Several ML-based tools have been proposed for Android malware detection, with the earliest works
dating back to 2012 [63, 76]. Such tools typically construct a dataset of Android applications and
extract app features using static, dynamic, or hybrid analysis. They then produce a single app-level
representation (a.k.a. encoding), train a classifier, and report the classification result.

Table 1 summarizes recent literature reviews covering Android malware detection tools. Most
systematic reviews only include papers up to 2021 [47, 51, 58]. Newer works are conducted on
a smaller scale [12] or focus on specific ML techniques, such as Graph-learning [19], Computer
Vision [20], and Deep Learning [51, 54]. Unifying all papers from existing reviews would miss im-
portant contributions, such as REVEALDRoID [34], MALScaN [77], HomDroid [78], AMCDroid [52],
and IntDroid [94]. Thus, to better understand the current tool landscape and motivate the design
decisions of our empirical study, we first perform a systematic literature review.

2.1 Review Procedure

Paper Collection. Our paper collection procedure is summarized in the top half of Figure 1. To
limit our analysis to high-quality papers, we first collected the list of top conferences and journals
from CORE [2] and Google Scholar Metrics [4] spanning the fields of Security, Machine Learning,
and Software Engineering. For CORE, we restricted our search to A/A* venues under the three fields.
For Google Scholar Metrics, we selected the top 20 venues listed under the three corresponding
topics: Software Systems, Computer Security & Cryptography, and Artificial Intelligence. This resulted
in a total of 71 venues; the complete list can be found in our online appendix [70].
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(Step 1: Paper Collection } -
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Fig. 1. Literature Review Procedure and Filtering Results.

Since our goal is to identify and characterize Android malware detection tools that utilize ML
techniques, we designed a query by expanding terms with possible synonyms for completeness, and
using specific word combinations for specificity (to limit false positives). The complete query used
is shown at the top of Figure 1. The “+” and “|” signs indicate AND and OR operators, respectively.
We used the AND operator with the concepts Android, Machine Learning, and Malware Detection,
and the OR operator with diversified terminologies for each concept. Afterwards, we identified the
digital libraries that host proceedings of the selected venues for querying: namely, IEEE Xplore [5],
ACM [1], ScienceDirect [6], and Springer [7]. For venues that are either not indexed or only partially
indexed by digital libraries, we used Google Scholar [3] as a primary search engine.

During paper collection, we used the appropriate digital library for each venue, splitting the

query into multiple variants whenever necessary. Moreover, to avoid accidental misses, we used
alternative venue names (e.g., Conference on Neural Information Processing Systems, NeurIPS, NIPS)
for our Google Scholar search and later removed duplicates. We performed our search in the first
quarter of 2025, which resulted in a total of 1,446 papers.
Paper Filtering and Selection. After collecting query results, we performed manual filtering to
identify the relevant papers. To start, the first author of this paper and an additional member of
our research group performed a pilot run reviewing 20 randomly selected papers to decide on the
inclusion/exclusion criteria. Each reviewer independently went through the abstract, introduction,
and conclusions of the papers, classifying them as relevant or irrelevant. Papers that propose
an original ML-based malware detection approach, i.e., not a re-implementation, are marked as
relevant and included for our study. In the case where a paper is marked as irrelevant, the reviewers
also recorded the reason for exclusion. After the pilot run, the reviewers discussed the filtering
results and standardized the exclusion criteria. Then, the remaining papers were split between the
reviewers to perform further independent filtering.

Results of the filtering procedure are shown in the bottom half of Figure 1. We excluded works
that (a) study a different software system (e.g., PE and Linux), (b) do not present a detection tool (e.g.,
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[Android Malware Detection Tools (158 papers)]
I

Feature Extraction

Discrete: 83%
H Dynamic: 9%
Hybrid: 9% ] Components. 9%
([ syscalls: 9%
Graph-Based: 27%
Call Graphs: 18%|(_CFG: 6% DFG: 4% | ( Others: <4%!
Raw-Code: 13%

Raw bytes: 11% | | Text Tokens: 3% Others: <2%

T 1
Baselines Malware Dataset

I
App Representation

|

DNN: 35%
Linear: 33%

Drebin: 22%
MamaDroid: 20%

Commercial Anti-
Viruses: 3%

Others: <10%

) Drebin: 37%
AndroZoo: 32%

Explicit vectors: 51% )
Frequency: 9%
Mixed: 11%
Image: 10%

APIs: 52%
Permissions: 46% )
Intents: 18%

Opcodes: 9%

Others: <5%

Fig. 2. Statistics of ML-based Android Malware Detection Tools.

are rather SoK/surveys and attacks), (c) present a malware detector but not for general malware
(e.g., focus specifically on info leakage, ad fraud, etc.), and (d) present a malware detector but do
not use machine learning (e.g., perform signature-based or heuristic-based detection). At the end of
our filtering process, we selected for further analysis 158 papers that perform ML-based Android
malware detection.

Paper Characterization. We split the 158 papers between the two reviewers, who analyzed and
recorded the detection technique and evaluation methodology presented in each paper. Specifically,
the reviewers recorded (a) the feature extraction procedure, i.e., whether or not the applications are
run to extract features (static, dynamic, or hybrid analysis); (b) the type of extracted features (e.g.,
permissions); (c) the app representation used to encode the extracted features (e.g., vector vs. image
encoding); (d) the type of ML model used (e.g., linear vs. neural net); (¢) the baseline tools used for
comparison (e.g., DREBIN); and (f) the source of applications used for evaluation (e.g., AndroZoo).

2.2 Results

Figure 2 shows the aggregated statistics of the identified papers, which we discuss below. Detailed
information about each reviewed paper is available in our online appendix [70].

Features. We refer to the type of information extracted from an application (e.g., permissions,
APIs, call graphs) as an application feature. We classify features into three types: (a) discrete, e.g.,
permissions and APIs; (b) graph-based, e.g., control flow and data flow graphs; and (c) raw-code,
e.g., code bytes and text tokens. Each type of information extracted from an app can induce more
than one feature. For example, if a tool constructs a call graph and then uses it to obtain a count of
outgoing edges for each API, we say the tool uses both graph-based and discrete API features. As
another concrete example, Wang et al. [72] use the permission specification text, as is, from the
Android Manifest file. In this case, we say the tool uses both text token and permissions features.

Among the discrete features, APIs and permissions are, in fact, used by the majority of the tools:
52% and 46%, respectively. Other discrete features include Android Intents (18% of the tools), app
components (14%), hardware components (9%), and URLs (6%). Dynamic tools also use system
calls (9%), opcode traces (8%), and web traffic info (7%), such as IP addresses and headers.

Several tools utilize graphs to capture more semantically-rich information. Call graphs (18%), con-
trol flow graphs (6%), and data flow graphs (4%) are the most popular. For example, MamaDroid [55],
APIGraph [88], and MalScan [77] all use program graphs and APIs as their graph-based and discrete
features, respectively. However, they utilize different types of graphs (call graphs, API dependency
graphs) and different information about APIs (API count, graph centrality statistics).

A few tools do not extract any semantic information, using raw code (binary or decompiled)
directly. Some of these tools (11%) read APKs as raw bytes while others (3%) consider text tokens.
Feature Extraction. The majority of tools (82%) use statically extracted features. Tools attribute
their reliance on static features to their efficiency and scalability [18, 34]. Additional approaches
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use dynamic analysis (9%), which involves running an Android application on a real device or a
sandboxed emulator and recording its behavior. For example, both DL-Droid [13] and EnDroid [32]
run an APK on a real device or an emulator, respectively, to extract features such as API calls and
event logs (DL-Droid) and system calls and network statistics (EnDroid). Some tools rely on features
extracted using both static and dynamic, i.e., hybrid analysis (9%). For example, DroidDetector [85]
combines dynamic app behavior statistics, such as file and network access operations, with statically
extracted permissions and API calls. Instead of feature extraction, some tools use malware datasets
which already include both statically and dynamically extracted features, namely CICAndMal [45]
and KronoDroid [38].

App Representation. Features have to be represented in a format that can be inputted into an
ML model. Most tools (51%) use a fixed-dimensional vector-based feature representation. In such a
representation, each position in the vector contains a binary or continuous value, which directly
quantifies a certain concept. A mix of binary and continuous values is also possible. A large number
of these tools (31%) use explicit binary vectors [8, 16, 18, 46, 81], e.g., where each vector position
corresponds to a specific permission, AP, or another discrete feature. Frequency (9%) and mixed
vectors (11%) are typically used to store the number of occurrences of a specific feature.

Graph embeddings, used by 19% of tools, e.g., [40, 65, 79] are typically generated by Graph
Neural Networks (GNNs) for graph-based features. Yet, some tools choose to represent graph-based
features in a different way, e.g., by a frequency-based vector with edge counts.

Text embeddings are used by 11% of the tools to represent raw-code features. For example,
DetectBERT [67] uses a customized BERT-like representation model to represent app bytecode.

Images are also used to represent raw-code features, specifically the raw-byte ones (10% of
the tools). For example, ladarola et al. [42] treat code bytes as a sequence of unsigned integers
corresponding to grayscale pixels. Yadav et al. [82] further extend this technique by splitting bytes
into three channels, corresponding to RGB colors. The generated images are further processed
using techniques from computer vision, e.g., Convolutional Neural Nets (CNNs).

Finally, a few tools (9%) use other representation structures, such as transition matrices for
Markov Chains [55] and structural entropy values [22].

Model Type. The most commonly used models are various types of DNNs (35%) and linear
models (33%). Tree-based (27%), K-nearest neighbors (11%), Bayesian (9%), and Multilayer Percep-
trons (3%) models were common in the earlier years [18, 83, 84]. Later, DNNs of various types
became popular, including GNNs [65, 79], CNNs [42, 82], and RNNs [30].

Baselines. The majority of papers (60%) evaluate results by comparing with at least one baseline tool.
The most commonly used baselines are Drebin (22%) and MamaDroid (20%), which, despite being
fairly old, continue to be utilized for comparison even in recent works. Some papers (23%) do not
compare with existing baselines but rather evaluate different algorithms (e.g., SVM, RF, DNN) on the
same feature set. The remaining papers either report their results without any comparison (12%) or
compare against results in other papers, without running comparative experiments themselves (5%).
As the sampling strategy differs even for concrete datasets under the same name (e.g., AndroZoo),
such comparisons are not trustworthy.

Malware Datasets. The most popular malware dataset, used by 37% of tools, is the Drebin
dataset, which comprises 5,560 malware applications from 179 malware families [18]. The next two
most popular sources of malware samples, utilized by 32% of tools each, are AndroZoo [10] and
VirusShare [74]. AndroZoo is a popular repository of benign and malware applications containing
over 24 million APKs at the time of writing. VirusShare is another popular repository that hosts
malware samples that target various platforms including Android, PE, and Linux binaries. As both
are application repositories, a consistent sampling strategy should be defined for each.
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The other popular evaluation datasets are MalGenome [92] (22%), AMD [75] (16%), and Contagio
Minidump (10%). MalGenome is arguably the most studied malware dataset. It contains 1,260
malware samples from 49 malware families in years 2010 and 2011, together with manual analysis
reports for each sample. AMD contains 24,553 malware samples collected from 2010 to 2016,
automatically categorized into 135 varieties and 71 malware families. Contagio Minidump [26] is a
collection of ~1,200 malware samples, with analysis reports. The widely used version of Contagio
Minidump only contains samples from 2011 to 2013; yet the corresponding blog post contains
updates from 2018.

In addition to the limited and outdated set of samples, prior work showed that Drebin, MalGenome,
AMD, and Contagio datasets all contain various biases [43, 89], making them unreliable evaluation
targets and weak candidates for a replicability study. The application repositories AndroZoo and
VirusShare contain a large number of samples and are thus utilized by a large fraction of the tools.
Yet, tools utilizing their own sampling strategies lead to evaluation inconsistencies, even when
the data source is mentioned. We thus conduct a large-scale replicability study with stratified
longitudinal data, for a more reliable tool comparison.

Answer to RQ1: Among the 158 surveyed tools, discrete features (such as APIs and permissions)
and graph-based features (such as call graphs and control flow graphs) are used the most. Raw-code
features are still less common at the time of analysis. The vast majority of features are extracted
through static analysis, with dynamic and hybrid analysis being less popular. Features are mostly
represented by explicit vectors (binary, frequency-based, or a mix of the two). Other common
approaches are graph embeddings, text embeddings, and images. For classification, tools mostly
use DNNSs, tree-based models, K-nearest neighbors, and Bayesian models. Only 60% of papers
report performing evaluation experiments to compare with baseline tools. Yet, papers often apply a
proprietary sampling strategy from large popular repositories, such as AndroZoo and VirusShare,
or use outdated datasets, such as Drebin [18], making results incomparable across papers.

3 Empirical Evaluation

To answer RQ2, we select six state-of-the-art tools that utilize features from each of the three
categories: discrete, graph-based, and raw-code and run them on a carefully constructed longitudinal
set of datasets, systematically sampled from AndroZoo and VirusShare repositories. To account for
the data imbalance bias, we build testing datasets with both the common 50:50 and representative
90:10 benign-to-malware ratios. In what follows, we present our evaluation setup and results.

3.1 Experimental Setup

For the evaluation setup, we first describe our tool selection procedure and the selected tools. Then,
we present our deliberately naive reference classifier, which we refer to as SIM. Next, we present
our dataset construction procedure, including data collection, debiasing, and split-construction.
Finally, we explain the list of metrics used to analyze the results.
Tools. We focus on the 27/158 tools with publicly available implementations — either from the
original authors or from a third-party. We further exclude two tools that use dynamically extracted
features since most malicious servers are non-functional for the malware used in our study. Table 2
shows the remaining 25 tools we analyze in our study, together with the type of features they use
(columns 3-5), the source files used for feature extraction (columns 6-8), and the learning setup
corresponding to the feature representation and model type (columns 9 and 10). The last column
indicates which of the tools are runnable off-the-shelf without requiring significant re-engineering.
We found that 15 of the 25 do not run. Of the remaining 10 tools, we select two commonly
used tools for each feature type: For the set of tools that utilize only discrete features, we select
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Table 2. Tools with Publicly Available Implementation.

| Ft. Type | Sources | Learning Setup
3 o
2

S ETER 2

T = 8|8 8 o E]

55 L|E S & g

2 & &8 = =
Tool Year A O &|= & Z| Representation Model Type &
Drebin [18] 2014 v/ X X|/ / X| Binary Vector Linear v
HMMDetector [22] 2016 X XX /X Vector - other | Tree-based (DT+RF) | X
AndroDialysis [31] 2017 X X/ XX Binary Vector Bayesian X
RevealDroid [34] 2018 v/ X X|X / / |Frequency Vector | Linear+CART |V
LoopMC [53] 2018 v X X| X V X| Frequency Vector Tree-based (DT) | X
PermPair [16] 2019 X X|vV X X Binary Vector Threshold X
Sec-SVM [29] 2019 v X X|v /X Binary Vector Linear v
Chen et al. [24] 2023 v X XV /X Binary Vector DNN X
PAD [46] 2024 vV X XX X X Binary Vector DNN X
Meta-MAMC [48] 2024 v X XV /X Vector-other DNN X
DroidSIFT [87] 2014 /XX /X Graph Bayesian X
ICCDetector [81] 2016 v v X|v V X | Frequency Vector Linear X
MamaDroid [55,59] 2017,2019 |/ ¢ X |X & X | Markov Chains | Tree-based (RF) |v
MalScan [77] 2019 /XX /X Graph RF+KNN v
APIGraph [88] 2020 /XXX Vector-other Tool-specific v
S3Feature [60] 2022 v /XXX Binary Vector Tree-based (RF) | X
AMCDroid [52] 2023 v v X |V V X | Graph Embedding DNN v
MsDroid [40] 2023 v v X |V V X | Graph Embedding DNN X
GHGDroid [65] 2024 v v X|X Vv X| Graph Embedding DNN X
MaskDroid [90] 2024 v v/ X|X Vv X | Graph Embedding DNN X
GNNDroid [79] 2025 v vV X|X Vv V| Graph Embedding DNN X
BasicBlock [8] 2016 X X /|x v x Binary Vector Linear+Tree-based | v/
InterpretDL [42] 2021 X X /|x v/ X Image DNN v
DetectBERT [67] 2024 X X /| X / X | Text Embedding DNN v
TIML [68] 2024 | X v V| X v X| Images+Vector | Linear+DNN | X

DreBIN [18] and REVEALDROID [34]. DREBIN is the most popular tool as per our study summarized
in Figure 2, which uses light-weight static analysis and a simple model architecture to build a binary
classifier. It first extracts 8 different types of features from the app’s bytecode and manifest file:
permissions requested in the manifest; permissions actually used by the app through APIs; main
app components, such as activities and services; used hardware components, such as Bluetooth and
camera; used intent filters, which represent Android or user-defined actions such as battery-related
events; API calls guarded by permissions; suspicious API calls, such as getDeviceId; and network
addresses specified in the app. It then binary-encodes these features based on their presence or
absence, and trains a linear Support Vector Machine (SVM) as a binary classifier. Despite its simple
architecture, Drebin achieves a very high accuracy on most malware detection datasets. For all
experiments using DREBIN, we use 1000 top ranked features based on the mutual information
gain [49] feature selection metric. REVEALDROID is also a light-weight malware detection system
that relies on APIs and native system call counts extracted from the bytecode and native files for
detection. In particular, REVEALDROID extracts features corresponding to package-level API usage,
method-level API usage, statically resolvable reflection calls, and system calls from all bundled
native files to create a combined frequency feature set. It uses a linear SVM as a classifier to perform
malware detection.

For the graph-based features, we select MaMADROID [55] and MALScAN [77], as these are the two
most commonly utilized baselines. MAMADROID relies on abstracted API sequences to represent
the holistic behavior of applications. It then models the invocation relationship of applications
as Markov chains where each abstracted API is a state, and the transition probabilities are used
as features for classification using a Random Forest classifier. For our experiments, we use the
re-implementation made available by Molina-Coronado et al. [57] selecting package name as the
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[ src/main/java

> [P App.OrderBuzz App
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> B App.OrderBuzz.Domain | Featurize Features Train SYM

Fig. 3. SIM: Naive Classifier based on Package Name Similarity.

abstraction level. MALScaAN utilizes function call graphs to perform social-network-based centrality
analysis of sensitive APIs for encoding applications. In particular, it represents apps as a fixed
length vector where each position corresponds to the different graph centrality measures (degree,
Katz, closeness, and harmonic) of a pre-identified list of sensitive APIs. It then uses different types
of classifiers (1-NN, 3-NN, and Random Forest) to perform classification. For our experiments, we
directly use their implementation available on GitHub [77].

Among the set of tools that utilize raw-code features, we select DETECTBERT [67] and INTER-
PRETDL [42]. DETECTBERT is a recent work which uses text embeddings extracted through language
modeling of bytecode instructions for detection. It first relies on a pre-trained language model to
generate embeddings for all classes found in each application. The generated class embeddings
are then combined using concepts from multiple instance learning [56] to construct a single app
embedding. It later uses a fully-connected final layer to perform malware classification. For imple-
mentation, we directly use the source code provided by the authors’ GitHub [67]. We also use the
pre-trained language model the authors provided upon request to generate the class embeddings.
INTERPRETDL is an image-based detection tool that directly encodes the sequence of bytes found in
Android bytecode as greyscale images. These images are then used as input to a CNN to perform
malware classification, which are later visualized to identify image regions that contribute to the
prediction. We make use of the source code provided by the authors to run our experiments.
Naive Classifier (SIM). Android malware detection tools utilize either handcrafted features derived
from domain expertise or latent representations generated from complex learning approaches
such as pre-trained embedding models. To estimate the importance of tool-specific features and
contextualize the relevance of our replication results, we augment our list of tools with a naive
classifier that intentionally utilizes non-semantic features. Our tool, referred to as SIM, relies on
simple package name similarity to perform malware detection. The design of SIM is shown in
Figure 3. It uses package names of defined classes as features to represent each application. In
particular, for each application, we first extract the list of defined classes with their full package
names to use as features. For example, if the APK contains the class App.0OrderBuzz.Cache,
the package name App.OrderBuzz is used as a feature. The package names themselves are non-
semantic features since they hold no relation to the actual code contained in the classes.

These package names are extracted by running the dexdump command on all classes.dex files.

The set of package names per APK is encoded using one-hot encoding where 1 implies the presence
of the package name and 0 implies the absence. Similar to Drebin experiments, we use the 1000 top
ranked features based on mutual information gain feature selection metric to train an SVM model
for classification.
Datasets. We select two of the most commonly used app repositories in ML-based Android malware
detection: AndroZoo [10] and VirusShare [74], utilized by 32% of the tools each. We intentionally
avoid using the Drebin and MalGenome datasets as, despite being popular, they are outdated and
contain a severely limited number of malware samples (5,560 for Drebin and 1,260 for MalGenome).
Additionally, several prior works [43, 89] have already shown different biases contained in the
datasets. The left-hand side of Figure 4 outlines our dataset construction procedure for samples we
selected from the AndroZoo and VirusShare data sources.
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Fig. 4. Dataset Construction Summary.

AndroZoo is a popular repository of benign and malware applications containing over 24 million
APKs at the time of writing. To estimate true classifier accuracy, it is important that the experimental
setup is free from the known pitfalls mentioned in previous works [17, 62, 89]. Hence, using the
metadata provided by the website, we systematically collected a large scale de-biased dataset
covering the years 2011 to 2023. The rigorous de-biasing procedure we followed to account for the
known experimental pitfalls is described later in this section.

VirusShare [74] is also a popular repository that hosts malware samples for various platforms

including Android, PE, and Linux binaries. To sample from this data source, we first downloaded all
Android-specific zip files on the website accounting for 4.4 terabytes of compressed data. We then
followed the same de-biasing approach as for AndroZoo to construct the final concrete dataset.
Dataset Debiasing Procedure. While ML-based detection shows great promise, several works [17,
57, 62] have outlined biases at different stages of the machine learning workflow used to train and
evaluate these models. This section presents a summary of the biases mentioned by the literature,
and how we configured our dataset to mitigate them.
(a) Sample Duplication: Sample duplication refers to the case where a subset of samples appear
multiple times in the dataset. Several works [57, 89] have shown that sample duplication exists in
most of the commonly used datasets and it significantly affects trained models: models perform
worse in deduplicated versions of the datasets. Deduplication is commonly performed by computing
digest hashes of APKs or bytecode and retaining a single sample for a given hash in the dataset.
The most commonly used digest hashes include SHA-1, SHA-256, and MD5 which generate a fixed
length cryptographic hash for any type of data which effectively serves as a unique identifier. Other
ways to perform deduplication include using featurized vectors or other APK identifiers such as
the package name to perform unique sampling. AndroZoo samples are already indexed based on
APK hashes, which means that no APK-level duplicates exist in the repository. However, some apps
contain multiple versions appearing under the same package which can lead to biased classification
results. Therefore, we additionally perform package-name-based de-duplication, sampling the latest
available app for a given package name. We use the same approach to de-duplicate the VirusShare
dataset.

(b) Label Inaccuracy: Label inaccuracy refers to the presence of incorrectly labeled samples in the

dataset. This pitfall is particularly relevant in Android malware detection as datasets are commonly
constructed by using antivirus scan results which themselves may change over time [93]. Therefore,
to mitigate the prevalence of inaccurate labels, prior works resort to using the latest available scan
results from multiple antiviruses. These works further suggest avoiding greyware, i.e., samples
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that are not truly malicious but also not fully benign, by using a reasonable threshold of antivirus
detections to categorize samples as malware. AndroZoo metadata contains information about the
number of detections on VirusTotal [71], a website that hosts over 70 commercial antivirus scanners
in addition to other metadata relevant to malware analysis. However, the metadata contains results
from scans performed when the samples are initially uploaded to AndroZoo, which makes most
entries outdated since VirusTotal antiviruses constantly update their database. As a result, for both
AndroZoo and VirusShare datasets we fetched the latest detection statistics (as of January 2025)
from VirusTotal by querying the website using the hashes of the downloaded samples. Subsequently,
to avoid the presence of greyware, we filtered out all benign samples that have been flagged by at
least one antivirus, and all malware samples that have less than five antivirus detections, similar to
other works [91].

We chose VirusTotal for labeling mainly due to its scalability as there are 151,312 applications
across the two datasets requiring us to use automated labeling tools. Another reason why we
chose VirusTotal is for its reliability on older samples. Prior research [93] has shown that antivirus
engines become increasingly stable after 1 year due to emerging reports and continuous time-aware
monitoring, and that a threshold-based labeling strategy is highly effective to ensure label accuracy.
As our samples are at least two years old and we utilize the latest VT reports with threshold-based
labeling, we expect the labels to be accurate.

(c) Representative/Sampling Bias: Sampling bias is when a dataset does not represent the data

distribution observed in the wild leading to spurious correlations or superficially inflated results [17].
One cause of this bias is data imbalance / spatial bias [62] which involves the unrealistic assumption
of the ratio of benign-malware samples in the dataset. Another cause is data source mismatch in
which incompatible data sources are used for benign and malware samples. Overall, while this is
a very common pitfall that occurs in several applications of machine learning, prior works have
suggested that it can be mitigated by not sampling applications from different sources, having
sufficient data, and using a reasonable benign-malware ratio. Since AndroZoo contains APKs from
various markets and repositories such as Google Play [36], AppChina [15], and Anzhi [14], we focus
only on Google Play applications for both the malware and benign class. This reduces the risk of
data-source-related spurious correlations between samples when performing classification tasks. To
ensure both classes are well represented and enable experiments with different benign-to-malware
ratios during evaluation, we balance the benign and malware samples for each year. We do this by
downsampling the majority class to have the same number of samples as the minority class for
each year. For the VirusShare dataset, using the same source for benign and malware samples is
not possible as the dataset only contains malware samples. Therefore, similar to detection tools, we
pair the collected malware dataset with the benign samples from AndroZoo. Specifically, for each
yearly subset of VirusShare malware samples, we randomly sample the same number of AndroZoo
benign samples from the same year.
(d) Temporal Bias: Temporal bias [62] refers to the case where future information which should
only be part of the testing data is also present in the training data leading to an unrealistic evaluation
scenario. In particular, as malware samples evolve over time, experiments should ensure that no
time-related information that is unavailable in practice leaks into the training data. This is different
from traditional data snooping, where testing samples are indirectly used to tune model hyper-
parameters. Rather, it corresponds to the train-test split construction itself and its time-awareness.
To prevent classifiers from having future knowledge (a.k.a. temporal inconsistency) we perform
experiments on temporally consistent train-test splits.

The top right of Figure 4 shows the year-by-year sample distribution of the resulting AndroZoo
dataset after the de-biasing procedure making up a total of 115,558 samples spread across 13 years.
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Fig. 5. Walk-forward Time-aware Dataset Splits.

For all years, the sample count per year is limited by the number of malware samples AndroZoo
contains for that year. Consequently, the final dataset contains fewer samples for earliest and latest
years. The bottom right of the figure shows the sample distribution of the VirusShare dataset for
each year making up a total of 71,508 samples.

Train-Test Splits. In addition to the time-awareness constraint, we perform evaluations on multiple
splits per dataset to measure the change in metrics at different time periods. Practically, this
corresponds to different deployment times of the same tool given a dataset source. Figure 5 shows
how the datasets are split into multiple temporally consistent subsets that make up a single
experiment. Each subset spans four years, where samples from the first two years are used for
training, and samples from the later two years are used for testing. The two-year testing period
represents a realistic time window for which a malware detection tool is expected to remain
operational. This is particularly the case since accurate labels needed for training require time to
collect as antivirus software can update its prediction even two years after an app first becomes
available [73]. The two-year training period is selected after experimentation with different cut-offs
(e.g., one year, three years, all prior years) which all gave comparable, but slightly worse results.

In this work, we refer to experiments with the starting year of the time window, e.g., Sy11 refers
to the experiment where samples from 2011-2012 are used for training, and ones from 2013-2014
are used for testing.

As class imbalance poses a practical challenge in Android malware detection, we evaluate the

tools in balanced and imbalanced versions of each split. We consider an imbalance scenario where
benign-to-malware composition in the testing data is 90:10, which is considered a realistic estimate
of malware prevalence in the wild [62]. The imbalance scenario is achieved by downsampling test
malware apps, without changing the number of benign apps.
Evaluation Metrics. Similar to prior work, we report precision, recall, and F1-score on the test
set for all our experiments, with malware as the positive class. In addition, to quantify how well
an individual app statistic (e.g., APK size) separates malware from benign apps, we compute the
Average Precision (AP) metric: the weighted mean of precision values obtained by varying the
classification threshold over that statistic, with the increase in recall at each threshold used as
weight (equivalently, the area under the precision-recall curve). A high AP means that a simple
threshold-based classifier on this statistic alone would effectively separate the two classes.

3.2 Results

Figures 6 and 7 show the classification performance of tools on the walk-forward splits of AndroZoo
and VirusShare datasets, respectively. The top and bottom rows in each figure correspond to the
balanced and imbalanced scenarios considered in our study. The horizontal axis represents the
train-test split, and the vertical axis encodes the value of each computed metric, namely precision,
recall, and F1-score. Each scatter line corresponds to an evaluated tool. To ensure fair comparison
of results in each split, we only include tools that successfully run and extract features for at least
90% of the samples. This explains the omission of REVEALDROID for the last two splits in both
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Fig. 6. Precision, Recall, and F1-score Results on AndroZoo Dataset.
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Fig. 7. Precision, Recall, and F1-score Results on VirusShare Dataset.

datasets. Furthermore, most of our results discussion is on AndroZoo dataset since it does not
contain the sampling bias that was unavoidable for VirusShare.

This section discusses key observations from our experiments, along the following variability

dimensions: across AndroZoo vs. VirusShare datasets in a balanced scenario; across balanced vs.
imbalanced scenario; across benign vs. malware classes; across different train-test time splits; across
tools; and across years, i.e., first vs. second year in testing data.
Variability Across Datasets. As shown in Figures 6 and 7, in the balanced scenario, almost all tools
achieve higher scores for VirusShare dataset vs. AndroZoo dataset. This difference is statistically
significant (p<0.05 in paired t-test) in four of the six tools when considering all splits and all six
tools when excluding the split with the fewest samples (Sz019). The results highlight the impact of
sampling bias, with benign applications in VirusShare experiments coming from AndroZoo.

Interestingly, this sampling bias introduces non-semantic differences that can facilitate easy
separation of the benign and malware classes, e.g., using app size as a feature. The first two rows for
each dataset in Table 3 show the APK sizes for the two classes in each split. For AndroZoo, benign
samples are 17.3 MB on average while malware samples are 14.3MB. However, for VirusShare,
benign samples, paired from AndroZoo, are still around 17.5MB on average while malware samples
are 7.3MB. The third row for each dataset in the table shows the AP of a threshold-based classifier
that relies on APK size as its threshold. This result demonstrates that such a classifier consistently
achieves higher results on the VirusShare dataset compared to the AndroZoo: an average of 72.3%
on VirusShare and 51.6% on AndroZoo.
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Table 3. Per-split Average APK Size and Average Precision of a Threshold-based Detector using APK Size.

Dataset Stat. S2011 S2012 S2013 S2014 S2015 S2016 S2017 S2018 S2019 S2020 | AVE.
Avg. Benign Size (MB) 5.3 7.0 8.8 11.2 149 181 215 259 29.6 309 |17.3
AndroZoo | Avg. Malware Size (MB) | 6.4 8.7 10.6 10.8 119 131 144 185 23.7 254 | 143
Average Precision (%) | 44.1 454 465 520 61.2 620 526 504 53.8 483 [51.6

Avg. Benign Size (MB) - 7.3 8.8 113 157 191 221 262 298 - 17.5
VirusShare | Avg. Malware Size (MB) | - 46 46 63 61 74 87 87 120 - 7.3
Average Precision (%) - 61.1 741 759 774 765 647 715 769 - 72.3

Table 4. Average F1-score Drop per Tool in Balanced vs. Imbalanced Test Scenarios (%).

Dataset |DREBIN REVEALDROID MAMADROID MALSCAN INTERPRETDL DETECTBERT | Avg.
AndroZoo | 19.4 26.0 11.5 18.6 21.2 21.6 19.7
VirusShare| 12.5 26.0 13.1 15.5 27.2 23.9 19.7

Table 5. Tool-average Per-class Accuracy for each Split (%).

Dataset Class S2011 S2012 S2013 $2014 S2015 S2016 S2017 S2018 S2019 S2020 | Avg.
Malware [ 56.3 + 7.4 63.6 = 15.6 65.9 +3.6 52.8 2.3 81.3+53 851 +4.4 83.5+48 704+ 17.0 94.0 1.7 86.6 +2.1| 73.9
AndroZoo | Benign [83.4+9.9 84.6 £185 90.0 £5.6 91.7+2.9 913 +27 924+3.0 927+57 942+37 926+59 981+ 13| 91.1

Diff +27.1 +21.0 +24.1 +38.9 +10.1 +7.3 +9.2 +23.8 -1.3 +11.5 [+17.2

Malware - 73.7+79 826+43 828 +48 89.5+25 93.0+23 90.0+25 79.7+144 89.1+3.0 - 85.0

VirusShare | Benign - 921%+6.2 95.2+1.7 939+35 91.7+52 922+35 889 +55 91.7+6.1 93350 - 92.4
Diff - +18.5 +12.6 +11.1 +2.2 -0.8 -1.1 +12.0 +4.3 - +7.4

Variability Across Balanced vs. Imbalanced Scenarios. The top and bottom halves in each of
Figures 6 and 7 show the classification results for the balanced (50:50) and the imbalanced (90:10)
benign-to-malware ratio, respectively. The precision results show the significance of accurate
benign classification when enforcing the imbalance scenario, with tools that perform well on
benign apps being the least affected in the final reported F1-score. There is no difference in recall
across the two scenarios as the malware class is downsampled to create imbalanced variants, and
recall values are retained due to random sampling.

The high impact on precision directly stems from the lower number of malware samples in the
imbalance scenario: as we downsampled malware apps without changing the number of benign
apps, the relative proportion of true positives (TP) decreases compared to false positives (FP). This
leads to a decrease in the precision value (P), which is calculated as TPTEFP. The decrease is notable
in Figures 6 and 7, implying a large fraction of false-positive results in practical settings.

Table 4 shows the average drop in F1-score of each tool when comparing the balanced and
imbalanced scenarios across all splits of the two datasets. For example, the first value in the table
indicates that DREBIN achieves 19.4% lower F1-score in the imbalanced scenario compared to the
balanced one, on average, in the AndroZoo dataset. While all models exhibit a significant drop in
F1-score (19.7% on average) when evaluated on the imbalanced scenario, the least affected tool
from the AndroZoo dataset is MAMADROID, which shows a decrease of 11.5%. Our results further
emphasize the importance of reporting the test class imbalance ratio in tool evaluation [62], as this
often overlooked data substantially affects the outputs of the commonly used metrics.

Variability Across Classes. Figures 6 and 7 also show a clear difference in classification results
between benign and malware classes. For the balanced dataset splits, tools consistently exhibit
higher precision than recall across the splits due to a smaller number of false positives compared to
false negatives. In fact, in the AndroZoo dataset, apart from Szp1; and S92 splits, tools achieve a
precision of above 90% indicating the relative ease of benign classification. This is in sharp contrast
to recall which drops to around 50% for splits spanning earlier years.

Table 5 further clarifies the difference between the two classes through per-class accuracy metrics;
malware accuracy is the same as recall and benign accuracy is commonly referred to as specificity.
The first two rows for each dataset correspond to benign and malware accuracies, and the third row
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Metric| Dataset | Stat. |Sz011 S2012 S2013 S2014 S2015 S2016 S2017 S2018 S2019 S2020 | Avg. [
Min | 640 608 748 802 877 877 841 847 856 961 )
AndroZoo | M3X | 04 941 929 913 954 954 975 976 984 95 Drebin o I 7 R s
2 Mean| 78.4 839 871 864 904 918 923 926 933 97.9 80
id1{72.9 80.1 74.3 57.1 80.6 76.7
5 SD [102 121 67 44 29 33 52 44 47 14 |55 Revealbroid
g Min | - 599 780 798 864 896 838 634 862 - .
] 77.5 80.1 82.5 58.3 78.8 70.3 =
£ |yirusshare| Max | - 836 885 909 936 972 o6 893 o26 - MamaDroid 60 8
Mean| - 743 836 850 896 934 885 823 892 - Malscan | 74.4 743 825 0| 72 |75 g
SD | - 86 39 46 26 24 28 107 28 - |48 S
Min | 453 429 600 50.1 727 774 788 583 912 851 InterpretDL{53.7 57.1 58.3 60.4 55.7 54.3 40 3
AndroZoo | Max | 634 80.6 710 565 888 903 890 929 960 902
_ Mean| 563 636 659 52.8 813 851 835 704 940 866 DetectBert{75.8 80.6 78.8 76.2 55.7 743
3 SD | 74 156 36 23 53 44 48 170 17 21 |64 20
S Min | - 713 844 845 863 902 89 736 862 - SIM{69.5 76.7 703 715 543 74.3
VirusShare | MaX | - 883 9L7 929 953 964 932 929 946 -
Mean| - 818 886 886 908 934 900 867 912 - S LSS S
SD | - 60 29 34 35 26 32 81 35 - |42 Y ¥ &L
Min | 557 579 666 617 795 825 845 713 905 90.2 PR & &
AndroZoo | Max | 715 838 785 697 898 926 9L6 936 954 935
o Mean| 65.1 706 750 655 855 883 87.5 790 93.5 919
g SD | 64 94 44 29 34 37 24 106 17 12 |46 . T .
8
ks Min | - 855 918 850 835 676 848 837 856 - Fig. 8. Jaccard Similarity of Misclas-
) . Max | - 963 970 944 970 964 96.2 968 970 - i . :
VirasShare [ 8 | T 0 v or ors ore sified Samples for Pairs of Tools in
s . .
D 41 23 27 48 32 48 55 44 4.0 AndroZoo’s Worst Performing Split

Table 6. Per-split Min, Max, Mean, and Standard Deviation of (S2014).
Precision, Recall, and F1-score across Tools (%).

explicitly computes the diff calculated as benign accuracy minus malware accuracy. For most of the
AndroZoo splits, there is a significant difference of 17.2% on average, which can be as high as 38.9%
in Sz014 split. While the difference is not as pronounced in the VirusShare dataset (7.4% on average),
the trend remains that splits with lower F1-score (e.g., Sz012) still have decent (>90%) benign accuracy
while the malware accuracy is much lower (<85%). This implies that most classifiers default to the
benign class for samples not resembling training data. This aligns with expectations of behavioral
changes in malware samples observed in the wild, i.e., new strands of malware appearing, may
mislead trained classifiers in temporally consistent evaluations.

Variability Across Splits. As shown in Figure 6 of the AndroZoo dataset, there is a significant
variation in recall (and F1-score) across the splits, with most tools performing relatively better in
the later years (2015-2020) than earlier years (2011-2014). Specifically, all tools have less than 60%
recall for Syg14 split, while they achieve more than 91% for the Sz19 split.

Table 6 shows more explicitly that the per-split average F1-score in the AndroZoo dataset ranges

from 65.1% in the Sz11 to 93.5% in Szp19. The observed variation in results, despite all samples being
collected from the same data source, highlights the unreliability of a single-split evaluation setup.
Additionally, it implies that a varying degree of distribution shift is present in malware applications
over the 13 year period used in our study. While the size of training/testing data varies across splits,
the size of the dataset does not seem to have substantial impact on the results. For example, despite
having the largest number of training samples (34,620), Sz014 induces the worst recall and F1-score,
for all tools.
Variability Across Tools. All tools report very similar precision across the splits. While there does
exist some variation in recall, the general trend in classification performance remains the same. In
particular, DETECTBERT and MaMADRoOID have very similar trends across the majority of splits
(2013-2020). The similarity becomes even more pronounced in the VirusShare dataset as all tools
achieve relatively high scores across all splits. Surprisingly, our experiments show that our naive
classifier SIM performs similar to the state-of-the-art tools in most splits across the two datasets,
and sometimes even outperforms all tools, e.g., AndroZoo Sy1s. In fact, it performs nearly as good
as DREBIN, which is the best performing tool overall, across the splits (~5% less F1-score on average
across all splits). The remarkable success of our naive classifier shows how superficial tool-reported
results can be even in debiased datasets, and the relative ease of achieving high F1-score for datasets
like VirusShare.
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Table 7. Tool-average Yearly Per-class Accuracy for AndroZoo and VirusShare Datasets (%): recall (TPR) for
the malware class and benign recall (TNR), a.k.a. specificity, for the benign class.

Dataset Class | Stat. S2011 S2012 S2013 S2014 S2015 S2016 S2017 S2018 S2019 S2020 | Avg.
Year 1|68.2+17.0 73.7 +12.0 68.4+ 7.0 749 +3.0 83.5+5.0 87.3+3.0 88.4+2.0 784+ 10.0 944 + 1.0 85.7 +3.0| 80.3

Malware | Year 2| 52.7 £8.0 52.7 £19.0 63.4+3.0 31.1 £3.0 78.7+6.0 80.1 £7.0 77.3 £ 8.0 63.1 £21.0 86.8 4.0 87.8 +1.0| 67.4

AndroZoo Diff -15.5 -21.0 -5.0 -43.8 -4.8 -7.2 -11.1 -15.3 -7.6 +2.1 -12.9
Year 1| 88.1£7.0 86.0£16.0 91.2+50 93.0+2.0 93.1+2.0 93.1+£3.0 941+4.0 948+3.0 927 +50 982+1.0] 924

Benign |Year 2|82.0 + 10.0 83.2 £ 19.0 88.8 +6.0 90.4 +4.0 89.3+£3.0 90.8+4.0 90.8+7.0 93.6+4.0 93.2+4.0 98.1+2.0] 90.0

Diff -6.1 -2.8 -2.4 -2.6 -3.8 -2.3 -3.3 -1.2 +0.5 -0.1 -2.4

Year 1 - 76.4+7.0 82.6+4.0 86.5+6.0 853 +4.0 95.1+1.0 91.5+4.0 81.5+12.0 89.0 3.0 - 86.0

Malware | Year 2 - 70.2+8.0 82.5+4.0 79.7+4.0 93.1+1.0 88.4+4.0 88.2+2.0 783+ 13.0 89.9+3.0 - 83.8

VirusShare Diff - -6.2 -0.1 -6.8 +7.8 -6.7 -3.3 -3.2 +0.9 - -2.2
Year 1 - 91.6 £50 955+2.0 959+20 93.6+3.0 93.1+3.0 91.5+40 942+4.0 93.5+5.0 - 93.6

Benign |Year 2 - 928 +6.0 949+2.0 923+40 90.1+7.0 90.4+5.0 859+6.0 89.7+7.0 91.6 £5.0 - 91.0

Diff - +1.2 -0.6 -3.6 -3.5 -2.7 -5.6 -4.5 -1.9 - -2.6

The tools themselves produce similar results, as indicated by the low standard deviations in
Table 6: less than 5% for F1-score with the exception of the Syy12 and Sy splits. There is also a
general consensus on the most and least challenging splits, i.e., the Sy1; and Sy14 are the most
challenging for all tools, while S;9;9 is the least challenging. These observations suggest that the
primary source of variation across splits lies in the dataset, not in the choice of tools or feature sets.

To further understand the degree of similarity of the tools, we examine the overlap in misclassified
samples. For each split, we record the samples misclassified by each tool, which we refer to as
misclassification sets. Figure 8 shows the overlap in misclassified samples among the six tools in
the lowest performing AndroZoo S;g14 dataset. Each cell encodes the Jaccard similarity of the
misclassification sets of the two tools corresponding to the cell. E.g., DREBIN and REVEALDROID
share 72.9% of the misclassified samples as measured in Jaccard similarity. The figure shows that
there is a significant overlap in misclassified samples for all pairs of tools, which suggests hardness
of classification lies inherently in the dataset. As such, ensemble methods that combine predictions
of multiple tools would not be effective to improve the classification results reported in our datasets.
Variability Across Years. As our dataset used two-year time windows to create train-test splits,
we analyze how classification results change across year 1 and 2 of the test period by examining
the success of the tools for each subset. Table 7 shows the difference in accuracy across the two
year testing periods for the AndroZoo and VirusShare datasets for each of the two classes. For
each class, the first and second rows show the average and standard deviation of tool accuracy for
the first year and second year of the testing data subset, respectively. The table shows that, for
the AndroZoo dataset, there is a significant decrease in malware accuracy (a.k.a. recall) with one
year gap between training and testing samples: an average of 12.9% but can be as much as 43.8% as
in Spp14. Surprisingly, for VirusShare splits, there is little difference (max of ~8%) in the average
malware recall for the first and second year of the testing period (2.2% on average). An outlier split
is Sz015 in the VirusShare dataset in which tool-average recall is 7.8% higher for the later year. The
relatively low difference in the VirusShare dataset suggests that the discriminative features the
models learned due to the data source bias outweigh the difficulty in classification coming from
app evolution (year-1 vs. year-2 samples).

Answer to RQ2: Most tools perform substantially better on VirusShare compared to AndroZoo,
which suggests that the data source difference allows easy separation due to spurious correlations.
Moreover, enforcing the data imbalance scenario leads to large drop in F1-score (19.7% on average),
which highlights the large fraction of false-positives in practical scenarios. Notably, we also found
that there is a substantial difference in tool performance on different splits of the same dataset,
that ranges from 65.1% to 93.5% F1-score, even if the splits are constructed using the exact same
methodology from the same dataset. Yet, the tools show high similarity in terms of both the achieved
results and the misclassified samples, which suggests that tool performance is largely driven by the
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nature of the dataset rather than the feature set used. Surprisingly, our intentionally naive classifier
performs similarly to these detection tools, showing that features do not need to be semantically
meaningful to achieve high F1-score in some splits.

4 Discussion and Future Work

Reliable Evaluation of ML-based Detectors. Our study highlights the false promise of tool-
reported results and the difficulty in comparing results across papers. Specifically, the study shows
that tools’ accuracy can be severely inconsistent, depending on the data split used for evaluation,
even when controlling for the known biases. In fact, for any given tool, one can find a clean dataset
setup for which it outperforms other state-of-the-art tools. This calls for a more rigorous tool
evaluation methodology, which relies on concrete and unbiased datasets, shared between the tools.
Such datasets should be continuously updated, to ensure they stay current with the up-to-date
malware. In addition to ensuring reliable comparison between tools, it could be beneficial to include
comparisons with naive baselines, to contextualize the added value of proposed approaches.
Increasing Sample Diversity. Our experiments, as well as prior works, have shown that datasets
used for evaluation of ML-based detectors are not sufficiently diverse, skewing evaluation metrics
towards the over-represented types of samples. One possible way forward here is to use dataset
filtering techniques, such as declustering through stratified sampling [25], treating clusters as
subpopulations. Another approach could rely on using artificial data augmentation techniques,
which can increase sample diversity and mitigate non-semantic similarity in the dataset. However,
such data augmentation approaches should carefully avoid introducing data-source-related bias,
e.g., by mixing applications from different markets and online repositories [17].

Spurious Correlations. Android malware datasets, even after debiasing, contain well-generalizing
non-robust signals, as can be seen with the success of our naive classifier. Detecting, quantifying,
and explaining the source and impact of such signals could be a productive direction for possible
future work. Moreover, developing algorithms that are robust to such correlations, even in the face
of low-diversity datasets, would be beneficial, as such signals can be hard to detect.

Interestingly, our results show that some splits appear inherently challenging (e.g., AndroZoo
S2014 split) and that there is no correlation between tools’ success on data splits and their release
date. That is, older tools, such as DREBIN, perform better in later splits, compared to the splits
spanning years close to the tool’s release date. This further demonstrates that the main determinant
of tool success is the dataset itself rather than the features used by the tools. As such, developing
advanced detectors that utilize semantic information rather than spurious correlations embedded
in data is needed.

Data Imbalance and Classification Paradigms. In our experiments, misclassifications are
common across tools (Figure 8), making tool ensembling impractical. Focusing on feature sets and
representations that analyze the app from multiple different angles could help mitigate this issue.

Moreover, we observe that due to the highly imbalanced nature of the available data (the number
of available benign samples is orders of magnitude larger than the number of malicious samples
from the same type and origin, e.g., less than 1% of 2.5 million mobile applications in Google Play
are found to be malicious), the selection of benign samples for training could affect the accuracy
and reliability of the detection. Such significant data imbalance cannot be effectively addressed
with simple under- or over-sampling, as it will only intensify the unreliable correlations discussed
above, calling for data-property-aware sampling techniques [80].

Finally, as malware apps can generally do everything benign software does (and more), the
question about the appropriateness of binary classification for malware detection (rather than
outlier detection and other forms of classification) also warrants future research.

Proc. ACM Softw. Eng., Vol. 3, No. ISSTA, Article ISSTA142. Publication date: October 2026.



The lllusion of Success: Learning-Based Android Malware Detectors (Replicability Study) ISSTA142:19

5 Threats to Validity

For internal validity, one threat is the potential configuration errors during our adoption of
existing implementation of tools. We mitigated this problem by not making any changes to the
main logic of the provided implementations, even adhering to their pre-configured input pipelines.
When multiple configurations are viable, we run a grid search on hyperparameters and select the
configuration with the best classification performance. Another potential threat is our reliance on
the Dex compilation time to date applications, which leads to the exclusion of applications that have
intentionally modified Dex dates (e.g., 1980) limiting the representativeness of the resulting datasets.
However, we made a conscious decision to use this timestamping strategy as prior work [39] has
shown compilation dates to be more reliable, when falling within realistic bounds, than other
methods such as first seen times on VirusTotal. Our strict debiasing procedure may also lead to
the incorrect exclusion of samples. Package-name-based deduplication can incorrectly exclude
repackaged malware, and enforcing zero VirusTotal flags for the benign class can easily exclude true
benign samples that have a few false positive flags. Moreover, enforcing no duplicates may result in
a distribution different from the in-the-wild scenario. We compromise on these trade-offs to realize
our primary goal of creating a fully debiased dataset. For the literature review part of our work,
there is a possibility that we could have missed relevant papers due to misinterpretation of their
contributions. To mitigate this threat, each paper was marked as relevant/irrelevant independently
by two authors and conflicts were resolved after iterative discussions.

For external validity, the main concern is that our results do not generalize beyond the datasets
and tools considered in our study. To address this, we motivated our experiment design on what
is popularly used in the literature by performing an extensive preliminary study on the common
evaluation setups and selecting the most representative tools and datasets. We acknowledge that
the generalization of our findings can be improved by including tools that expand our feature-set
coverage, e.g., dynamic analysis-based tools. However, we note this diversification does not signifi-
cantly impact the main goal of our work which was demonstrating that successful classification
of ML-based detectors can be inconsistent and insignificant rather than performing a detailed
comparison of state-of-the-art tools.

6 Related Work

Different works perform empirical studies to evaluate the true classification performance of malware
detectors while studying specific biases or properties related to incorrect evaluation setups. Table 8
lists major contributions towards this direction. Works such as Arp et al. [17, 37] identify the
pitfalls commonly observed in security such as sampling bias and label inaccuracy, and perform a
prevalence analysis by examining papers published in top-tier security venues. Several other works
systematically evaluate the impact of specific biases, such as sample duplication [57, 89], temporal
inconsistency [9, 41, 62], class imbalance [57], and label quality [57] on the success of tools. While
these works evaluate biased dataset setups and compare them to results from unbiased datasets
(control group), our work examines the existence of remaining issues even after dataset debiasing.
The most similar work to ours is probably Gao et al. [33], where the authors evaluated 10 detection
tools in the presence of obfuscation, concept drift, and adversarial attacks. Similar to other works,
their evaluation of obfuscation and adversarial examples is carried out by artificially introducing
altered samples in testing data and observing impact on classification performance of the tools.
The similarity with our work lies in their evaluation of concept drift caused by software evolution,
in which they considered a year-balanced dataset scenario where training data is from 2016 and
testing data is from 2017-2020. However, this evaluation considers a single time window, which

Proc. ACM Softw. Eng., Vol. 3, No. ISSTA, Article ISSTA142. Publication date: October 2026.



ISSTA142:20 Michael Tegegn and Julia Rubin

Table 8. Prior Empirical Evaluation Studies in Android Malware Detection.

‘ Experimental Setup

Study Year Focus Tools Benign Malware Split Construction
Dataset Dataset
Pendlebury et al. [62] 2019 | Temporal/Spatial DB, MMD AZ (117K) AZ (13K) Spatio-temporal
bias
Cai [21] 2020 Sustainability | MMD, RvD, DSp, AZ+GP (15K) AZ+VS (13K) Cross-validation +
study DSv, MFl, Afo Time-aware
Ge et al. [35] 2021 Property Bias DB, QJ (Opcode) GP, Other Genome, DB, VT Time-aware (malware
Markets (11K) (17K) only)
Zhao et al. [89] 2021 Sample DB AZ (Size Genome, DB, Cross-validation
duplication Unclear) AMD, RMV (40K)
Daoudi et al. [27] 2022 Drebin DB AZ (700K) AZ (45K) Cross-validation
Effectiveness
Arp etal. [17] 2022 Bias sources DB, AMD, AZ (10K) AZ (1K) Random (inferred)
OPSEQS
Molina-Coronado et al. [57] 2023 | Duplication, Label | DB, MMD, AD, AZ (9K) AZ (18K with Cross-validation +
quality, Imbalance | BB, DD, DDct, greyware) Spatio-temporal
HMM, ICC
Gao et al. [33] 2024 | Robustness under | DB, MMD, RvD, AZ, AZ, CICMalDroid Cross-validation +
obfuscation, drift,| MFl, ALD, Bai21, CICMalDroid (16K) Time-aware
and AEs ImgD, MDMC, (12K)
MaS, AGr, EFCG
Evaluation in our 2026 | Longitudinal | DB, MMD, RvD, AZ (55K) AZ, VS (100K) Walk-forward
work Evaluation MasS, IDL, DetB

DB = Drebin, MMD = MamaDroid, AZ = AndroZoo, GP = Google Play, VT = VirusTotal, RvD = RevealDroid, DSp = DroidSpan, DSv
= DroidSieve, MFl = MudFlow, Afo = Afonso, QJ = Q. Jerome, RMV = RMVDroid, AD = AndroDialysis, BB = BasicBlocks, DD =
DroidDet, DDct = DroidDetector, HMM = HMMDetector, ICC = ICCDetector, ALD = ALDroid, ImgD = ImgDroid, MDMC = MDMC,
MaS = MalScan, IDL = InterpretDL, DetB = DetectBERT, AGr = APIGraph, EFCG = EFCG, Bai21 = Bai et al. 2021, AMD = AMD, VS =
VirusShare, OPSEQS = OPSEQS

we have shown can be misleading. Moreover, they consider a relatively smaller dataset with 2,160
samples per year, to our average of around 8,900 samples per year.

7 Conclusion

In this paper, we investigated how reliable traditionally debiased evaluation is for assessing the
capability of ML-based Android malware detectors. We first performed a systematic literature review
and characterized the features, representations, models, and evaluation strategies used by ML-based
detectors. We then performed a large-scale evaluation of state-of-the-art tools under multiple
debiased dataset instances, demonstrating that results can be severely inconsistent depending on
the time period under consideration. In fact, we showed that for any given tool, one can find a clean
dataset setup for which it outperforms other state-of-the-art tools, highlighting the unreliability of
current single-split evaluation setups. In addition, we showed how an intentionally naive classifier
relying on simple package names is able to achieve results comparable to state-of-the-art tools
even on debiased datasets, highlighting the need for more advanced dataset cleaning methods
for reliable evaluation. We hope our study encourages placing greater emphasis on the quality of
evaluated datasets and adequate comparison of different tools under the same setup.

8 Data Availability

We make all our artifacts (detailed literature review categorization, dataset, and evaluation scripts)
available online [70] and also in a long term retention platform [69].
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