Lecture 19 - Communications Security Principles

Exercise 1: How important are each of the above goals
for the following applications: access to a news web site,
downloading free software, web access to a banking system,
deciding to allow access toan ISP’s network.
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Exercise 2. (Can you think of an example where metadata
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Exercise 3: If you could test one key per nanosecond, how
long would it take, on average, to find the key if it was 32 bits
long? 128 bits? 2048 bits?

> = 5
>0 0 _
232: 2XLKZ2 = 4'7COOI) = Y xrooo - Y X0
A cocends he 32uit b reconts s
13 13 31 [*d-e.ow(".

P (27)=(10Y) » 16 oo 5 aers

30 o) 87({0"‘ S//d
@’64{2 - |O St Lds, e

(2

> = 3240 S/

~ 10 ?un > 4’(\4'\‘:“0‘“ fears ‘ 9/
(4 1T
dor & 128-bi? Kej (ac-h)al\'j

:’. S
BXIO /\80.5

Exercise 4: Why does the signing key have to be kept private?

-0 +|MJ'W§$L el\-a one coud man Fe M‘*‘“ﬂ‘&/d'id-ﬁ .

_

pike| 1234 ‘ CA's paelen

L

cent Ned -




C TR

\\/K
(V + Coome?

— & S
velve ;
Y
OFR 1\ \LP'
K 9{ —9@9@

E
K. A lpz
s | 2
v
C '




