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Abstract—In this paper, we design a resource allocation algo-
rithm for a wireless-powered communication network (WPCN)
taking into account residual hardware impairments (HWIs) at
the transceivers and the non-linearity of radio frequency (RF)
energy harvesting (EH) circuits. In order to ensure commu-
nication secrecy, physical layer (PHY) security techniques are
exploited to deliberately degrade the channel quality of a multiple-
antenna eavesdropper. The resource allocation algorithm design
is formulated as a non-convex optimization problem for the
minimization of the total consumed power in the network, while
guaranteeing the quality of service (QoS) of the information
receivers (IRs). The globally optimal solution of the optimization
problem is obtained via a one-dimensional search and semidefinite
programming (SDP) relaxation. Numerical results demonstrate
that the proposed scheme can significantly reduce the power
consumption of the system compared to a baseline scheme, which
assumes ideal hardware.

I. INTRODUCTION

Wireless charging of battery-powered wireless devices in
wireless communication networks via wireless power transfer
(WPT) technology could prolong the lifetime of the networks.
In fact, the concept of wireless-powered communication net-
works (WPCNs), where wireless devices are powered via radio
frequency (RF) electromagnetic waves, has gained a lot of
attention recently in the context of enabling sustainability
via WPT [1]. In particular, it is expected that the number
of interconnected wireless devices could increase to up to
50 billion by 2020 [2]. A large portion of these wireless
devices, some of which may be inaccessible for frequent battery
replacement, could be powered by dedicated power stations
via RF-based WPT to facilitate their information transmissions
[3]. It is noted that RF-based WPT offers a more stable
and controllable source of energy compared to other natural
energy sources, such as solar, wind, etc., which are usually
climate and location dependent. On the other hand, the large
number of wireless devices encourages the use of low-quality
and low-cost hardware components in order to reduce the
deployment costs of wireless networks. Yet, RF transceivers
with cheap hardware components suffer from various kinds of
hardware impairments (HWIs). These HWIs are caused by non-
linear power amplifiers, frequency and phase offsets, in-phase
and quadrature (I/Q) imbalance, and quantization noise [4].
Although the negative impact on the system performance caused
by these HWIs can be reduced by calibration and compensation
algorithms, residual distortions that depend on the power of the
desired signal are still present at the transceivers [4], [5]. Hence,
existing resource allocation algorithms for multi-user wireless
networks [3], [6]-[8] designed based on the assumption of ideal
hardware may lead to performance losses in practical systems.
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The increasing number of wireless devices also poses a
threat to communication security in future wireless networks
due to the enormous amounts of data transmitted over wireless
channels [3], [9]. Nowadays, wireless communication security
is achieved with cryptographic encryption algorithms at the
application layer. Unfortunately, these traditional security meth-
ods may not be applicable to future wireless networks with
large numbers of users, since encryption algorithms usually
require secure secret key distribution and management via
an authenticated third party. Recently, physical layer (PHY)
security has been proposed as an effective complementary
technology to the existing encryption algorithms for providing
secure communication [3], [6]-[11]. Specifically, PHY security
exploits the unique characteristics of wireless channels, such as
fading, noise, and interference [9], to protect the communication
between legitimate devices from eavesdropping. In this context,
the authors of [3] designed a resource allocation algorithm
that jointly optimizes the transmit power, transfer time, and
spatial beam to facilitate security in WPCNs. However, most
of the existing works on secure WPT systems were based on
the assumption of ideal hardware [3], [7]-[8]. In contrast, the
work in [10] considered the analysis and design of secure
massive multiple-input multiple-output (MIMO) systems in
the presence of a passive eavesdropper and different HWIs
at the transceivers. Besides, the authors of [12] studied the
impact of residual HWIs on the performance of a WPT sys-
tem. Specifically, [12] considered residual HWIs in a two-
way WPT-based cognitive relay network, where the relay is
powered by harvesting energy from the signals transmitted
by the source. The numerical results in [12] demonstrated
that an increase in the residual HWIs significantly deteriorates
the outage probability and the throughput performance of the
considered WPT-based relay network. Hence, the results from
[31, [7]-[8] related to secure WPT systems may not be valid
for practical implementations where HWIs exist. On the other
hand, the work in [12] neglected the security aspects in the
considered WPT system. Besides, [12] assumed an overly sim-
plified linear energy harvesting (EH) model for the end-to-end
WPT characteristic. Yet, measurements on practical EH circuits
demonstrated a highly non-linear end-to-end WPT characteristic
[13], which implies that transmission schemes and algorithms
designed based on the conventional linear EH model may
cause performance degradation in practical implementations.
Moreover, [12] also neglected the circuit power consumption
and the inefficiency of power amplifiers, which are present in
practical wireless devices.

To address the above issues, we propose a power-efficient
resource allocation algorithm design for providing communica-
tion secrecy in WPCNSs, where residual HWIs at the transceivers
and a practical non-linear EH model are taken into account.
The resource allocation algorithm design is formulated as a
non-convex optimization problem for the minimization of the



total consumed power, while guaranteeing the quality of service
(QoS) at the information receivers (IRs). The optimal solution
of the proposed problem is obtained via a one-dimensional
search and semidefinite programming (SDP) relaxation. The so-
lution of the resulting equivalent optimization problem unveils
that information beamforming from the AP in the direction
of the IRs is optimal and that the SDP relaxation is tight.
Numerical results demonstrate that the proposed scheme can
significantly reduce the power consumption in the considered
WPCN compared to a baseline scheme designed under the
assumption of ideal hardware.

II. SYSTEM MODEL

In this section, we first present the considered system model,
and then discuss the energy harvesting and hardware impair-
ment models assumed for resource allocation algorithm design.

A. Notation

We use boldface capital and lower case letters to denote
matrices and vectors, respectively. A, Tr(A), det(A), A~1,
and Rank(A) represent the Hermitian transpose, trace, deter-
minant, inverse, and rank of matrix A, respectively; A > 0
indicates that A is a positive semidefinite matrix; matrix I
denotes the N x N identity matrix. CVY*™ denotes the space
of all N x M matrices with complex entries. H" represents
the set of all N-by-N complex Hermitian matrices. |-| and
|I|| m represent the absolute value of a complex scalar and the
Frobenius norm, respectively. The distribution of a circularly
symmetric complex Gaussian (CSCG) vector with mean vector
x and covariance matrix X is denoted by CA(x,3), and ~
means “distributed as”. £{-} denotes statistical expectation.
[z]* stands for max{0,x}. Vxf(x) represents the partial
derivative of function f(x) with respect to the elements of
vector x. Furthermore, diag[x] is a diagonal matrix with the
elements of x on the main diagonal. [A],, ,, returns the element
in the n-th row and n-th column of square matrix A.

B. System Model

We focus on a WPCN, comprising a power station! (PS),
an access point (AP), K IRs, and one eavesdropper (Eve),
cf. Figure 1. We assume that the PS, the AP, and Eve are
equipped with Npg > 1, Nap > 1, and Ngy > 1 antennas,
respectively. The IRs are single-antenna devices with simple
hardware. We note that an eavesdropper equipped with Ngy
antennas is equivalent to multiple eavesdroppers with a total of
Ngy antennas which are connected to a joint processing unit.

The communication in the system comprises two transmis-
sion phases as shown in Figure 1. We assume that the fading
channels in both phases are frequency flat and slowly time-
varying, and that the channel state information (CSI) is available
for resource allocation. Phase I with a duration of 7y is reserved
for wireless charging (WC), where the PS transmits a dedicated
energy beam to the energy-constrained AP. The instantaneous
received signal at the AP during Phase I is given by

yar = LI+ D)+ £ £nyp, (1

where v € CVrs¥1 is the energy signal vector adopted in Phase
I for WC with covariance matrix V = £{vv#}. The channel
matrix between the PS and the AP is denoted by L € C/Ves* Nar
and captures the joint effect of path loss and multipath fading.

Tn this work, we assume that the PS is connected to the main grid with a
continuous and stable energy supply.
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Fig. 1. A WPCN employing two transmission phases.

Vector nap ~ CN(0,021y,,) represents the additive white
Gaussian noise (AWGN) at the AP where o2 denotes the noise
variance at each antenna of the AP. In (1), £(t) e CNesx1gnd
£(") e CNarx1 represent the residual HWIs after compensation
at the transmitter and receiver side during Phase I, respectively.
The model adopted for the residual HWIs will be presented in
the next section.

In Phase II, which has a duration of 7y, the AP transmits
K independent signals to K IRs simultaneously. Due to the
broadcast nature of the wireless channel, there is a potential
eavesdropping threat. In order to circumvent this threat, the AP
deliberately emits artificial noise (AN) to degrade the channel
quality of the eavesdropper [9]. Moreover, we assume that the
PS is silent during Phase II. The instantaneous received signal
at IR & in Phase II is given by

K
YR, = th(ZWksk +u-+ C(t)) + C,ET) +nr,, @)
k=1

where s, € C and w;, € CV»>1 are the information sym-
bol and the corresponding beamforming vector, respectively.
Without loss of generality, we assume that £{|s|*} = 1,Vk.
h;, € CMN+x! is the channel vector between the AP and IR
k. u € CNaxl jg the AN vector, with covariance matrix
U = &{uu’?}, exploited by the AP to degrade the channel
quality of the eavesdropper. ¢(*) € CN+*! is the distortion
vector due to the residual transmit HWIs at the AP, while
g,ir) € C represents the residual receiver HWIs at IR £.
nr, ~ CN(0,0f, ) is the AWGN at IR k, with noise power
O'IQRk. The instantaneous received signal at the eavesdropper in
Phase II is given by

K
yEGH(Zwksk+u+c(t)) + ng, 3)
k=1

where G € CN+*Ne denotes the channel matrix between
the AP and Eve. ng ~ CN(0,02ly,,) is the AWGN vector
at the eavesdropper, with noise power og. In this work, we
assume that ideal hardware is available at the eavesdropper
which constitutes the worst case for communication security.
Additionally, although it may not be possible to obtain the CSI
or the location of eavesdroppers in many practical applications,
we assume that Eve’s CSI is available for resource allocation,
in order to concentrate on the impact of HWIs on the system
performance, which is the main focus of this paper?.

2For resource allocation algorithm design, the effect of imperfect CSI can be
modeled based on deterministic or probabilistic uncertainty models, see e.g. [3],
[6], [14]. Imperfect CSI and its impact on the performance of the considered
system will be taken into account in a future extension of this work.



C. Hardware Impairment Model

In this paper, we adopt the general HWI model proposed in
[15, Chapter 7]. In particular, the residual distortion caused by
the aggregate effect of different HWIs, such as I/Q imbalance,
phase noise, and power amplifier non-linearities is modeled as a
Gaussian random variable whose variance scales with the power
of the useful signal at the transceiver. This model has been
widely used in the literature to study the effects of transceiver
HWIs on the performance of various communication systems
[4], [5], [12]. Besides, the authors of [5] showed that this model
accurately captures the residual distortions caused by the joint
effect of various HWIs for practical multiple-antenna systems.

Hence, the distortion noise caused by the transmitter HWIs
at the PS in (1) is modeled as £ ~ CA(0, ®), where & ¢
CNesxNes g g diagonal covariance matrix, which contains the
distortion noise variances at each antenna of the PS on its main
diagonal, and is given by

® = diag [n%(\/P:LS,l),...,n?V,,S (x/P;S,N,,S)]. @)

In (4), P;SM =E{ISmv%} = [V]mm. m € {1,..., Nps}, is
the average power of the transmit signal at the m-th antenna of
the PS, where S,,, is a matrix with all entries equal to 0 except
for the m-th diagonal element which is equal to 1. 7, (+), Vm, is
a convex, continuous, and monotonically increasing distortion
function which maps the square root of the average power of
the transmit signal to a specific distortion value. A commonly
adopted example for modeling the transmitter distortion func-

tion is given by [4]

() = <1+ (x)4) VW], )

100
where x,, is the square root of the average transmit power at
antenna m. Constants k; and k, are model parameters which
should be chosen such that they fit the measurements of the
error vector magnitude (EVM) of practical systems. Similarly,
the transmitter HWIs at the AP in Phase II are modeled as
¢ ~ CN(0, ) with covariance matrix

¥ = diag [nf (x/Paéi) SN (x/Pétf’NApﬂ ©)

where av,n g{HSn(Zszl WSk + u)”%‘} =
[fo:l wiywil + U], Vn € {1,...,Nap}. On the other
hand, the received signal is affected mostly by phase noise
and I/Q imbalances [15, Chapter 7]. In the considered
WPCN, these residual HWIs are modeled by the receiver
distortion noise at the AP, £(T) € CNwx1 cf (1), where
€0 ~ CN (0,03 1n,.). Moreover, oq,, = v(y/E{[[LTV[%})
and v(-) is a convex, continuous, and monotonically
increasing function that models the receiver impairment
characteristic. Additionally, the receiver HWIs at each IR
during Phase II are given by g,ir) ~ CN (O,agmk), with

Oan, = v(\EUME (S, wisi +w)[2}). According
to [4], the receiver distortion function can be modeled as
v(z) = %x, where z is the square root of the power of the

received signal and k3 is a model parameter.

PAP —

D. Energy Harvesting Model

In the considered WPCN, we exploit the signals transmitted
by the PS in Phase I to charge the AP and facilitate secure

information transfer in Phase II. In this paper, we adopt the
non-linear EH model from [16] to characterize the end-to-end
WPT at the AP. The total energy harvested by the AP in Phase
I is given by

M

- (9) _ T+exp(—a(0—b)) MQ 0= 1

ot 1-Q ’ 1+ exp(ab)’
0 = Tr(LY (Vi + ®)L),

(N

where 6 represents the received RF power at the AP. The
parameters M, a, and b in (7) capture the joint effects of various
non-linear phenomena caused by hardware limitations in practi-
cal EH circuits. More specifically, M represents the maximum
power that can be harvested by the EH circuit, as the circuit
gets saturated for large received RF powers. Moreover, a and
b are related to different physical hardware phenomena, such
as circuit sensitivity limitations and current leakage. In fact,
the non-linear EH model was shown to accurately characterize
the behaviour of various practical EH circuits [14], [16]. In
contrast, the conventional linear EH model, which is widely
used in the literature [3], [7]-[8], [12], may lead to severe model
mismatches in resource allocation algorithm design, and as a
result, cause performance degradation.

III. RESOURCE ALLOCATION PROBLEM FORMULATION

In this section, we first define the system performance
metrics adopted for algorithm design, and then we formulate
the resource allocation optimization problem.

A. Achievable Data Rate and Secrecy Rate

The achievable data rate of IR & in Phase II is given by

Ry, = milog, (1+T%), where (8)
Tr(Wka)

I'. =
LTS T(WiH) + Tr(UHp+Te(PHy o, +on

is the receive signal-to-interference-plus-noise ratio (SINR) at
IR k, and we employ Wy, = wyw}! and H;, = h;h}, V.

Since the AP does not know the computational capabilities
of the eavesdropper, we assume the worst-case scenario for
facilitating secrecy provisioning. In the considered worst case,
the eavesdropper is able to remove all multiuser interference
via successive interference cancellation, and only attempts to
decode the information of IR k. As a result, the capacity at the
eavesdropper for decoding the information intended for IR & is
given by

Cr = 71 log, det <1NE + QleHka>, )

where Q = GH (U + ¥)G + oily, is the interference-plus-
noise covariance matrix of the eavesdropper. The achievable
secrecy rate between the AP and IR k is given by

R = [Ry — Cy] " (10)

B. Total Power Consumption

In this section, we study the power consumption in both
transmission phases. Due to the residual HWIs at the transmitter
of the PS, a portion of the transmitted power is wasted during
Phase I. More specifically, the total power consumption in Phase



I is given by

PPS—I = PPS ( TI‘(V) + TI‘(‘P) ) + PCPS7 (11)
N—— ——

power for  power waste

charging

where P, accounts for the constant circuit power consumption
at the PS. Besides, to capture the power inefficiency of power
amplifiers, we introduce a linear multiplicative constant ppg > 1
for the power radiated by the PS [7]. For example, if pps = 5,
then for every 1 Watt of power radiated in the RF, the PS
consumes 5 Watt of power which leads to a power amplifier
efficiency of 20%. Afterwards, in Phase II, the AP sends K
independent information signals to the /' IRs concurrently.
Besides, AN is emitted by the AP to degrade the channel of the
eavesdropper. Because of the residual transmit HWIs at the AP,
a portion of the power is also wasted during Phase II. Hence,
the total power consumption in Phase II is given by

K
> Tr(Wy) +Tr(U)+ Tr(®)
N—— N

k=1

—_—— ) )
power for information Jamming
transmission

Papn = PAP( >+PCAP- (12)

power for power waste

Here, I,, is a positive constant circuit power consumption and
pap > 1 denotes the power amplifier inefficiency at the AP.

C. Optimization Problem Formulation

In the following, we formulate the optimization problem
for the minimization of the total power consumption in both
transmission phases while guaranteeing secure communication
in the considered WPCN. The optimization problem is given
by:

minimize T]Pps_l + TIIPAP-II (13)

T1,71,0, VEHNPS
UcHNAr W, cHNAP

S.t. Cl:mp 10g2 (1+ Fk) > Rreqk. s Vkv
C2:7y1 log, det <INE + QlGHWkG) < Ry, Vk,
C3: T+ Tn = Tmax»

K

C4: 1 <PcAp+pAP ( Z Tr(Wy)+Tr(U) + Tr(\Il)>)
k=1

< TIEtot(9)+EreSa

C5: 0 < Tr(L¥(V + ®)L),

C6: Wk b O,Vk, V,U = 0, C7: T1, TII > O7

C8: Rank(Wy) < 1,Vk.

The objective function in (13) takes into account the total
power consumption in Phases I and II at the PS and AP3, cf.
(11) and (12), respectively. Constraint C1 ensures a minimum
required data rate Rq, for IR k. On the other hand, Ry in
C2 limits the maximum tolerable data rate at Eve. In practice,
Rieq, > R > 0 is set by the system operator to ensure
secure communication®. T}, in constraint C3 specifies the
total time available for both phases. C4 is a constraint on the

3We optimize the power consumption in both phases, even though the AP
is wirelessly charged by the PS only in Phase I, since besides the energy
harvested in Phase I, the AP can also use the available residual energy FEres for
transmission in Phase II, cf. constraint C4. Hence, the power consumption of
Phase II should also be minimized.

4We note that (13) guarantees a minimum secrecy rate of R3¢ = Rireq), — Riol
for IR k.

overall energy consumption at the AP during Phase II. The
total available energy at the AP comprises the energy harvested
from the dedicated energy signal transmitted by the PS in
Phase I, and a constant energy F..s > 0, which may represent
the residual energy at the AP from previous transmissions or
energy obtained from other sources. Furthermore, € in C5 is an
auxiliary optimization variable which represents the received
RF power at the AP. Constraint C6 ensures that Wy, V, and
U are positive semidefinite matrices. C7 is a non-negativity
constraint on the durations of Phase I and Phase II, respectively.
W, = 0, W), € HV*, Vk, and constraint C8 are imposed to
guarantee that Wy, = w,w!, Vk, holds after optimization.

IV. RESOURCE ALLOCATION ALGORITHM DESIGN

The resource allocation problem in (13) is a non-convex
optimization problem because the right-hand side of constraint
C4 is a quasiconcave function with respect to 77 and 6 and
the combinatorial nature of constraint C8, which is difficult
to handle. Moreover, the optimization variables are coupled in
the objective function and constraint C4. Besides, the log-det
function in constraint C2 is intractable in its current form.

Furthermore, the covariance matrices of the HWI vectors,
® and W, affect the optimization variables, V, U, and Wy,
and the constraints containing these covariance matrices are
non-convex in their current form [4]. Hence, in order to
facilitate the design of a computationally efficient resource
allocation algorithm, we first introduce auxiliary optimization
matrices, Bps € CNesXNes and Bpp € CNwXNar which
account for the hardware impairments at the PS and the AP,
respectively. Additionally, we introduce auxiliary optimization
variables, rr x, vk, which represent the distortion noise terms
caused by the receiver HWIs at the IRs. Then, we transform
problem (13) into the following equivalent’ rank-constrained
SDP optimization problem with respect to the optimization
variable set P = {TI, 71, Wi, V, U, 0, Bap, Bps, rIRJc}:

minimize TIPPS—I + TIIPAP—II (14)
P

s.t. Cl: Tr(H, W) > ZTr(Wij)—FTr(UHk)
e i#k

Nap
+ Z Tr(S, BapHy )47y +02, VE,

n=1

N H
oy GTWiG
Ftol

C4: 1y Papy < TiZw0t(0)+ Eres, C3, C6, CT,
C5: 6 < Tr(L(V + Bps)L),
C8: Rank(Wy,) < 1,Vk, C9: Bps,Bap = 0,

ClO:nn< [ZK:Wk +UL ) < y/[Bap)n,n, 1,
k=1 "
C11:77m< [VLn,m) </ [Bps)m,m, ¥m,

K
Tr(Hk(Z W, + U))> < 1Rk, VK,

t=1

<GH(U4Bp)G + 021, VE,

C12:1/<

where I'req, = 2fwa /T 1V, Ty = 2%a/™ — 1, and the
power consumption equations for Phase I and Phase II are

SIn this paper, equivalent means that the transformed problem and the original
problem share the same optimal solution.



TABLE I

SIMULATION PARAMETERS.

Carrier center frequency 915 MHz

Bandwidth 200 kHz

Path loss exponent 2

PS to AP fading distribution Rician, Rician factor 3 dB

AP to IRs, Eve fading distribution Rayleigh

PS and AP antenna gain 10 dBi and 8 dBi

Noise power ‘731 = O'IZR = o'% = —110 dBm

Power amplifier efficiency

1/pps=1/pap=40%

Circuit power consumption

PCPS = PCAP = 5/J,W,\V/k

Non-linear EH model

M =24 mW, a=150,

parameters b =0.0014 [13]

Distance PS-to-AP, 10 m,

AP-to-IR, AP-to-Eve 50 m, 80 m

rewritten as

B Nps

DPrs1 = pps (Tr(V) +) Tr(Smes)> + P, and  (15)

m=1
~ K Nap
Papat = par (Z Tr(Wi )+ Tr(U)+) Tr(SnBAP)) +Perrs
k=1 n=1

respectively. Furthermore, constraint C2 in (13) is replaced by
constraint C2 in (14). These two constraints are equivalent when
Ry > 0 and Rank(Wy,) < 1 hold, cf. [6, Proposition 1].

Next, we handle the coupling of the optimization variables
in the objective function and constraint C4. In particular, we
fix 771 and 71 = Tmax — 71, cf. constraint C3, and solve (14)
for the remaining optimization variables. By assuming a fixed
71 the quasiconcavity of the right-hand side of constraint C4 is
also resolved. In particular, for a given 7y, the right-hand side
of constraint C4 is concave with respect to 6.

The remaining obstacle for the convexity of (14) is the rank-
one constraint C8. Hence, in order to obtain a computationally
efficient resource allocation, we adopt SDP relaxation and
remove constraint C8.

For given 71 and 7y, the equivalent SDP relaxed formulation
of (14) is given by:

mingnize TiPps.1 + T Pap-n (16)

s.t. Cl, C2, C4, C5, C6, C7, C10-C12.

The optimization problem® in (16) is a standard convex op-
timization problem and can be solved efficiently by numerical
convex program solvers such as CVX [17]. However, by solving
(16) numerically, there is no guarantee that the optimal solution
satisfies C8 of the original problem formulation in (13), i.e.,
Rank(Wj) < 1,Vk. Hence, we study the structure of the
solution of the SDP relaxed problem in (16) in the following
Theorem.

Theorem 1. Suppose that the optimization problem in (16)
is feasible. Then, for T’y > 0 and T4y > 0, a rank-one
solution for the beamforming matrix, Wy, of the SDP relaxed
optimization problem in (16) can always be constructed, i.e.,
Rank(Wy) = 1, Vk.

Proof: Please refer to the Appendix. |
Theorem 1 states that the globally optimal solution of (16)
can be obtained by information beamforming for each IR,
despite the HWIs at the transceivers. Moreover, it can be shown

We note > that it can be shown that for the optimum solution of (16),
constraints C'5 and C10-C12 hold with equality, which allows us to exploit
(16) for solving (13). The proof is omitted due to page limitation.
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Fig. 2. Average total power consumption (dBm) versus HWI parameter k1
for different amounts of residual energy Fies.

that energy beamforming is optimal for Phase I, even when
the non-linearity of EH circuits and the residual HWIs are
taken into consideration’. We note that we solve (16) for each
71 € [0, Tinax)- Then, we obtain the globally optimum solution
of (13) by employing a one-dimensional search over 77 to find
the minimum objective value.

V. NUMERICAL RESULTS

In this section, we evaluate the performance of the pro-
posed resource allocation scheme for the considered WPCN.
The relevant simulation parameters are provided in Table I.
For conducting the one-dimensional search, we quantize the
possible range of 71, 0 < 71 < T, into 20 equally spaced
intervals, and for simplicity, we normalize the duration of the
communication slot to 7;,,x = 1. The results obtained in this
section were averaged over 1000 small scale fading realizations.
Unless indicated otherwise, we assume for the transmitter HWI
parameter k3 = 0.26 and for the receiver HWI parameter
ks = 2 [4]. The IRs are randomly distributed at a distance of
50 m around the AP. We assume that the data rate requirements
of all IRs are equal, i.e., Ryeq, = Rreq = 1 bit/s, Vk, while the
maximum tolerable rate of Eve is R, = 0.2 bit/s. Besides, we
assume Nps = 6, Npap = 6, and Ngy = 3 antennas at the PS,
the AP, and Eve, respectively, unless specified otherwise.

In Figure 2, we show the total average power consump-
tion versus the transmitter HWI parameter kp, cf. (5). The
performance is illustrated for a WPCN with K = 3 IRs
and for different values of residual energy Fi.. As the HWI
parameter k; increases, the total average power consumption
of the proposed scheme also increases. This occurs because
a higher value of k; reflects more severe transmit HWIs. As
a result, because of the transmitter-side noise, the PS and
the AP can focus their beams less accurately leading to an
increased system power consumption. For comparison, we also
consider the performance of a baseline scheme, which performs
resource allocation subject to the same constraint set as in
(13), but without taking the residual HWIs at the transceivers
into consideration. The performance of the baseline scheme
is then evaluated in the presence of the residual HWIs. As
can be observed, the baseline scheme consumes significantly

"This can be proved by following a similar approach as in [14, Theorem 1].
The proof is omitted for brevity.
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more power compared to the proposed scheme. This is because
of the model mismatch incurred by the baseline resource
allocation scheme as the residual HWIs are ignored in the
design phase. Moreover, in Figure 2, we have also included
the performance for ideal transceivers. For ideal transceivers,
the performance is independent of the HWI levels, of course,
and serves as a performance upper bound for the proposed
scheme. Figure 2 also shows that, as expected, a smaller amount
of residual energy F. at the AP increases the total average
power consumption for all schemes as more power has to be
transferred via WC.

In Figure 3, we depict the total average power consumption
versus the number of IRs, K, for different numbers of antennas
equipped at the PS, Npg, and at the AP, Nap. The residual
energy is set to s = —40 dBm and the number of antennas
at Eve is assumed to be Ngy = 2. Besides, the HWI model
parameters are set to k1 = 2.3, ko = 0.26, and k3 = 2. As can
be observed, having more IRs in the WPCN increases the total
average power consumption substantially. This is because the
QoS constraints on the minimum required data rate at each IR
become more difficult to meet. Hence, more power is required
for transmitting the desired information signals such that the
QoS constraints are satisfied, which also increases the amount
of power wasted due to the residual HWIs. On the other hand,
the power consumption of the system is reduced when more
antennas are equipped at the PS and the AP. With more antennas
equipped at the PS and the AP, the degrees of freedom for
resource allocation increase, which allows for a more accurate
steering of the energy and information beams in the direction
of the AP and the IRs, respectively. It can also be observed
from Figure 3 that having more antennas at the AP is more
beneficial than having more antennas at the PS for improving
the average total power consumption of the proposed scheme.
More antennas at the AP act as additional energy collectors and
increase the amount of harvested power during Phase 1. Hence,
the power consumption of Phase I is reduced. Besides, when
more antennas are equipped at the AP, there are extra degrees
of freedom that can be exploited for a more precise information
beamforming in the direction of the IRs, which results in a more
efficient power allocation. Hence, having more antennas at the
AP is beneficial for both transmission phases, whereas having
more antennas at the PS is beneficial only for Phase I.

In Figure 4, we show the average duration of Phase I, 7y,
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Fig. 4. Average Phase I duration 71 versus HWI parameter k1 for different

number of IRs.

versus HWI parameter k; for K = 3 and K = 4 IRs. We
assume Fs = —40 dBm and Ngy = 3. Besides, ko = 0.26,
and k3 = 2. As the HWI parameter k; increases, the optimal
71 for the proposed scheme decreases®. The reason for this is
that as the transmit HWIs become more severe, it becomes
more difficult to meet the QoS constraints at each IR. Hence, a
longer period for information transmission by the AP is needed,
i.e., a larger 7y, and the transmit power has to be increased, cf.
Figure 2. Additionally, when there are more IRs in the WPCN,
the optimal 7y is smaller, since the required time for information
transmission to meet the QoS constraints at all users increases.
On the other hand, the duration of Phase I stays constant for
the baseline scheme, since this scheme ignores the HWIs.

VI. CONCLUSIONS

In this paper, we studied the power-efficient resource allo-
cation algorithm design for providing communication secrecy
in a WPCN, where we took into account a practical non-
linear EH model and the residual HWIs at the transceivers.
The resource allocation algorithm design was formulated as a
non-convex optimization problem for the minimization of the
total consumed power subject to QoS constraints at the IRs.
The optimal solution of the design problem was obtained via a
one-dimensional search and SDP relaxation. Numerical results
demonstrated the detrimental effects of residual HWIs on the
performance of the WPCN. Moreover, the proposed scheme was
shown to outperform a baseline scheme, which was designed
under the assumption of ideal transceivers.

APPENDIX - PROOF OF THEOREM 1

The SDP relaxed problem in (16) satisfies Slater’s constraint
qualification and is jointly convex with respect to the optimiza-
tion variables. Thus, strong duality holds and we can exploit
the dual problem in order to study the structure of the solution.
To this end, we consider an equivalent version of problem (16),

8We note that the 7y for the proposed scheme and the baseline scheme are
not necessarily identical for small values of ki as there are also HWIs at the
receivers, i.e., k3 # 0.



given by:

minimize TIPPSI + 711 Pap.r (17)

P,Aps,Axp,Ar
s.t. Cl, C2, C4, C5, C6, C9,

C10: 7, (\/[AAP]n,n> \/[BAP]n o V1

K
C10a: [Aap]nn = S» ( > Wi+ U) Vn,

k=1
CI1: 7, <\/[Aps]m,m> < \/[Bps]m,mvvm
6—1\1_; [APS}m,m = SnLV:vm

CEIV(\/m) < TRk VK

—_— K

Cl2a: ARy = Tr <Hk<zwt + U>)7Vk~
t=1

Then, we write the Lagrangian function of the SDP relaxed
problem in (17):

K
L = parru(1+7) (; Tr(Wy,) + Tr(U))
+Z <

M +Tr (Hy Y W) + Tr(UHk))
req;c Jj#k
D (G DR

NAp K
-3 (s(Zwk T U>) S THWLY)
n=1 k=1 k=1
K K
=3 ok Tr (Hi (D _ Wi+ U)) + A, (18)
k=1 k=1

where o > 0,7 > 0,pu, > 0, anigkvzfg/are the/d\u/al
variables associated with constraints C1,C4,C10a, and C12a,
respectively. Moreover, Dy, > 0 and Y; =~ 0, Z >~ O are
the Lagrangian multiplier matrices corresponding to constraints
C2 and C6, respectively. A denotes the collection of terms
not relevant for the proof. The Karush-Kuhn-Tucker (KKT)
conditions needed for the proof are given by’:

D; = 0,Y] = 0,Yk,Z* = 0 (19)
a0 > 0.k, il > 0,%n,v" > 0, (20)
YW =0,Vk, Z*U* = 0, Q1)
Vw; L = 0,7k, Vy-L = 0. 22)

Combining both KKT conditions from (22), after some mathe-
matical manipulations we can obtain:

Yi +oan(1+ YH,

Preq

* * H
~7Z +§aH +GD;G (HFTl)'
J

(23)

A;~0

It can be shown that at the optimum solution of problem (17),
constraint C1 is satisfied with equality. Hence, o} > 0,VEk
holds. Besides, matrix A} defined in (23) is a full rank matrix,

9We denote the optimal solution for optimization variable = by x*.

Vk. It can be shown that if A} was not a full rank positive
definite matrix, the dual optimum solution would become
unbounded from below. Yet, the optimal value for the original
primal problem is non-negative, due to I'rq, > 0,Vk, ') > 0.
Hence, we consider the case when Rank(Aj}) = Nap, Vk. By
applying basic matrix rank algebra to (23), i.e., Rank(A) +
Rank(B) > Rank(A + B), we obtain the following relation:

1
Rank(Y7},) + Rank (a,’; (1 + F)Hk)

req,

1

Z Rank (YZ + Oé;; (1 + F)Hk>
reqy,

= Rank(A,";) = NAP

= Rank(Y}) > Nap — 1. (24)

Hence, Rank(Y}) can be either Nap — 1 or Nap. Since at the
optimum solution, Wj, # 0, due to I‘reqk > 0, Vk, it follows
from (21) that Rank(Y}) = Nap — 1 and Rank(W}) = 1, Vk.

Hence, a rank-one solution for (16) is obtained. |
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