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Abstract—As for deployment of security strategy, correspond-
ing forwarding rules for switches can be given in allusion to
different traffic conditions. However, due to lack of global cog-
nitive control for security strategy deployment in traditional
Internet of Vehicles (IoV), it is quite difficult to realize global
and optimized security strategy deployment scheme so as to meet
security requirements in different traffic conditions. On basis of
traditional IoV, cognitive engine is added in cognitive IoV (CIoV)
to enhance the intelligence of traditional IoV. In allusion to CIoV,
and in consideration of restrictions on transmission delay, the
security strategy deployment for switches on core network is
formulated in this paper, thus not only the safe transmission
rules are met, but the transmission delay can also be the low-
est. To be specific, the path selection of switches is modeled as
0-1 programming problem in this paper, and that optimization
problem is proved to be a nonconvex optimization problem. Then
we convert that problem into a convex optimization problem by
log-det heuristic algorithm, thus to give path selection scheme to
meet security requirements with the lowest delay on the whole.
Experiment proves that cognitive engine-based security strategy
deployment put forth in this paper is much better than other
schemes.

Index Terms—Cognitive engine, delay sensitive, Internet of
Vehicles (IoV), security enforcement, traffic analysis.

I. INTRODUCTION

AS PER the Gartner report, there would be a quarter bil-
lion vehicles with access to Internet of Vehicles (IoV) in

2020, to guarantee in-vehicle services and functions such as
automatic driving. As an integrated application of IoT [1], [2]
and artificial intelligence, IoV is the basis for realization of
intelligent transportation in future [3]. With popularization of
IoV [4], however, security problem needs to be first consider-
ation in actual deployment of IoV [5]–[7]. Intrusion Detection
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System (IDS) based on traffic monitoring, for instance, can
detect abnormal traffic and send alarm [8]. In addition, Privacy
preserving is an indispensable measure for IoV [9]. Generally,
IoV would provide different services such as Location-Based
Services (LBSs) to user, which requires user to provide
accurate location information [10]. However, this kind of infor-
mation is sensitive and private for users, though users wants
to obtain LBSs, they may be worried about leaking their real
location [11]–[13]. If no appropriate privacy preserving mea-
sures were designed, malicious user may acquire sensitive
information of legal users, and privacy of legal users may
be revealed [14]. Therefore, in order to solve those prob-
lems on IoV, fine-grained security strategy deployment scheme
should be designed. Liu et al. [15] shows that traffic forward-
ing rules can illustrate security strategy. Thus, in this paper,
we convert security strategy deployment into discover corre-
sponding forwarding strategy in allusion to different traffic
categories.

However, for traditional IoV, there are mainly two chal-
lenges for deployment of security strategy.

1) Due to lack of global control, the global optimized
deployment can not be achieved during deployment
of security strategy. Though software defined network
(SDN) is put forth as a new network model [16] to
realize flexible design [17], it is still difficult for SDN
to further optimal enforcement due to restrictions of
SDN controllers [18]. For example, Ding et al. [19] uti-
lized SDN to put forth security enhancement policy for
wireless mobile network. But due to the unintelligent
controllers, it is not easy to realize global optimized
deployment actually.

2) During security strategy deployment, time delay should
be taken into consideration [20]. Commonly, secu-
rity strategy deployment only considers the allocation
scheme corresponding to current traffic condition, but
the time delay for path selection is seldom taken into
consideration. However, time delay would influence
users’ quality of service (QoS), and high transmission
delay would lower user experience [21]. Therefore, time
delay is a critical factor, which should be considered
carefully, in the process of security strategy deployment.

For cognitive IoV (CIoV), security strategy deployment
can be realized due to global perception function of cog-
nitive engine [22]. Furthermore, optimal traffic transmission
strategy can represent security enforcement. Therefore, with
the help of cognitive engine, the transmission rules in all
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switches can be formulated, and the optimal path selection
can be given.

This paper discusses security strategy deployment problem
for CIoV. To be specific, in order to deploy traffic transmission
rules in OpenFlow-enabled switches [23], cognitive engine is
first adopted to perceive category of different traffic condi-
tions. Considering limited capacity of switches, we describe
an optimal path selection scheme with lowest time delay under
restriction of safe transmission for different traffic. The main
contributions of this paper are as follows.

1) To the best of our knowledge, this is the first time to con-
sider security strategy deployment problem in allusion to
CIoV. This paper develops an secure and delay-sensitive
transmission scheme, with the help of cognitive engine.
The security strategy deployment problem is modeled
as 0-1 programming problem, which is proven to be a
nonconvex problem. Then, this nonconvex optimization
problem is converted into a convex optimization prob-
lem by log-det heuristic algorithm. Finally, the global
optimal solution is given, i.e., the path selection scheme
with the lowest delay is given on premise of meeting
safe transmission rules.

2) It has proved in simulation experiment that the security
strategy deployment scheme on CIoV is better than that
on traditional IoV.

The organization structure of this paper is as follows.
Section II introduces related work. Section III illustrates secu-
rity strategy. Section IV evaluates the performance of cognitive
engine-based CIoV. Section V discusses open issues, and
Section VI summarizes this whole paper.

II. RELATED WORK

This section mainly introduces related work, and it is
divided into two parts: 1) security strategy deployment on
traditional IoV and 2) cognitive engine.

A. Security Strategy Deployment on
Traditional IoV

In aspect of security strategy deployment, traditional intru-
sion detection method is more focused on conditions in
allusion to stable network traffic. For example, the unsuper-
vised learning-based intrusion detection system put forth by
Bostani and Sheikhan [24] enhances false alarm rate and exe-
cution time when compared with traditional methods. A new
feature expression method is put forth by Lin et al. where
two kinds of distance (distance between each data point and
cluster center, and distance between each data point and its
nearest neighbor) are calculated. On this basis, a new distance
is given to express each data point, then intrusion detection is
conducted, and higher detection rate is acquired [25].

However, on IoV, due to diversity in type of IoV services,
such as location-based services, entertainment information,
path recommendation and etc., and difference in terminal
devices, the generated traffic would appear great difference
when IoV is under different attacks. If traffic monitoring
and analysis is conducted based on above-mentioned method,
the accuracy rate would necessarily decrease, and users’

experience would be reduced. As Electronic Control Units
(ECUs) on IoV tend to be compromised, anonymity-based
intrusion detection system is put forth in [26], to detect any
abnormal behavior.

B. Cognitive Engine

Mitola and Maguire [27] proposed that interaction and
awareness between cognitive radio and wireless communica-
tion network environment can be conducted based on cognitive
cycle, thus to realize adaptivity to corresponding wireless
environment. Various parameters can be changed through self-
organization, and corresponding autonomic cognitive process
can be established at last. Software defined cellular network
is put forth by Zhou et al. [28], in allusion to ever-increasing
amount of data, to realize unified intelligent management,
which endows cognitive engine with intelligent functions.

Cognitive engine can be established based on cloud plat-
form, so it has massive storage and computing capacity. In
the meantime, different branches of cognitive engine can
be deployed according to business requirements, to meet
requirements of users.

III. SECURITY POLICY ENFORCEMENT IN CIoV

The architecture of CIoV will be first introduced, and
then security strategy deployment scheme on CIoV will be
introduced.

A. CIoV

Fig. 1 describes key component of CIoV. It can be seen
from Fig. 1 that the whole CIoV is divided into three lay-
ers: 1) physical layer; 2) core network layer; and 3) cognitive
engine layer. To be specific,

1) Physical layer is composed of Road Side Unit (RSU)
and vehicles. During driving process, the communica-
tion between a vehicle and RSU can be conducted,
and the communication between a vehicle and another
vehicle can also be conducted. The former communi-
cation mode is called vehicle to RSU (V2R) and the
latter is called vehicle to vehicle (V2V). In this paper,
IEEE 802.11p is adopted as the communication mode.
The physical layer of CIoV can realize data perception
and implement local data preprocessing, etc. CIoV is
more focused on user experience and quality of ser-
vices provided. Therefore, in physical layer of CIoV, in
addition to collecting data such as images, videos and
voice requried by traditional IoV, the data collected also
include physical signs, such as expressions and heart
beats for comprehensive emotion detection for drivers,
according to different requirements of diverse applica-
tions. However, as the smart brain for IoV (it will be
introduced in details later), cognitive engine can guide
physical layer in type of data to be collected. The data
on CIoV are multidimensional temporal and spatial data,
and high users’ experience will be provided through
cognitive engine.

2) The middle layer is core network layer. This layer is
mainly composed of fronthaul network (communication
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Fig. 1. Illustration of cognitive Internet of Vehicles.

from RSU to base station) and backhaul network (con-
nection between base station and gateway, between
router and switches). When we discuss security strategy
deployment in this paper, the switches in backhaul net-
work are OpenFlow-enabled switches by default. Thus,
forwarding strategy in switches can be defined. While
our proposed security policy exactly makes use of such
feature of OpenFlow-enabled switches, security enforce-
ment policy can be deployed directly on switches.
Then, the optimization algorithm can make switches
forward traffic according to requirements. These advan-
tages are what traditional switches do not have. In fact,
OpenFlow-enabled switches utilized the idea of software
defined network (SDN). Similarly, Salahuddin et al. [29]
discussed how to utilize SDN to build RSU Cloud and
adding OpenFlow switches in IoV.

3) The highest layer is cognitive engine layer. Cognitive
engine is smart brain on CIoV, and it can realize per-
sonalized services for users. However, the technologies
that support cognitive engine are artificial intelligence,
data mining, machine learning, deep learning, reinforce-
ment learning, etc. With strong learning ability, cognitive
engine can give comprehensive analysis in allusion
to multidimensional data perceived in physical layer.
Specifically, cognitive engine is smarter controller com-
pared with traditional SDN controller. Cognitive engine

can perceive the change of intermediate layer traffic,
such as the delay sensitivity of traffic, the real time
load of switches, etc. These data will be the labeled
data for these learning algorithms. Therefore, cognitive
engine utilizes these labeled data to conduct artificial
intelligence and machine learning algorithm to dynam-
ically deal with the deployment of secure policy. For
example, cognitive engine can use the support vector
machine (SVM) to classify new traffic and conduct cor-
responding processing if the new traffic belongs to some
similar categories. Otherwise, cognitive engine will deal
with the new traffic further according to user’s needs,
such as adding it to original data set. Furthermore, cog-
nitive engine also conducts feedback to physical layer
and core network layer, thus to enable physical layer
to timely update perceived data. As for core network
layer, with the help of cognitive engine, security strategy
deployment can be updated corresponding to updated
traffic.

B. Optimization Algorithm

On CIoV, cognitive engine can perceive deployment require-
ments of different security strategies, conduct optimized
deployment for security policy in switches, and realize min-
imum transmission delay for whole network, in combination
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TABLE I
NOTATION

with traffic information in switches in bottom layer. To be
specific, this paper mainly concerns path selection of switches
on core network to guarantee minimum network delay and
safe transmission, with the restricted resources of switches
and global view of cognitive engine. For this purpose, the path
selection of switches is modeled as a 0-1 programming prob-
lem, and the problem is converted into convex optimization
problem by Log-det heuristic algorithm. The path selection
scheme that meets safe requirements with minimum delay is
given on the whole. Table I shows the symbols used in this
paper.

C. Problem Formulation

Assume switches involved on CIoV are all Open Flow-
enabled switches. For the sake of simplicity, “switch” below
stands for OpenFlow-enabled switch. Define the number of
switches on CIoV as n. Set S = {S1, S2, . . . and Sn} stand for
all switches. Core network can be expressed by graph model
G(V, E), thereinto, V stands for node, i.e., switches, |V| = n.
E stands for edge between switches. The edge between Si and
Sj can be expressed by e(Si, Sj), whose value is

e
(
Si, Sj

) =
{

1, Connected directly between Si and Sj

0, Otherwise.
(1)

Note B as the available bandwidth of E, that is B =
{B(e(Si, Sj))}, wherein B(e(Si, Sj)) stands for the available
bandwidth of e(Si, Sj). Ci, where in i = 1, 2, . . . , n, denotes
capacity of switch Si. T1, . . . , Tm stand for all categories of
switches. The total number of each Ti is Vi, i = 1, 2, . . . , m.
As data represented by traffic are different, the security sen-
sitivity is different. For example, on CIoV, a user generates
traffic containing sensitive data, then this kind of traffic should
be transmitted preferentially. In other words, the security
sensitivity for this kind of traffic is high, and the trans-
mission delay should be controlled in a smaller scale. In
addition, in allusion to normal traffic, cognitive engine would
perceive it and give corresponding security sensitivity. For
example, the security sensitivity generally endowed with data
flow that requires normal passing or forwarding would be
lower, and higher security sensitivity would be endowed

with data flow that requires dropping. In order to quantify
these weights, note the weight of each kind of traffic as θi,
and its value stands for sensitivity of traffic on security. If
the value of θi is higher, the requirements of Ti on secu-
rity are higher, so Ti needs preferential consideration. On
the contrary, the requirements of Ti on security are lower.
On CIoV, the sensitivity of different traffic conditions on
security is perceived through cognitive engine; the value of
θi, i = 1, 2, . . . , m can be given after comprehensively weigh-
ing degree of importance and security requirements of traffic.
ω̃i,j stands for the proportion of task load assigned by traf-
fic Ti to switch Sj, and its value is between 0 and 1. As
the quantity of switches needed by each kind of traffic Ti

is limited, in other words, only several switches are needed
to forward Ti, these several switches can be recorded as
{Si1, Si2 , . . . , Sidi

}. However, some other switches Sk (there-
into, {Sk|k ∈ {1, 2, . . . , n}−{i1, i2, . . . , idi}}) would not process
Ti. For the sake of unification, all switches are taken into
consideration, i.e., standardization is conducted to ω̃i,j. Record
ωi,j as

ωi,j =
{

ω̃i,j, Sj can handle Ti

0, Otherwise.
(2)

In this way, as for Ti, ωi,j = 1 shows that switch Sj is
required to forward Ti, then, switch Sj needs to meet forward-
ing rules of traffic volume Ti. Therefore, we can say Sj meets
safe forwarding requirements of Ti. It is because the forward-
ing of this Ti can be directly dropped or reported to cognitive
engine if there is no forwarding rules for Ti in Sj. This for-
warding rules shall be cached in Sj temporarily, then too high
delay may be caused until Ti is under processing, thus the
quality of service of user may be influenced. ωi,j = 0 shows
that switch Sj need not to forward Ti. Then, forwarding rules
for Tj should not be deployed in advance in Sj, or unnecessary
waste will be caused. It is because the resources in each switch
are limited, only rational utilization of switch resources can
guarantee effective deployment of forwarding rules. In fact, it
is put forth by Liu et al. [15] that each security strategy can
be converted into specific flow entries in switch, therefore, the
deployment of security can be converted into formulation of
forwarding rules for traffic volume in switches.



1246 IEEE INTERNET OF THINGS JOURNAL, VOL. 5, NO. 2, APRIL 2018

As for traffic Ti, all possible forwarding paths are expressed
as Pi,1, Pi,2, . . . , Pi,li . Note Pathi as all paths for Ti. Assume
Di,j is delay for path Pi,j, and ri,j stands for the rate of allo-
cation to Pi,j, thereinto, j ∈ {1, 2, . . . , li}. Assume the specific
rate allocated to each Ti is Ri.

D. Model Formation

Our aim is to establish a forwarding path that meets secu-
rity requirements with minimum delay. Actually, the delay
that considered in this paper is mainly the transmission time
between switches. Thus, the path delay tPathj can be defined
as follows:

tPathj =
lj∑

k=1

θjDj,k�
(
rj,k

)
(3)

wherein φ(·) is identify function as follows:

φ(x) =
{

1, x > 0

0, x = 0.
(4)

When ri,j > 0, it means rate is allocated to path Pi,j, i.e., this
forwarding path is adopted, then φ(ri,j) = 1. When ri,j = 0,
it means path Pi,j is not adopted. When forwarding path is
selected, switches involved in the path should meet security
requirements, i.e., when ri,j > 0, ωi,j = 1 should be met.
In other words, when the possibility where path pi,j is allo-
cated for traffic Ti is ri,j, then forwarding rules for Ti must be
deployed in switches involved in the path, i.e., ωi,j = 1, which
meets security requirements of traffic Ti.

Hence, global optimization problem can be obtained under
global control of cognitive engine, thus to guarantee min-
imum delay on premise of meeting security requirements.
The optimal problem can be formulated as

minimize
ri,j

f
(
ri,j

) =
m∑

i=1

tPathi + η
∑

i,j

φ
(
ri,j

)
(5a)

subject to
li∑

j=1

ri,j ≤ Ri, i ∈ 1, 2, . . . , m (5b)

∑

(i,j):e∈Pathi

ri,j ≤ B(e) (5c)

m∑

i=1

ωi,jVi ≤ Cj, j ∈ 1, 2, . . . , n (5d)

ri,j ≥ 0 (5e)

ωi,j = 1, when ri,j > 0. (5f)

Objective function (5a) denotes the minimum delay on the
whole, and the first item stands for the time generated dur-
ing transmission of all kinds of traffic. On CIoV, cognitive
engine provides global optimization, thus to realize minimum
travel time for all kinds of traffic. In the meanwhile, according
to (3), we can get when the weight item θi is added, minimum
restrictions can make lower delay for traffic with large weight
in security requirements. The second item is regular term
added additionally, aiming to minimize quantity of paths with
requirements of deployment, i.e., quantity of value 0 of φ(ri,j)

should be as many as possible. In consideration of hardware
restrictions in switches, as for each kind of traffic, the quantity
of forwarding strategies that should be deployed in switches
should be reduced as far as possible, i.e., the forwarding paths
for each kind of traffic should be as few as possible in general.
The decrease in paths would necessarily reduce time delay for
that kind of traffic, which is in line with minimum time delay
of objective function. In condition (5b), the rate consumed by
all forwarding paths for each kind of traffic Ti cannot exceed
preset restriction Ri. It whould guarantee all resources can be
rationally allocated as per preset conditions, and avoid the sit-
uation where some truly urgent and important kind of traffic
cannot be forwarded in time because some kind of unimportant
traffic consumes too many resources. Condition (5c) guaran-
tees that the bandwidth of path through side of graph model
cannot exceed the maximum bandwidth of that side, thus to
avoid network congestion, and to avoid waiting time needed by
traffic transmission. Condition (5d) guarantees that the amount
of tasks allocated to switch for processing cannot exceed its
capacity, thus to avoid queuing time at switches, and to avoid
overload operation of switches. Condition (5f) guarantees that
traffic forwarded meets safe forwarding rules.

E. Problem Conversion

As for optimization problem given in the previous section,
the following lemma can be obtained.

Lemma 1: This optimization problem is a nonconvex opti-
mization problem.

Proof: Bring expression (3) for tPathi in objective function
f (ri,j) of optimization problem, we can get

f
(
ri,j

) =
m∑

i=1

li∑

j=1

θiDi,jφ
(
ri,j

) + η
∑

i,j

φ
(
ri,j

)
. (6)

Next, prove function φ(x) is a nonconvex function, with
proof by contradiction. If φ(x) is a convex function, two
conditions should be verified as per definition of convex
function.

1) Condition 1: Verify domain of definition � is convex
set or not.

2) Condition 2: Verify for arbitrary 0 ≤ ξ ≤ 1, and x, y ∈
�, satisfy

φ(ξx + (1 − ξ)y) ≤ ξφ(x) + (1 − ξ)φ(y). (7)

Both of the two conditions are indispensable. Next, verification
will be conducted one by one. First, the domain of definition
� for φ(x) is x ≥ 0, and it is quite clear that � is convex set.
Assume φ(x) is convex function, then inequation (7) would
apply for any 0 ≤ ξ ≤ 1 and any x ≥ 0, y ≥ 0. Assign
special value x̄ > 0, ȳ = 0, 0 < ξ̄ < 1, then x̄, ȳ ∈ � and
ξ̄ ∈ (0, 1) ⊆ [0, 1] apply, which meets precondition. Bring it
in left side of inequation (7). As ξ̄ x̄ > 0, we can get

φ
(
ξ̄ x̄ + (

1 − ξ̄
)
ȳ
) = φ̄

(
ξ̄ x̄

) = 1. (8)

Bring it to the right of (7), we can get

ξ̄φ(x̄) + (
1 − ξ̄

)
φ(ȳ) = ξ̄ . (9)



QIAN et al.: SECURE ENFORCEMENT IN CIoV 1247

Because special ξ̄ < 1 that meets precondition is assigned,
so the inequation does not apply, which is contradictory to
assumption where function φ(x) is convex function. Then, we
can get hypothesis is not established. Thus φ(x) is proved to
be nonconvex function.

It can be seen from formula (6) that function f (ri,j) is
linear combination of φ(ri,j). Because φ(x) is nonconvex func-
tion, f (ri,j) is also nonconvex function. Then this optimization
problem is a nonconvex optimization problem.

In order to better solve above mentioned nonconvex opti-
mization problem, we will convert it into convex optimization
problem [30]. According to the definition of function φ(x), we
can get that φ(ri,j) ∈ {0, 1}, then this optimization problem
can be viewed as 0-1 integer programming. Above men-
tioned optimization problem then can be converted into convex
optimization problem with Log-det heuristic algorithm.

In consideration of numerical iterative process that changes
with iterative times k, adopt rk

i,j to denote result of k-th iter-
ation. Then a restrictive condition for termination of iteration
can be given. For example, randomly give a small constant
ζ > 0, and when

|rk+1
i,j − rk

i,j| ≤ ζ (10)

applies, iteration is terminated, and rk+1
i,j is outputed, and rk+1

i,j
will be made as the final approximate value. When iterative
time changes from k into k+1, ri,j changes from rk

i,j into rk+1
i,j .

Based on theoretical thought of Log-det heuristic, substitute
φ(rk+1

i,j ) for φ(ri,j), and the expression is as

φ̃(rk+1
i,j ) = rk+1

i,j

rk
i,j + τ

. (11)

Then, set up initial value, i.e., value of ri,j at first time of
iteration (k = 0). Note it as r0

i,j, and use it for numerical
iterative process.

As φ̃(x) is convex function, it is clear that the restricted
condition for that optimization problem is convex function.
Therefore, the nonconvex optimization problem is converted
into a convex optimization problem. Next, the rationality in
substituting φ̃(x) for φ(x) will be analyzed. When τ is small
enough, |rk+1

i,j − rk
i,j| ≤ ζ can be established through iteration

φ̃(rk+1
i,j ) = rk+1

i,j

rk
i,j + τ

≈
{

1, If rk+1
i,j > 0

0, If rk+1
i,j = 0.

(12)

It shows φ̃(x) ≈ φ(x), and it also shows rationality in such
substituting. Therefore, original 0-1 nonconvex optimization
problem is converted into the following iteration process, and
each iteration is a convex optimization problem, i.e.,

minimize
rk+1

i,j

m∑

i=1

li∑

j=1

θiDi,j
rk+1

i,j

rk
i,j + τ

+ η
∑

i,j

rk+1
i,j

rk
i,j + τ

(13a)

subject to
li∑

j=1

rk+1
i,j ≤ Ri, i ∈ 1, 2, . . . , m (13b)

∑

(i,j):e∈Pathi

rk+1
i,j ≤ B(e) (13c)

TABLE II
NOTATION

Fig. 2. Illustration of comparison cognitive vehicle network with traditional
vehicle network.

m∑

i=1

ωi,jVi ≤ Cj, j ∈ 1, 2, . . . , n (13d)

rk+1
i,j ≥ 0, k ≥ 0 (13e)

When rk+1
i,j > 0, ωi,j = 1. (13f)

IV. SIMULATION EXPERIMENT

In this section, we utilize simulation experiment to evalu-
ate cognitive vehicle network. In this experiment, we assume
that there are 6 switches and 80 traffic with different security
sensitivities in the network. For every traffic, we set up its
security sensitivity θ , which is derived from the exponential
distribution with mean value is 55. The required bandwidth R
is from the uniform distribution with mean value is 5. Table II
shows the values of parameters used in this experiment.

In this paper, we compare the time delay between the
traditional vehicle network and cognitive vehicle network.
Considering cognitive vehicle network, there is a cognitive
engine, then the security sensitivity of traffic can be obtained
by cognitive engine. As for traditional vehicle network, it
has no way to perceive its security sensitivity coefficient θ .
Therefore, for the traditional vehicle network, we set up the
traffic forward always through the shortest path. For the evalu-
ation of delay, we use the metrics are the average packet delay
and the cumulative distribution function (CDF).

As shown in Fig. 2, when security sensitivity of traffic
θ < 50, traditional vehicle network is better than our cognitive
vehicle network. This is because our algorithm first guaran-
tees the delay of sensitive traffic, which may lead to delay
the unsensitive traffic. When θ >= 50, we can see from this
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figure, the cognitive vehicle network is better than traditional
vehicle network. This is because the cognitive vehicle network
can ensure the delay of sensitive traffic, and with the increase
of θ , cognitive vehicle network can guarantee more secure
than traditional vehicle network.

As shown in Fig. 3(a), we give experiment results, when
maximum 40 security sensitivity ωi are selected. From the fig-
ure we can conclude that, in this situation, the performance of
cognitive vehicle network is better than traditional vehicle net-
work. This is because, cognitive engine can analysis security
sensitivity of traffic, and forward the optimal routing, thus to
reduce the delay and improve security. In Fig. 3(b), we have
shown the results, when minimum 40 ωi are chosen. From
this figure, we can draw a conclusion that when end-to-end
delay is less than 2 and greater than 35, the performance of
cognitive vehicle network is not very different from traditional
vehicle network. This is because, when the security sensitivity
is low, for cognitive vehicle network, there will be some traffic
with low sensitivity will be transmitted late, which will lead to
delay. As for Fig. 3(c), we give 80 traffic delays. From this fig-
ure, we can get that the cognitive vehicle network we proposed
in this article is better than traditional vehicle network.

V. OPEN ISSUES

There are the following open issues in addition to security
strategy deployment on CIoV.

A. Vulnerability Scanning for IoV

As there are numerous devices carried on IoV, there is a
wide range of corresponding vulnerabilities, and there is great
platform difference. For this purpose, a kind of vulnerability
scanning method should be designed, thus to realize cross-
platform vulnerability scanning that does not rely on device.
IoV requires that vulnerability can be rapidly repaired after
detection of a vulnerability, which often requires investment
of large amount of human and material resources. How to
guarantee patching development efficiency with less resources
consumption is a key problem to be solved. In the mean-
time, the vulnerability repair in environment of IoV is different
from situation for traditional devices. A slight negligence may
cause car crash. Therefore, how to repair vulnerabilities with-
out influencing driving security is one of key problems to be
solved.

B. Safe Communication on Interior Network of IoV

CAN bus sends messages in the form of broadcast, and
once a message is sent to CAN bus, other nodes on CAN
bus can receive that message, so ECU that receives this mes-
sage could not confirm which node this message is from. In
addition, in order to save cost and to enhance communica-
tion efficiency, few manufacturers conducted encryption for
CAN communication data, and this design defect could natu-
rally cause message forgery and spoofing attack. Therefore,
designing communication security strategy for interior net-
work with compatible format (including secret key manage-
ment, lightweight bus encryption algorithm and authentication
scheme) is another key problem to be solved.

(a)

(b)

(c)

Fig. 3. End-to-end delay of cognitive vehicle network and traditional vehicle
network. (a) Traffic with bigger ωi. (b) Traffic with smaller ωi. (c) All 40
traffic.

C. Security on External Network of IoV

If the speed of a vehicle exceeds 100 km/h, then the possi-
bility that the link on IoV can maintain for 15 s is less than
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57%. Therefore, during access of vehicle into external net-
work, the computing time required by generation of message
authentication code should be lowered, and interaction times
for completion of authentication should be reduced. It is clear
that only low-cost noninteractive authentication scheme can
guarantee this condition. For this purpose, this project should
solve difficult problems in design of low-cost noninteractive
authentication scheme. In the meantime, on IoV, vehicle node
may access or quit network at any time, which shows quite
strong self-organization. Therefore, low-cost secret key updat-
ing mechanism is required to guarantee timeliness for legal
identity of vehicles and time limit of conversation.

D. Integrity Protection and Security Upgrade
for ECU Firmware

If the integrity protection and security upgrading scheme is
to be established for ECU firmware, the critical point lies in
how to guarantee integrity of ECU firmware thus to realize
rapid and secure booting of ECU. In the meantime, a kind
of authentication scheme that is able to verify upgrade pack-
age of ECU firmware should be put forth, thus to realize
remote secure upgrade of firmware, and to refuse malicious
upgrade operation. There are many kinds of ECU firmware
from numerous manufacturers, and the security performance
in each manufacturer is different, which brings great difficulty
in integrity protection of ECU firmware. How to overcome
this difficulty is the key problem to be solved in this project.

VI. CONCLUSION

In this paper, path selection scheme for forwarding rules of
delay-sensitive traffic is given in allusion to security deploy-
ment problem on CIoV. 0-1 programming problem is given to
describe this path selection strategy, and the solution is given
through converting the problem into convex optimization prob-
lem. It is proved in experiment that by introducing cognitive
engine, the performance of CIoV is better than that of IoV
in aspect of average packet transmission delay and end-to-end
transmission delay.
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