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Abstract—Security and privacy of smart grid communication
data is crucial given the nature of the continuous bidirectional in-
formation exchange between the consumer and the utilities. Data
security has conventionally been ensured using cryptographic
techniques implemented at the upper layers of the network stack.
However, it has been shown that security can be further enhanced
using physical layer (PHY) methods. To aid and/or complement
such PHY and upper layer techniques, in this paper, we propose a
PHY design that can detect and locate not only an active intruder
but also a passive eavesdropper in the network. Our method can
either be used as a stand-alone solution or together with existing
techniques to achieve improved smart grid data security. Our
machine learning based solution intelligently and automatically
detects and locates a possible intruder in the network by re-
using power line transmission modems installed in the grid for
communication purposes. Simulation results show that our cost-
efficient design provides near ideal intruder detection rates and
also estimates its location with a high degree of accuracy.

I. INTRODUCTION

Communication technologies have played a crucial role in
realizing the concept of smart grid by providing means for
bidirectional data exchange to protect, monitor, and control
activities across the grid [1], [2]. Communications enable
several features of the smart grid including automated me-
ter reading (AMR), advanced metering infrastructure (AMI),
demand response, situational awareness, and distribution grid
management, among others [1]–[3]. Due to the nature of the
data transmitted as a part of these operations, security and
privacy in the smart grid is critical [4]–[6].

Security of the smart grid communication data must be en-
sured against broadly two kinds of attacks, namely, passive and
active. Passive attacks involve an adversarial entity snooping
the data and affecting the confidentiality of the transmitted
message, whereas active attacks attempt at tampering the data
to violate its integrity or hamper its availability [4]. Various
techniques have been proposed in past to defend against both
these types of attacks using methods primarily designed to
be implemented at higher layers of the network stack [4]–
[7]. Cryptographic encryption techniques are used to ensure
data confidentiality and privacy so that an eavesdropper is
unable to decode the communication message [8], [9], while
intrusion detection systems (IDSs), cryptographic hashing, and
digital watermarking are applied to verify data integrity and
availability [9]–[11].

To complement the above security techniques and introduce
a first line of defense against potential attacks, several physical
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layer (PHY) security solutions have also been proposed [12].
For example, intentional jamming by legitimate communi-
cation devices in the direction of a detected eavesdropper
assists in ensuring data confidentiality [13]–[15]. Similarly,
PHY signature-based intrusion detection solutions have been
designed to detect active attacks impacting data integrity [16],
[17]. While PHY intrusion detection solutions rely on an active
intruder (INT) for successful fingerprinting, intentional PHY
jamming ensures security even against passive eavesdroppers.
However, the performance of PHY jamming techniques typ-
ically rely on the knowledge of the transmitter-eavesdropper
channel. Therefore, they are more suitable to guarantee privacy
from legitimate network nodes as opposed to providing data
confidentiality against a malicious INT.

With this backdrop, we propose a PHY intrusion detection
and location (IDL) solution for the smart grid in this paper
that is capable of detecting the presence of and locating
a malicious communication node. To this end, we consider
the smart grid distribution network where communication is
often enabled over the power lines [18, Ch. 9]. Wired com-
munication systems are typically considered to be inherently
secure from malicious INTs. However, the power line is a
shared medium that is widely accessible and vulnerable to
potential intrusions despite power line communication (PLC)
restricting the mobility of the INT tapping in. Although some
measures exist to detect nodes that tap into the power lines
to steal energy by observing the energy consumption data
from smart meters or by installing dedicated radio-frequency
identification (RFID) tags and/or wireless sensors [19]–[21], a
PHY method to detect or locate passive INTs that only snoop
communication signals traveling through the power lines is not
found in the literature. Nevertheless, we show in this paper that
our proposed solution is also applicable to detect and locate
potential energy theft.

A. Contributions and Highlights

While an active illegitimate participant is relatively easier
to detect by listening for signatures, detecting and locating
a passive eavesdropper is more challenging. In this paper,
we propose a method that can successfully detect and locate
both these types of intruders in typical smart grid network
settings. We exploit the PLC channel state information (CSI)
inherently estimated by PLC modems, to detect and locate an
INT. PLC CSI is dependent on the physical characteristics of
the power line, the network topology, and the loads connected
to the line. A change in the nature of any of these parameters
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results in a change in the estimated CSI. When a malicious
INT is plugged in to the line at any part of the network, all
PLC modems that are in some proximity of the INT notice a
change in the estimated channel frequency responses (CFRs)
in their communication links. However, not all changes in
the CSI are caused by an INT. On the contrary, channel
changes are commonly caused due to changing load conditions
in the distribution network. Therefore, we face the task of
distinguishing CSI changes caused due to an INT and other
legitimate network activities. To this end, we apply machine
learning (ML) algorithms that can intelligently and automat-
ically determine the presence of an INT by continuously
monitoring the CSI, which is inherently estimated within the
PLC modems for communication purposes.

In addition to detecting the presence of an INT, we design a
solution to also precisely locate the INT as a relative distance
from one of the PLC modems. For this purpose, we exploit the
time domain version of the estimated CFR, i.e., the channel
impulse response (CIR). Portions of the PLC signals traveling
through the network reflect at locations where they experience
a change in impedance. Therefore, reflections commonly occur
at splices, junctions, and branch terminations [18, Ch. 2].
When an INT taps into the network, PLC signals also reflect
at those locations, unless the device impedance of the INT
is perfectly matched to the power line impedance across
the entire operating bandwidth. With the use of medium-
and broad-band PLC (BB-PLC), the communication signals
span a bandwidth of up to 85 MHz [22]. Designing perfect
impedance matching circuits across the entire frequency band
is not a practical solution [23]. Therefore, a portion of the
BB-PLC signal reflects at the location of the INT, which
we observe as signal peaks in the estimated CIR. We thus
design an ML-based solution, similar to our intrusion detection
method, to monitor the CIR to also estimate the location
of the INT. The foundational principle of using a change
in the estimated PLC CSI to identify abnormal behaviors
in the smart grid network has already been previously used
to assess cable damages and faults for preventing in-service
power outages [24], [25]. However, this paper contrasts itself
from these prior works in terms of the anomaly (INT v/s cable
defects) modeling, investigation methodology, ML operation,
and feature engineering involved.

Outline: The rest of the paper is organized as follows. In
Section II, we present our proposed ML-based solution by
also including the methodology of modeling the INT and
deriving its impact on the PLC channel. We evaluate our
solution in Section III, where we present simulation results
for a generic smart-grid distribution network under varying
load conditions. We present a brief discussion of our solution
in Section IV, where we reflect on some of the notable
characteristics of our proposed technique. Finally, we draw
conclusions in Section V.

II. PHY IDL

In this section, we present our PHY IDL solution by intro-
ducing the procedure for INT modeling, deriving its impact
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Fig. 1. A triple-core XLPE cable with an INT tapped into it to decouple
PLC data from any or all of the conductor pairs, and presenting a device
input impedance of ZINT.

on the PLC channel, and applying ML algorithms that can
effectively identify and locate the INT.

A. Intrusion Modeling

We introduced in Section I that the entry of an INT changes
the PLC CSI. However, to distinguish the channel changes
caused by an INT and from all other factors, the malicious
node and its impact need to be modeled accurately. In this
work, we consider a triple conductor cross linked polyethylene
(XLPE) insulated cable, such as [26] and also shown in
Fig. 1, which is applicable for both low- and medium-voltage
networks. We let the INT tap into the cable at any point in
the network. Although we consider single-input single-output
(SISO) PLC, we expect the INT to be capable of multiple-
input multiple-output (MIMO) operation, such that it is able
to decouple PLC signals from any/all pairs of conductors.
We characterize such an INT with its input impedance, ZINT,
which is a 2×2 matrix for a 2×2 MIMO operation. We denote
ZINT to be the composite input impedance that also captures
the effect of the coupler used by the INT. Fig. 1 shows a typical
capacitive coupling method used at the INT node. However, it
may also choose to decouple the differential mode signals from
the cable using an inductive coupler. Typically, we expect the
INT to be another PLC modem, and we therefore have a-priori
knowledge of ZINT, since most PLC modems use a widely
accepted fixed input impedance value [27]. However, the INT
may choose to obfuscate its ZINT to render its detection harder
simply by applying a series/parallel impedance preceding its
coupling circuity. Thus, we consider ZINT to be an unknown
parameter in our work.

B. PLC Channel Modeling

To independently model and capture individual effects at
different parts of the PLC network, we use the bottom-up
approach of modeling the PLC channel [28]. We compute the
transfer function of each of the `th unit of the network, H`(f),
where H`(f) is the 2 × 2 matrix at every frequency f . The
final transfer function between any two points with L total
units in between them can then be computed as

H(f) =
L∏

`=1

H`(f). (1)
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The computation of every H`(f) requires the knowledge
of the sub-network topology of the `th network unit, the
loads connected at any branch terminations, and the cable
parameters characterized by its per-unit-length (PUL) param-
eters. We compute the PUL parameters of the cable with the
homogeneous insulation approximation to obtain the closed
form expressions for the PUL resistance (R), capacitance (C),
inductance (L), and conductance (G) values [29, Chs. 3, 5].
Further, we consider a known static network topology, which
is characteristic of smart grid distribution networks, and use
variable loads at different positions of the network, whose
variations are randomized. The loads here include electrical
loads, PLC modems, sensors, transformers, and any other valid
components connected to the network. Thus, when an INT taps
into the network at any `th unit, it changes the topology and
introduces an additional load to consequently change H`(f).
To detect the resultant change in H(f) and distinguish it from
other changes introduced by valid network activities, e.g., load
variations, we use an ML-based detection approach.

C. ML for PHY IDL

For our PHY IDL solution we employ SISO PLC and
use one of the pairs of the power line conductors for data
transmission. Consequently, we use the end-to-end SISO CFR,
H(f), which is one of the elements of H(f) computed as
in (1). Along with this, modems that are enabled with the
in-band full-duplex functionality also regularly estimate the
single-ended reflection channel, HSE, as a part of its self-
interference cancellation procedure [30], [31]. Since HSE is
a single-ended transfer function and can be estimated without
requiring any pilot signal from a far-end transmitter, it can be
computed by the PLC modem even when it has no data to
transmit. It can be estimated by transmitting a known random
signal of relatively low power for channel estimation that
essentially manifests as noise for any other communication
signal traveling through the network. This is particularly
advantageous when considering PLC modems located at smart
meters that update data infrequently, e.g., up to once in 60
minutes [32].

We divide our IDL tasks into three categories of INT
detection, branch location, and position determination. We
formulate the INT detection and branch location tasks as su-
pervised ML classification, and the INT position determination
as a supervised regression task. We conceive that each of
our machines for the three tasks can be trained offline using
synthetic PLC channel data, and can then all be loaded on
to the PLC modems in the network. Therefore, we are not
limited by the number of H and HSE samples required for the
training process.

For classification and regression, we consider the support
vector machine (SVM) and boosting ML algorithms due to
their known performance excellence in other use-cases [33].
SVM is a classical ML technique that creates support vectors
of hyperplanes for a given training data set for classification.
Due to the sparsity it provides, and because of the large margin
principle, SVM is able to provide accurate predictions for new
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Fig. 2. The considered Y-network topology for the SNI, where we randomly
place an INT at any of the bi,S or bi,X branches (i = 1, 2, 3). (JX: Junction)

data samples [33, Ch. 14]. On the other hand, boosting is
a meta-ML algorithm that consolidates several weak learners
into a strong learner [33, Ch. 16]. At each iteration, a new
machine is trained by allocating higher weights to each data
sample that suffers from inaccuracy in the previous iterations.
The new machine is trained quickly with updated weights
using weak learners and is added to the models trained
in the previous iterations to form the new ensemble. The
ensemble constructed through iterations is able to provide
accurate results for classification (adaptive boosting) as well
as regression (least-squares boosting).

Training the machines with either of the two ML algorithms
requires extracting features from the raw data of H and HSE.
Since the introduction of the INT gives rise to additional
peaks in the CIR waveform, we use the peak amplitudes and
locations in the CIRs of H and HSE, along with the mth
order moments (m = {1, 2, 3, 4}) of ∠H and ∠HSE for both
detecting and locating the INT. Depending on the reflections
from the INT, the signal transmission undergoes a different
overall attenuation. Therefore, we also use the mth order
moments (m = {1, 2, 3, 4}) of |H| and |HSE| for detecting
the INT.

III. EVALUATION

We evaluate our solution in this section, by presenting
simulation results that show the performance of our method
in terms of detection and false alarm rates in identifying
the presence of an INT, and also the prediction accuracy in
locating it.

A. Simulation Settings

Most low- and medium-voltage network topologies can
be decomposed into multiple radial and/or Y-sub-networks.
Given typical PLC ranges [34], we consider an elementary
building-block sub-network such as the one shown in Fig. 2.
It consists of three PLC modems, pi, i = 1, 2, 3, located at
the branch end points of the Y-network, which we refer to as
the sub-network of interest (SNI). Without loss of generality,
we consider branch lengths of each bi,S to be 500 m, and
branch extensions beyond every pi as bi,X of length 500 m.
The latter are connected to equivalent extension impedances,
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Zi,X , which emulate realistic network extensions beyond
the extended branches. These extension branches introduce
topological ambiguity in locating an INT. For example, an INT
on b1,S and b1,X both introduce similar signal peaks in the CIR
of HSE seen by p1. The use of the end-to-end transfer function,
H , together with HSE assists us in countering this challenge.
Additionally, we also employ a cooperative IDL procedure,
where we collect the detection results from all pi, i = 1, 2, 3,
in the SNI shown in Fig. 2, to arrive at a final decision on the
presence of INT in the SNI. The same procedure is applicable
in every SNI of the overall network.

We place the INT randomly on any of the six branches,
and use pi, i = 1, 2, 3, to detect the presence of the INT. As
specified in Section II-A, the INT may choose to obfuscate
its inherent device impedance using an external series/parallel
impedance. Therefore, for both training and testing phases of
our method, we model the INT with a randomized impedance
in U(10, 1000) Ω, where U(a, b) represents a uniformly dis-
tributed random variable between a and b. We generate the
training and testing samples using the open-source channel
generator of [35].

B. Numerical Results

1) INT Detection and Branch Location: We jointly perform
the two classification tasks of detecting an INT and locating
the branch on which it lies. To this end, we cooperatively
determine if an INT is present between two PLC modems.
For example, we use p1 and p2 to both indicate if an INT
is present on either b1,S or b2,S . Using the results from all
three pairs of modems, we can determine not only whether
an INT is present in the SNI, but also the branch on which it
has tapped into. For this task, we use 1000 training samples
for each INT condition, i.e., 1000 H and HSE samples with
no INT, and 1000 each with INT on bi,S or bi,X for i =
1, 2, 3. For every sample, we randomize the load conditions
Zi,X ∼ (U(0, 50) + jU(−50, 50)) Ω to emulate realistic
network extensions [36, Table 1.1]. For training samples with
an INT presence, we place the INT at a random location on the
branch. We train the machine with an ample amount of training
samples and an appropriate number of iterations such that the
performance of the machine is saturated, while also ensuring
that we do not cause over-fitting. Recall that since we train
the machine using synthetic data even in real deployments, we
are not constrained by the number of training samples to use.

We then test our trained machine using 1400 test samples,
which contain all possible INT presence configurations, i.e.,
INT on bi,S or bi,X for i = 1, 2, 3, and also without any INT.
We tested our results for four different INT characteristics,
each with 1400 test samples, for device impedances of 10 Ω,
100 Ω, 500 Ω, and 1000 Ω, which capture a wide range
of possible impedances that an INT modem might present
to the line. The results of our evaluation are presented in
Fig. 3. Our results show that using SVM yields unsatisfactory
performance while boosting techniques provide near perfect
detection rates as well as negligible false alarms across var-
ious INT impedance values. This is because SVM enforces
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Fig. 3. Detection and false alarm rates for detecting an INT using (a) SVM
with radial basis function kernel and (b) adaptive boosting classification.
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Fig. 4. The INT location performance of our solution, which shows that the
predicted location values nearly match the actual locations on an average.

sparsity on the resultant support vectors that determine the
classification boundary, which limits the expressive capability
of the trained machine and results in under-fitting. In contrast,
through stage-wise iteration, boosting techniques can train an
ensemble with sufficient comprehensiveness for the prediction.
Moreover, from the results of SVM, we can see that prediction
performance for extreme INT impedance values is even worse.
This also shows that the SVM is trained to deal with a range
of typical values and lacks the capability of generalization.
Therefore, for the classification task, the boosting techniques
are preferred over SVM models.

2) INT Location: Once we establish the branch on which
the INT lies on, we use the modem closest to the INT to
further estimate its precise location. For this regression task,
we use 4000 training samples that contain INT tapped into
the branch at a random location between 50 and 450 m
away from the nearest modem on the 500 m long branch.
The number of training samples are again chosen to ensure
saturated performance of the machine, which was trained using
the least-squares boosting algorithm [33, Ch. 16]. Next, we
test our solution with 1000 other samples with randomized
locations of the INT and random load conditions. We set our
testing samples to 1000 since this was sufficient to provide
us with a clear performance trend, as shown in Fig. 4. We
observe that the fit line of our predictions nearly matches the
actual INT locations, indicating a high degree of accuracy.

IV. DISCUSSION

In this section, we present a brief discussion of our solution
by reflecting on some of the notable characteristics of our
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proposed design, its implementation aspects, comparison with
related arts, potential drawbacks, and possible extensions.

A. Comparison with Related Works

1) ML-based IDS: ML-based IDSs have been proposed in
the past to detect the presence of an INT or identify suspicious
network activities, e.g., [37]. However, methods like these
rely on acquiring energy consumption data for analysis. In
contrast, our proposed solution requires only the communica-
tion CSI for IDL, and therefore ensures privacy of transmitted
data. Nevertheless, our solution does not necessarily intend
to replace the state-of-the-art IDSs, but can instead function
as a complementary technique to the existing methods as it
introduces little additional cost.

2) IDS with Alternative Data Collectors: IDSs have also
been proposed using different data acquisition devices, such
as dedicated sensors or micro-phasor measurement units [11],
[38]. On the other hand, our method proposes the re-use of
existing grid components, i.e., PLC modems installed for com-
munication purposes, for added functionalities of IDL. Note
that our solution is also applicable in distribution networks that
do not use PLC as the sole communications technology but
instead as a hybrid solution in conjunction with other wired
and wireless communication alternatives, e.g., [39]. For grids
that do not currently employ PLC, our solution, together with
other methods such as [40], [41] that re-use PLC modems
for grid health diagnostics, provide a compelling incentive for
the use of PLC as a multidimensional smart grid enabling
technology.

3) PHY Intrusion Detection of Passive Entities: A different
class of PHY IDSs have also been developed in the past,
which primarily aim at detecting passive entities, typically
humans, as INTs by exploiting fluctuations caused in PHY
parameters due to human motion or other human activities,
e.g., breathing [42], [43]. While our solution also aims at
detecting a passive entity, we are also able to locate its position
without relying on any INT activity. When the INT physically
moves or changes its state of operation, our solution is still able
to detect such changes and identify its presence, as evidenced
in Fig. 3, which shows successful detection of the INT across
a range of impedance behaviors.

B. Salient Features

1) Privacy: Unlike many higher layer INT detection tech-
niques [4], our solution does not involve decoding the trans-
mitted signals. Since our solution operates entirely at the PHY,
the application level data is protected during our evaluation,
ensuring complete privacy of the data being used for IDL.

2) Automated Solution: Our ML-based IDL solution pro-
vides an entirely automated procedure that does not require
any manual intervention either for collecting or interpreting
the data. Thereby, we substantially reduce human errors and
the involved cost when compared to many alternative INT
detection methods [4].

C. Alternative Adaptations of our IDL Solution

Our analysis thus far has focused on detecting and locating
an active or passive INT that may affect the confidentiality,
integrity, and availability of the communication data being
transmitted over the power lines. However, our solution can be
used in its native form to also detect potential energy thefts.
A device tapping into the line to steal energy also presents a
similar change in PLC CSI as we have considered. The device
impedance presented in this case is typically expected to be in
the order of a few Ohms. Our results in Fig. 3 has shown that
our solution is also able to detect an INT whose impedance is
as low as 10 Ohms, indicating that our detection technique is
also applicable to identify potential energy theft as well.

D. Applications of IDL

The results of IDL can be used in conjunction with con-
ventional INT detection solutions that are implemented at
the upper layers of the network stack for continued legacy
use with the combined results. Additionally, INT location
provides useful inputs to other PHY security techniques, like
intentional jamming, e.g., [15], which require knowledge of
the transmitter-eavesdropper channel to optimize the jamming
beamforming to degrade the decoding ability at the INT. With
a known network topology, cable characteristics, and INT
impedance, locating the INT provides complete CSI between
the malicious node and any PLC modem in the network.

E. Implementation Architecture

An instinctive implementation of our solution involves re-
motely loading our trained machines on to the PLC modems
throughout the network. They can be updated at any time
in the future and as often as required simply by reloading
an upgraded version of the machine, possibly trained with
new data or an improved ML algorithm. This then enables
all PLC modems to use their inherently estimated H and HSE
to extract features from them and automatically detect and
locate a potential INT in a distributed manner. Alternatively,
the individual H and HSE data from all PLC modems can
be collected at a central location, say, a sub-station, where
the data can then be processed in a centralized manner. Both
these methods have their own benefits and drawbacks. While
the distributed IDL method introduces additional storage and
computational requirements within the modem, the centralized
IDL solution presents additional signaling overheads. We note
that irrespective of the chosen implementation architecture, the
performance of our solution remains the same.

F. Performance in the Real World

Our simulation results in Fig. 3 and Fig. 4 are based on
our machines being trained and tested using synthetic PLC
data. However, for practical applications, we propose that our
machines be trained offline using computer generated data but
deployed in the real-world for IDL. Therefore, the performance
of our method relies on the accuracy of the PLC channel model
used for offline training. Practical performance evaluation thus
forms the natural extension of our work.
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V. CONCLUSION

We have presented a machine learning based intelligent and
automated intrusion detection and location solution using PLC
modems installed in the grid for communication purposes.
Our low-cost solution monitors the channel state information
inherently estimated by the PLC modems for behavior devi-
ations caused by an intruder. Our design can be used as a
stand-alone solution or in conjunction with existing IDSs to
obtain enhanced security and privacy of the smart grid data.
Our method can also be adapted to identify potential energy
theft without requiring any additional data acquisition devices
or the decoding of energy consumption data.
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