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Low Probability of Detection for Underwater
Acoustic Communication: A Review

Roee Diamant and Lutz Lampe

Abstract—Low probability of detection (LPD) is an extremely
important characteristic of an underwater acoustic communica-
tion (UWAC) system when used for military-related applications,
since the detection of a communication signal in the channel may
reveal the presence of the transmitter or receiver. Furthermore,
the recent advances in the understanding of the environmental
effects of sound transmission in the ocean has led to a growing
interest in LPD for UWAC also for civilian use. This is because
systems that are designed for reliable communication at low
signal power have a reduced environmental impact. In this
paper, we identify the main challenges for the design of UWAC
LPD systems. We describe and classify common approaches for
transmission, reception, and interception of LPD signals, and we
discuss their advantages and weaknesses. We also present several
methods to determine the LPD capability of a system and suggest
to adopt the range ratio test as a performance measure that
captures the effects of signal propagation through the UWAC
channel and the capabilities of the communication receiver and
a signal interceptor. In light of the environmental benefits of
LPD transmission and ongoing discussions about limiting the
power spectral density of UWAC signals through regulations, we
believe that LPD transmission is an area of growing importance
for UWAC research and development. We hope that this paper
serves as a motivation and a starting point for further research
in this field.

Index Terms—Underwater acoustic communication, Low prob-
ability of detection, Sound detection, Covert communication,
Interception, Secure underwater acoustic communication

I. INTRODUCTION

In this paper, we survey the current approaches for low
probability of detection (LPD) systems for underwater acoustic
communication (UWAC). LPD is required in many appli-
cations of data communications over electromagnetic (EM)
and acoustic channels. While there are many similarities for
LPD over different channels, the harsh underwater acoustic
environment presents some extreme challenges for LPD com-
munications. We attempt to highlight these challenges as well
as the means that have been applied to overcome them.

A. Applications for LPD UWAC
UWAC is an enabling technology for various applications,

such as retrieving sensor data for ecosystem monitoring,
exploring natural resources from the ocean, or providing
navigation aid and command and control capabilities [1].
Also military surveillance systems use UWAC, for example

R. Diamant (email: roeed@univ.haifa.ac.il) is with the Department of
Marine Technology, University of Haifa, 199 Aba Khoushy Ave., Haifa,
Israel, Lutz Lampe (email: lampe@ece.ubc.ca) is with the Department of
Elec. and Comp. Engineering, University of British Columbia, 2332 Main
Mall, Vancouver, BC, Canada;

This research was sponsored in part by the NATO Science for Peace and
Security Programme under grant G5293.

when mobile devices such as autonomous underwater vehicles
(AUVs), drifters such as gliders and underwater buoys, and
human divers require either peer-to-peer or network commu-
nication capability for threat detection and long range survey.
While covert transmission is also required for active sonar
activities for estimating the range to an object without being
detected [2], the majority of applications for low probability
of detection (LPD) involves underwater acoustic communica-
tions. For military applications, LPD is of interest when the
transmitter (e.g., a submarine) wishes to remain undetected,
or when the mere knowledge of communication may point to
the existence of a receiver (e.g., a diver). As such, in LPD
communication only the detection capability of an interceptor
is considered, i.e., an interceptor need not be able to actually
decode the communication signal1 [3]. A summary of the need
for secure underwater acoustic communication is given in [4].

Besides supporting military applications, the notion of LPD
also helps to reduce the environmental impact of acoustic com-
munication. Man-made acoustic activities can greatly affect
marine animals such as marine mammals [5]. As illustrated in
Fig. 1, the sound produced by marine animals is in frequency
bands used also by most underwater acoustic modems [6].
Hence, the activity of UWAC modems can directly impact
the communication means of these animals and thus their
natural behavior. Since LPD communication aims towards
transmission with low power spectral density and eventually
with low power, it reduces the level of interference with
marine-life communication [7]. Moreover, UWAC may cause
health problems to marine animals through exposure to high
power signals. Studies have shown that both the source level
and spectral content of the signals have an effect on the
body [8].

Reducing the sound level though LPD communications
therefore has also an environmental merit. In fact, experimen-
tal results proved that regardless of the duration of exposure to
sound, the accumulated affect is negligible when the pressure
level is low [9]. Similarly, LPD helps to reduce the effect
of acoustic sound on human divers carrying or operating
close to underwater acoustic modems. Studies have shown
that acoustic sound of high power spectral density can cause
irreparable damages to a diver’s hearing and even the backbone
[10]. For this reason, health regulations adapted from airborne
acoustic studies limit the level of per-Hz acoustic sound
transmitted in the immediate surrounding of a diver [11]. The
growing knowledge of the effects of underwater sound has

1LPD is sometimes confused with low probability of intercept (LPI), where
an eavesdropper is interested in actually decoding an intercepted packet.
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Fig. 1: Frequency range of sound produced by marine animals.
Figure courtesy of B. Southall.

also motivated efforts to generally limit sound transmission in
the ocean through regulations, and new standards are expected
in the near future [12], [13]. For example, Ocean Networks
Canada (ONC) aims to set standards to reduce man-made
underwater acoustic noise that affects marine mammals [14].
Since a variety of methods used for LPD UWAC systems, such
as frequency spreading and time reversal, reduce the power
spectral density of the transmitted signals, we expect LPD
communications to play an important role for a broader class
of future UWAC systems.

B. Concept of LPD UWAC

The analysis of fundamental communication-theoretic limits
on the achievable throughput of LPD (or covert) communi-
cation has received much attention in the recent literature
[15], [16]. A “square-root law” for covert communication
over the additive white Gaussian noise and more generally
discrete memoryless channels has been established in [17],
[18], which assumes a shared secret between the legitimate
parties of the communication. If the interceptor’s channel to
the transmitter is noisier than that of the legitimate receiver,
then covert communication according to the square-root law
can be accomplished also without a pre-shared secret [19],
[16], [18]. Extensions have considered scenarios in which the
interceptor does not have perfect knowledge about channel
statistics and uses a mismatch detector [20] or does not know
the transmission time [21]. Furthermore, LPD communication
with the aid of a jammer, i.e., an additional, uncoordinated
transmitter that helps the communication between a dedicated
transmitter-receiver pair remain undetected, has been analyzed
[22].

Practical LPD implementations have long been considered
for terrestrial radio frequency (RF) and radar applications,
e.g. [23], [24], [25]. In [23, Ch. 7], several LPD commu-
nication and interception techniques are presented for RF
communications. The dominant method is spread-spectrum
communication using direct sequence spread spectrum (DSSS)
[26]. Extensions that overcome the low channel utilization of
conventional DSSS include cyclic code-shift keying modu-
lation schemes [27]. The generated waveforms have a large
time-bandwidth product, which leads to a low detection rate

comparable to that for DSSS at an interceptor employing an
energy detector, but with a better channel utilization. Another
spread-spectrum approach for covert communication is based
on frequency hopping [28]. Some recent works consider a
frequency hopping scheme that changes the carrier frequency
in a probabilistic manner aided by spectrum sensing to obtain
signal and noise power levels [29]. Cognitive radar techniques
[30] that adjust range-angle-dependent beampatterns have been
developed to reduce active radar visibility [31]. At the same
time, signal processing methods that achieve improved classi-
fication of stealth radar signals have been devised as counter-
measures [32].

Reliable acoustic communication underwater faces some
unique challenges due to the particular signaling method
and communication medium, cf. e.g. [33], [34]. Accord-
ingly, also LPD for UWAC requires some UWAC-specific
approaches and solutions. First, compared to the propagation
models typically used for EM signals, the analysis of LPD
for UWAC must consider both the spreading loss and the
absorption loss. While absorption loss is also considered in
EM channels such as for free-space optical communications
or through-wall (indoor-outdoor) RF communication, its effect
is prevalent and more significant in underwater acoustics,
and the choice of frequency is greatly dependent on this
parameter (see for example Figure 3 in [35]). Second, the
strong location dependency of the UWAC channel [36], makes
it essential to consider different attenuation models for the
receiver and interceptor in calculating the LPD capability.
Furthermore, without accurate bathymetry information2 it is
difficult to model the UWAC channel reliably and bounds
need to be used to calculate the reception and interception
ranges. Third, LPD transmission and reception methods are
challenged by typically long and fast time-varying channel
impulse responses, which require high complexity and fast-
convergence equalizers. Moreover, with limited knowledge
of the channel, techniques that reuse the channel resources
like optimal frequency hopping schemes are not applicable.
Directional LPD communication approaches are also difficult
to realize due to the small size of underwater platforms relative
to the acoustic wave length, and performance can be poor due
to non-isotropic noise in the channel. Finally, and beyond LPD,
some of the security threats for EM channels as presented in
[37] are different than for UWAC. This includes the channel
jamming, which would require a huge amount of energy from
a jammer in an UWAC scenario, and identity theft and message
forging, which are not really applicable for the small number
of nodes in UWAC networks.

The objective of this paper is to introduce and review the
topic of LPD UWAC for a broad audience and in doing
so to stimulate new research and advances in the field. The
general scenario we consider for LPD is illustrated in Fig. 2.
It consists of a transmitter with an associated legitimate
receiver and an interceptor located in some proximity of the
transmitter. Given several basic transmission parameters (e.g.,
the packet duration and the bandwidth of the communication

2Bathymetry refers to a topographic map of the sea bottom with depth
indication. Bathymetry is mostly obtained in multibeam surveys.
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Fig. 2: Typical scenario for LPD UWAC. Interception is
possible inside the inner circle. Reception is possible inside
the outer circle. The shaded region is suitable for LPD
communication.

signal), the interceptor tries to detect the transmitted signal
with certain requirements on its false alarm and detection
probabilities. Similarly, the receiver is designed to detect and
decode the signal with certain targets for its detection and error
probabilities.

As illustrated in Fig. 2, the receiver can decode the packet
for distances shorter than r

Tx�Rx

from the transmitter, while
the interceptor cannot detect the packet for distances beyond
r
Tx�In

from the transmitter. The distances r
Tx�Rx

and r
Tx�In

are determined according to the target detection probability
and symbol error rate at the receiver and the detection and
false alarm rates at the interceptor, respectively. The objective
of an LPD communication system is to allow reliable commu-
nication in a maximal transmission range while minimizing
the interception range. Depending on the specific scenario,
the interceptor can be assumed to have knowledge of the
frequency band of the transmitted signal and possibly even
time intervals targeted for communication. However, the in-
terceptor is assumed to be uninformed of the actual waveform
parameters of the transmitted signal, and thus cannot perform
for example a matched filter operation in order to detect the
signal. This is alike the shared secret between transmitter
and receiver in information-theoretic studies [16]. Methods for
LPD then focus on the ability of the receiver to decode the
packet in a very low signal-to-noise power ratio (SNPR).

It is common to consider the minimal SNPR or signal-to-
noise ratio (SNR) required by the interceptor (to detect) and
the receiver (to decode) as the dominant factors determining
the LPD capabilities. For example, in [38] it is claimed that
communications should be considered LPD if the nominal
SNPR at the receiver is below �8 dB. The authors in [39]
set the LPD threshold as a ratio between the SNPR for the

transmitter-interceptor link and the SNPR for the transmitter-
receiver one, and suggest that LPD should be considered when
this ratio is below 6 dB. In this work, we take a more general
approach and consider also effects of channel conditions and
interceptor capabilities.

While LPD communication has applications in UWAC,
only a few works have provided performance analyses. In
[40], an analysis is made for the lowest possible transmission
power required to obtain a certain channel capacity and
LPD capability. The work observes that the minimal required
transmission power can be reduced by decreasing the trans-
mission rate and increasing the effective signal bandwidth.
Relations are then given between the bandwidth, capacity,
and required power allocation per frequency bin. In [41],
based on DSSS, an analysis is made for the required source
level for a given maximal interception range. In [42], we
took a different approach exploring the practical bounds for
LPD underwater acoustic communication as a function of the
channel characteristics. The presented bounds allow a user to
design system parameters for a required LPD capability.

The remainder of this paper is organized as follows. In
Section II we identify and discuss the challenges in developing
LPD UWAC systems. In Section III, we present common
techniques for transmitting and intercepting LPD signals and
point out their strengths and weaknesses. In Section IV,
we describe quality measures used to determine the LPD
capability of UWAC systems, and recommend to use a metric
that accounts for the properties of the UWAC channel and
abilities of the communication receiver and the interceptor.
Sample quantitative performance results including from a sea
trial are presented in Section V. Finally, conclusions are drawn
in Section VI.

II. CHALLENGES FOR LPD IN UWAC
The main goal in LPD communication is to hide the

information-bearing signal from an illegitimate receiver, i.e.,
the interceptor. Similar to the case of EM transmission, in
UWAC this is usually done by spreading the signal in fre-
quency [38], [43] or time [44], or by disguising the signal (e.g.,
as underwater sounds of mammals [45]). However, designing
an LPD communication system that makes the transmitted
signals undetectable to a possible interceptor while ensuring
proper reception is not trivial. In this section, we highlight the
design challenges of LPD UWAC systems and discuss ways
to approach them. Table I lists the challenges according to
where they should be tackled. For completeness, the list also
includes challenges experienced at the interceptor.

A. Channel Related Challenges
Motion and Synchronization: When the underwater com-

munication nodes are in motion, the signals transmitted ex-
perience a Doppler shift. Due to water currents, this Doppler
shift is non-negligible even when the nodes are anchored. The
motion of the channel itself, due to e.g., waves, currents, etc.,
induces a Doppler spread that affects equalization. Different
than in RF communication, where Doppler effects are mostly
compensated for by phase locked loops [23], in UWAC the
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TABLE I. Challenges for the design of an LPD system and for the interception of LPD signals.

Transmitter Receiver Interceptor

Attenuation Channel estimation Non-Gaussian ambient noise

Spatial dependencies Non-Gaussian ambient noise Antenna directivity

Noise directivity Channel time variation Complexity

Bandwidth Synchronization Time-frequency ambiguity

Fig. 3: Normalized magnitude of a channel impulse response
measured in a sea trial off the coast of Haifa, Israel, in October
2006. Transmission distance is about 1700 m, water depth is
50 m and carrier frequency is 20 kHz. The delay spread is
about 35 ms and the direct path does not correspond to the
strongest received echo.

change to the symbol duration is non-negligible and needs
to be accounted for. In addition, as demonstrated in Fig. 3,
destructive superposition of multipath with the direct path can
cause time-synchronization problems. That is, the receiver may
falsely regard a multipath arrival as the direct path, and as a
result, would not be time synchronized with the transmitter.
While an interceptor performing energy detection would not
be affected by these challenges, the transmitted packet needs
to include synchronization signals. Since these signals increase
the packet duration and make it more prone for detection, a
common technique is to spread them in time and frequency.
At the same time, they need to be resilient to significant
Doppler shift and multipath distortions in LPD UWAC, which
is accomplished with for example chirp signals [1], [46].

Channel Estimation: Underwater acoustic signals experi-
ence channels with long delay spread and fast time variation,
which is a significant challenge for UWAC LPD [38]. An
example of a time-varying channel impulse response collected
from a sea trial is shown in Fig. 4. To estimate the channel, one

Fig. 4: An example from a sea experiment of a time-varying
underwater acoustic channel. The channel was measured in
shallow water of 30 m depth with a sandy bottom, and a
transmission range of 2500 m. The rows of the image represent
the channel impulse responses at different times.

main approach is to use a training sequence [1]. To increase
LPD capability, in [47] a high complexity channel estimation
scheme is offered. Decoding at low SNPR was demonstrated
in a sea experiment. Since the effect of noise on channel
estimation is significant, much like for the synchronization
signal, the transmitter may choose to transmit this training
sequence at a higher power level than the rest of the commu-
nication symbols. Naturally, transmitting extra symbols with
possibly high power exposes the transmitter for interception.
This is because the interceptor only needs to detect the packet
rather than decoding it, and thus it does not require channel
estimation. For this reason, for LPD, the preferred approach
may be non-coherent communication at the cost of a reduced
transmission rate.

Channel Diversity: Due to the complex structure of the
underwater channel the transmitter-receiver and transmitter-
interceptor links may experience different attenuation-range
relations. Since this relation is hard to estimate and since
the location of the interceptor is unknown, it is difficult to
guarantee an LPD performance. The use of lower and upper
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bounds on channel attenuation is a possible avenue to predict
the LPD capability. This is complicated in comparison to
typical EM LPD scenarios due to the lack of enough statistical
channel analysis for UWAC, and due the need to obtain
an extremely accurate bathymetry information for channel
modeling, which make it hard to predict the LPD performance.

Hiding Signal in the Ambient Noise: Some LPD sys-
tems make use of ambient noise to hide the communication
signal, e.g., [48]. This technique requires identification of
mutual noise characteristics at the receiver and interceptor
locations. The strong signal attenuation in the underwater
acoustic channel makes such a characterization challenging.
For example, a tonal noise which is significant at the location
of the legitimate receiver may be below the noise floor at
the interceptor. In addition, since these noise sources are
non-isotropic, an interceptor employing a receiving array can
differentiate between the transmitted signal and these noise
elements. This challenge may be handled by creating spatial
focusing at the location of the legitimate receiver.

Noise and Interference: One significant challenge for
UWAC is the existence of transient ambient noise components
and man-made interference. The former originates from nat-
ural sources like snapping shrimps, and the latter is due to
underwater equipment such as depth echo-sounders, shipping
noise, and sonar systems. Such type of transient noise is
unique for UWAC and greatly affects performance [1]. As
a result, decoders and detectors tuned to white noise suffer
from significant performance degradation. Here, the impact
is on both the receiver and the interceptor. The receiver
must alleviate impairments from noise and interference via
interference cancellation [49], clipping, and noise whitening
[50], while the interceptor must adapt its detection thresholds
to fit the case of non-isotropic deterministic channel noises.
Since decoding requires a much better interference mitigation
than detecting, the LPD communication capability is more
affected from channel noise than the interceptor.

Bandwidth: Spreading in the frequency domain [26] is
an efficient technique in LPD communication. The SNPR at
the interceptor decreases with increasing bandwidth. However,
different than in many EM transmission scenarios, where the
available bandwidth for LPD communication is fairly large
compared to the signaling rate, the bandwidth for UWAC
is limited by absorption loss and colored noise, and typical
values are of the order of only a few kHz [36]. This challenge
significantly reduces the LPD capability of UWAC systems.

B. System Related Challenges

Hardware Limitations: Besides limitations due to the
hydro-acoustic channel, bandwidth is also limited by the
characteristics of the emitter, i.e., the acoustic projector. In
particular, at carrier frequencies of tens of kHz, the 3 dB
available bandwidth around the resonance frequency of the
acoustic projector is usually only a few kHz. This is funda-
mentally different than for EM communication, where such
a hardware limitation does usually not exist [24]. Besides
limiting the performance of the LPD UWAC system, the
narrow bandwidth makes it easier for the interceptor to lock

onto the frequency band of the transmitted signals. Another
challenge is the difficulty in employing directional acoustic
projectors, and most directional transducers include high side
lobes. As a result, directional communication, which improves
LPD, is limited and requires the use of large and expensive
arrays of transducers for both transmission and reception.

Employing Directivity: To improve LPD, knowledge of
the transmitter and/or receiver location, which is not available
to the interceptor, can be exploited to apply directivity of
signal transmission and/or reception [48]. In RF wireless LPD
systems, outdoor locations can be estimated via GPS for
example. In UWAC, however, achieving such directivity is
challenging. Besides the limitation posed by the design of the
transducers, since GPS signals do not propagate underwater
it is difficult to obtain reliable location information of a
submerged node.

Energy Consumption: LPD communication usually re-
quires transmission with low power. To compensate for the
low SNPR, the receiver employs decoding techniques with
high computational complexity. This translates directly into
increased energy consumption for digital processing. Since
for applications of UWAC energy is often a scarce resource
and operational longevity is critical, operating an LPD UWAC
system is a practical challenge. Energy consumption is also an
issue for the interceptor, who may not be aware of the trans-
mission frequency band and needs to employ computational
costly simultaneous detection in several suspected bands.

III. APPROACHES FOR LPD UWAC SYSTEMS

In the previous section, we have already mentioned ap-
proaches to enable LPD communication underwater. In this
section, we present a concise overview of the design options
for LPD transmission. We also take the point of view of
the adversary and look at methods to improve the success of
interception.

A. Transmission Techniques
Table II provides an overview of possible transmission tech-

niques for LPD together with their benefits and disadvantages.
In general, LPD signals are designed such that knowledge
available at the transmitter or the legitimate receiver but not
at the interceptor is exploited. The main types of such signal
designs can be classified as signal modulation, transmission
scheduling, and spatial focusing.

1) Waveform Design: Bandwidth or time expansion of
transmitted signals compared to the underlying data rate
provides a processing gain proportional to the expansion. This
compression technique enables reception at negative SNPR
levels at the legitimate receiver. However, since the interceptor
is unaware of the specific transmission structure, it does
not benefit from this gain. The most commonly used time-
frequency expanded waveforms for underwater LPD acoustic
communications are DSSS and chirp signals.

Spread Spectrum - The DSSS signal spreads the communi-
cation symbol in frequency, so that the data rate is maintained,
but the signal power spectral density is reduced [3]. The DSSS
signal is created from a pseudo-random (PN) sequence of
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TABLE II. Transmission techniques for LPD.

Category Approach Benefits Disadvantages

Waveform

DSSS 1) Resilience to ISI
2) Provides ”key” for LPD

1) Poor channel utilization
2) High possibility for discovering ”key”
3) Requires time-synchronization
4) Sensitive to Doppler shift
5) low transmission rate

Chirp

1) Low peak-to-average response
2) Resilience to ISI
3) Low channel utilization
4) Resilience to Doppler shift

1) High decoding complexity
2) Easy to track via time-frequency filters

Modulation

OFDM
1) Low complexity
2) Resilience to ISI
3) Good channel utilization

1) Sensitive to Doppler shift
2) Challenging peak-to-average response
3) Requires high transmission power per trans-

mission at each frequency band

Disguising
as

Mammals
1) High SNPR at receiver
2) Defence against most interceptors

1) Allows short transmissions
2) Difficult to guarantee performance

Scheduling

Frequency
Hopping 1) Collaborative decoding

2) Provides ”key” for LPD

1) Requires time-synchronization
2) Requires bandwidth expansion
3) Sensitive to Doppler shift
4) No resilience to ISI

Time
Hopping 1) LPD with no bandwidth extension

2) Defence against energy detectors
1) Requires time-synchronization
2) Low transmission rate

Focusing

Directivity
1) Achieves spatial focusing
2) LPD gain does not depend on channel
3) Reduces environmental impact

1) Requires array of transducers
2) Requires coarse localization capability

MIMO
1) Reception at low SNPR
2) Noise suppression
3) Reduces environmental impact

1) Requires array of transducers
2) Requires CSI at the transmitter

Active Time
Reversal

1) Small processing effort
2) LPD gain does not depend on channel
3) Reduces environmental impact

1) Requires long channel coherence time
2) Requires active receiver

chips, which in turn is generated from a primitive polynomial.
The polynomial is chosen such that the signal’s autocorrelation
is as narrow as possible. Fig. 5 shows an example of a spread
signal that is received below the noise level but is well visible
after the de-spreading (or matched filtering).

DSSS-based LPD techniques differ by the design of the
spreading sequence. Good LPD attributes of such a sequence
are a) a sharp autocorrelation to mitigate ISI, b) a long
sequence to spread the signal and reduce its per-Hz power, and
c) the use of non-trivial sequences to complicate interception
based on a search of the spreading sequence. Spreading can
also be done without bandwidth expansion, which allows the
use of lower transmit power but at a reduced data rate. In either
case, signal detection at the interceptor becomes more difficult,
while the receiver, who is aware of the spreading sequence, can
still operate at the lower SNPR [38]. As a side effect, when
used with lower data rate, DSSS is also a means to make
transmission more resilient to inter-symbol interference (ISI)
[51]. Several works proposed different spreading techniques
to improve the auto-correlation of the DSSS. For example,

for improved LPD, [52] proposed non-binary spreading se-
quences.

However, DSSS is also highly sensitive to Doppler shift
and requires accurate time-synchronization [38]. Furthermore,
since the spreading sequence serves as the key for LPD spread
spectrum communication, it must frequently be changed,
which requires collaboration between transmitter and receiver
[3].

Chirp - Another widely used signal for UWAC is the
chirp signal whose frequency changes with time. Common
techniques use linear frequency modulation [53] or hyperbolic
or quadratic shape chirps [46]. The wideband characteristics of
the chirp signal together with its narrow autocorrelation make
it a good modulation signal for LPD communication. Chirp
signals enable processing gain similar to those of DSSS signals
but without the need to exchange the ’key’ PN sequence
between the receiver and transmitter [54]. Instead, the receiver
should be aware of only the duration and frequency range of
the transmitted signal. Due to their time-bandwidth expansion,
chirp signals are also considered resilient to Doppler shift
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Fig. 5: An illustration of DSSS transmission in the frequency
domain. The figure shows the measured PSDs of the received
spread signal, the additive noise, and the de-spread signal.
Carrier frequency: 20 kHz. Signal duration: 30 ms. SNPR:
�5 dB. PN sequence of 127 chips created from a 7 bit
polynomial.

[46]. For that reason, chirp signal are often used also as a
synchronization signal [55].

An example for the LPD characteristics of a chirp signal is
given in Fig. 6. Fig. 6a shows a received noisy chirp signal (red
curve) in the frequency domain, where the desired signal (blue
curve) is completely hidden below the dominating ambient
noise. After the matched filter (Fig. 6b), a well observed peak
is received indicating the existence of the signal.

2) Signal Modulation: OFDM - Signal spreading in the
frequency domain can also be achieved using orthogonal
frequency-division multiplexing (OFDM). The long symbol
rate at each sub-band enables the transmitter to reduce its
source level, and since OFDM uses a simpler equalizer at
the receiver, decoding in low SNPRs is possible [43]. Ex-
perimental results for multiband OFDM signal are presented
in [56] showing communication at rates of up to 78 bits per
second with an SNPR of �17 dB. Unlike DSSS where the
spreading sequence may change between packets, OFDM does
not require strong coordination with the receiver. However,
at low SNPR a powerful error correction coding is required
and transmission rate decreases. OFDM transmission was also
suggested for covert acoustic communications in [39]. The
authors presented experimental results showing that when the
transmitter was 2000 m from the receiver, an interceptor based
on an energy detector was unable to detect the transmitted
signals at a distance above 1600 m from the receiver.

Disguising as Mammals - One technique for LPD that
is unique to UWAC is to disguise the transmitted signals
as acoustic sounds of marine mammals, usually Dolphins
or whales. The signals are chirp-type signals of the same
frequencies and durations used by mammals, and are phase
modulated. In [45], a Dolphin’s click-like modulation signal
is used, and a pulse position modulation scheme is applied to

disguise the communication as high frequency click emissions.
The same authors extended this approach in [57] to base LPD
underwater acoustic communication on Dolphin’s whistles. A
minimum shift keying modulation signal is marked over the
contour of the whistle-like signal. Assuming the interceptor
cannot determine the signal as a communication signal, the
emissions are performed with a high power allowing LPD
communication at a high transmission rate. In [58] mimicking
biological sounds is used to disguise DSSS signals. The trans-
mitted DSSS signals are hidden below relatively high-power
whale-like signal transmissions. Knowing the shape of the
disguising signal, the receiver uses interference cancellation to
suppress the strong whale-like signals. Sounds of Humpback
whales are also utilized as a camouflage for sonar activity
in [59].

Disguising the transmitted signal as sound emissions from
marine mammals provides a defence against most interceptors,
and interception is possible only if combined with other
means, e.g., imaging techniques to validate mammal detection.
Moreover, since the signals are transmitted with relatively
high power, reception capability is high. However, to make
the transmission seem natural, the transmission rate is quite
limited. More importantly, while, given a reference intercep-
tion method, the performance of other techniques for LPD
UWAC can be evaluated, here the transmitter can never be
sure if the disguise works and thus LPD performance cannot
be guaranteed.

3) Transmission Scheduling: Frequency Hopping - In this
method, the carrier frequency of the transmitted signal changes
with time at the symbol or even sub-symbol rate. The receiver,
who is aware of the hopping pattern, is able to reconstruct
the signal while being exposed to noise in the currently
used (narrow) frequency band [60]. On the other hand, much
like in DSSS, to collect all energy the interceptor needs to
open a wide bandwidth window. Frequency hopping requires
coordination with the receiver, and a bandwidth expansion.
To resolve this, [61] offered to combine frequency hopping
in the form of frequency shift keying modulation with phase
shift keying modulation. To reduce the detection probability of
the signals by an interceptor, the transmitted signals are made
extremely short and the receiver synchronize on the signal
in the frequency-phase domain. In case of coherent detection,
since frequency changes fast it is difficult to track the channel.
In addition, due to the limited bandwidth available for UWAC,
this method is sensitive to Doppler shift.

Time Hopping - Assuming the interceptor does not have
infinite memory resources, it either relies on a-priori infor-
mation regarding the packet duration or it processes received
signal samples starting from a rise in detected energy and
until the energy level drops. As a countermeasure to such
interception, the transmitter can introduce pseudo-random time
gaps between the symbols of a data packet. Such an approach
appears in [45], where the modulation follows a time hopping
pattern known to both the transmitter and receiver.

4) Spatial Focusing and Decoding: Directivity - Prior
knowledge of the locations of the transmitter and receiver can
be used for spatial signal focusing via directional reception
and transmission, respectively. As a result, the transmission
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Fig. 6: Figure shows that a received chirp signal below the noise level is still well detected by a matched filter. Signal arrives
0.1 seconds after beginning of reception. Carrier frequency: 20 kHz. Signal duration: 0.1 s. SNPR: �10 dB.

power can be reduced and directional noise components are
mitigated. While maintaining accurate location information is
difficult once the underwater nodes are submerged, a coarse
direction information is already quite useful for transmitter
and receiver spatial focusing [62]. However, signal directivity
requires an array of transducers, which may be not be available
for some cases (e.g., diver) and become too large for others
(e.g., AUV).

MIMO - If channel state information (CSI) is available
at the transmitter, spatial focusing can be achieved through
beam-forming, signal alignment, or multi-input-multi-output
(MIMO) transmission. In case beam forming is produced at the
transmitter, directivity is obtained and the received power at
the interceptor reduces. Still, size constraints of the transmitter
and receiver vessels limit the use of such systems.

Time Reversal - In LPD UWAC, the PSD of the transmit-
ted signals is low. To increase the SNPR at the legitimate
receiver, one option is to employ spatial focusing through
active time-reversal modulation. In his method, the phase
conjugate of a probe signal sent by the receiver is used by
the transmitter as the modulation signal [44]. Assuming a
reciprocal channel and since the channel impulse response is
location-dependent, the time-reversed signal becomes focused
at the receiver location but spread at the interceptor. However,
active time-reversal requires a channel coherence time longer
than the propagation delay of the probe and data signals. As
an alternative, a passive time-reversal technique is used in [57]
to focus the energy of DSSS signals.

Decoding - Another approach to improve LPD capability
are decoding techniques designed specifically for low SNPR.
At the cost of computational complexity, these techniques try
to accumulate the power received from all multipath arrivals.
In [63], Turbo equalization is performed for DSSS signals
at the aim of decoding in a very low SNPR. The method
combines the advantages of convolutional channel coding with

the bandwidth extension of DSSS to allow reception at a low
SNPR. Simulations and a lake experiment validated reception
for SNPRs below �10 dB for a large bandwidth extension
using a 16 bit pseudo random sequence. Differently, [64] uses
strong emissions of whale-like noises to disguise the commu-
nication signal and to allow accurate channel estimation, which
is the same for the disguising noise and the communication
signal.

B. Interception Techniques
While the interceptor may have other tasks such as jamming

the communication signal or locating the source [24, Ch. 5],
we focus on its primary goal, namely, to detect the transmitted
signal even at a large distance from the transmitter. It is
assumed that the interceptor has knowledge of basic signal
features such as the bandwidth and duration of the transmitted
signals. Without the knowledge of the signal structure, the
available literature on detecting LPD UWAC signals follows
the approaches for interception of LPD signals over EM
channels that are surveyed in [23, Ch. 6]. In this section, we
introduce common methods for interception of UWAC signals.
In Table III we list the pros and cons of several interception
techniques.

With no information about the signal format and modula-
tion, the most common interceptor type is the energy detec-
tor, often called radiometer. Considering the colored ambient
noise, the received signal is filtered by a whitening filter and
then its energy within an interval of the signal duration is
measured. The result of the energy detector is compared with
a threshold to decide whether a signal is present or not. A
common detection approach in energy detectors is to use a
constant false alarm rate (CFAR). The threshold is calculated
as a function of the desired false alarm probability and the
statistics of the measured noise [36]. While interception based
on energy detection does not depend on the transmitted signal,
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TABLE III. Interception techniques.

Approach Benefits Disadvantages

Energy
Detection 1) No need for pre-knowledge of signal structure

2) CFAR system
1) Poor performance against spread spectrum
2) Performance greatly degrades for complex channels

Pattern
Recognition 1) Utilizes knowledge regarding signal

2) Effective against spread spectrum techniques
1) Requires prior information of signal parameters
2) Cannot handle a fast fading channel

Cyclostationary
Detection

1) No prior knowledge of signal needed
2) Good performance against spread spectrum
3) Robustness to channel changes

1) Sensitive to correlated noise
2) Poor performance at low SNPR

its performance depends on the channel conditions. Fast time-
varying noise level and outliers like tonal noises and transients,
and the need to collect noise from a large frequency band
while performing noise whitening based on noise estimation
or possibly mismatched models affect the false alarm rate of
the interceptor.

Since it is known that LPD UWAC usually uses either DSSS
signaling or frequency- or time-hopping communications, al-
ternative detectors that match these types of transmission can
be considered.

Multiple-band energy detector - This detector performs
detection at multiple bands, each of which is exposed to less
noise than the conventional full-band energy detector [36]. As
a result, the detector can combat frequency hopping techniques
and prior information of the frequency band of the transmitted
signal is not required.

Pattern recognition detector - This detector searches for
specific waveforms at a target frequency band. Common
examples are detectors for DSSS signals that search for several
candidate DSSS chip rates [65], and detectors for chirp signals
that tries to match received signals with chirp of different
time-frequency slop [66]. It is sensitive to transients and to
fluctuations in the noise level though [67].

Cyclostationary-feature detector - This detector uses spec-
tral analysis to reveal cyclostationary features of LPD commu-
nication signals. For example, a simple technique is to detect
fluctuations of second order [68]. This detector may fail when
the ambient noise consists of correlated components (e.g.,
background tonal shipping noise) or when the noise power
fluctuates. Feature extraction is also offered in [69], where the
communication modulation type is determined from analyzing
time-frequency images.

IV. MEASURES FOR LPD
An important factor in designing LPD systems is a proper

measure for the LPD capability. In this section, we consider
current alternatives to measure how covert a communication
system is, and we recommend an amended range-ratio test
LPD measure.

A. Measures Used in Literature
One of the most common LPD performance measures for

terrestrial RF and for radar applications is the so called de-
tectability distance [70]. This measure defines the LPD based

on the range for which the interceptor’s detection probability
is above a required value. This way, two LPD systems are
compared by fixing the false alarm rate. Other approaches
compare the ratio between the SNR at the output of the
matched filter for the legitimate receiver and the SNPR at
the input to interceptor, or the minimum SNPR for which the
receiver can still decode the packet [3]. However, neither of
these measures combines together the specific capabilities of
the receiver and interceptor.

LPD capability is also directly measured by means of the
detection probability of the interceptor [45], or, for frequency
hopping communication, as a function of the rate of frequency
hops [60]. In [40], LPD is achieved if the SNPR at each
frequency band is below a threshold, as experienced by the
interceptor. Another approach is to consider LPD as the
difference between the reception and detection gains of the
receiver and interceptor, respectively [71]. These gains include
the path loss, channel coding, and antenna gains.

B. Recommended LPD Measure

Based on the above discussion, in this section we recom-
mend to measure the LPD performance based on a measure
that captures both the capabilities of the receiver and the
interceptor while considering the parameters of the channel
for both the transmitter-receiver link and the transmitter-
interceptor link. Specifically, we consider the simplified model
for the power transmission loss at range r [72],

T
L

(r) = � log
10

⇣ r

1 m

⌘
+A(�) + ↵(!)

r

1000 m

, (1)

where � is the spreading parameter, ↵(!) is the attenuation
parameter at frequency !, and the function A depends on the
structure of the channel.

Let us now define the spreading parameters �
Rx

, �
In

and
the absorption parameters ↵

Rx

,↵
In

, for signals received at
the receiver and interceptor, respectively. Also consider a
receiver with target symbol error rate P

e

, and an interceptor
with detection and false alarm rates P

d

and P
fa

, respectively.
Then, adapting the concept of range ratio test from [70], we
recommend to measure the LPD capability as

⇢
LPD

=

r
Tx�In

(P
d

, P
fa

, �
In

,↵
In

)

r
Tx�Rx

(P
e

, �
Rx

,↵
Rx

)

, (2)
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which includes channel transmission loss parameters. The cal-
culations of r

Tx�In

and r
Tx�Rx

are performed by identifying
the minimum required SNPRs to reach the target P

e

, P
d

and
P
fa

, and by employing model (1). Measure (2) should be
treated like a bound for LPD communications. Specifically,
by setting bounds over the spreading parameters �

Rx

and �
In

and over the absorption parameters ↵
Rx

and ↵
In

as in [72], one
can obtain lower and upper bounds for the LPD capability as
shown in [42]. Tighter bounds can be found in case the channel
impulse response is known. Here, a fading channel model
would replace the simple model (1), if not analytically then
based on Monte-Carlo simulations using numerical models,
e.g., [73].

Note that the LPD performance increases as ⇢
LPD

de-
creases. As illustrated in Fig. 2, r

Tx�In

is the interception
range, defined as the maximum range in which the interceptor
can detect the signals according to a target detection and false
alarm rates. Similarly, r

Tx�Rx

is defined as the maximum
transmission distance at which the legitimate receiver can
decode the packet with a desired packet error probability. The
recommended measure ⇢

LPD

does not depend on the absolute
transmission power and allows a representation of LPD for
each desired reception range. Measure ⇢

LPD

also gives the
user the flexibility to choose its LPD performance as a function
of the desired transmitter-receiver distance. Furthermore, as
in [70], the range test ⇢

LPD

does not depend on the type
of communications. That is, it can fit both narrowband and
wideband interferences.

V. PERFORMANCE RESULTS

This work focuses on surveying current approaches for
LPD communication in underwater acoustics, and aims to
encourage further research in this field. While we do not
present a comprehensive performance evaluation of LPD per-
formance, in this section we show some informative results
from numerical analysis and from a sea experiment that are
based on the recommended LPD measure ⇢

LPD

.

A. Numerical Analysis

Our analysis is based on finding the expression for the
minimal SNPR required for message decoding at a target
symbol error rate P

e

, and the minimal SNPR at which the
interceptor can detect the transmitted signals at a target false
alarm P

fa

and detection probability P
d

. Then, applying the
propagation model (1), we calculate the maximal transmitter-
receiver range as well as the maximal transmitter-interceptor
range and compute our LPD measure (2) as a function of the
channel’s absorption loss, ↵, and the spreading loss parameter,
�.

We consider the simple case of an interceptor applying an
energy detector, and assume the interceptor has full knowledge
of the signal bandwidth W and the signal duration T . In these
conditions, the receiver operating characteristic (ROC) of the
interceptor is expressed by

µ
In

=

r
2

WT

�
erfc

�1

(2P
fa

)� erfc

�1

(2P
d

)

�
· 1

G
In

. (3)

where µ
In

and G
In

are the interceptor SNPR and transducer
gain, respectively.

For the transmitting signal, we assume that a packet com-
prises of 100 DSSS symbols with L = 128 chips and a
duration of 10 ms. As in the JANUS standard for underwater
acoustic communication [74], the symbols are assumed M -ary
orthogonal modulated, for which [75, Eq. (5.2-61)]

P
e

=

M�1X

m=1

(�1)

m+1

✓
M � 1

m

◆
1

m+ 1

exp

✓
�mLG

Rx

µ
Rx

m+ 1

◆
,

(4)
where µ

Rx

and G
Rx

are the receiver SNR and transducer gain,
respectively.

Assuming P
e

= 10

�4, P
fa

= 10

�4, P
d

= 0.5, M = 16,
W = 2500 Hz, and for simplicity G

Rx

= G
In

= 1, Fig. 7
shows the measure ⇢

LPD

as a function of r
Tx�Rx

for several
values of channel parameters with ↵

In

= ↵
Rx

= ↵ and �
In

=

�
Rx

= �. LPD communication is possible for distance ratios
above the curves. For example, for ↵ = 2 dB/km and � = 10,
and r

Tx�Rx

= 2 km, an interceptor located more than 1.7 km
away from the transmitter would not be able to detect the
communication. Fig. 7 shows that LPD capability improves
as power attenuation in the channel decreases.

Since the communication bearing symbols are usually pre-
ceded by a synchronization signal, it is also of interest to
measure the LPD capability in terms of the receiver capability
to decode the synchronization signal vs. the interceptor’s ca-
pability to detect it. Since time synchronization is of great im-
portance for the overall decoding process, the synchronization
signal is usually longer than the communication signals. While
the interceptor’s operation is similar in the cases of detecting
the synchronization signal and detecting the communication
signal, the receiver’s task is easier. Here, knowing the structure
of the signal, the receiver can correlate the received signal
with a template of the synchronization signal, and compare
the result to a pre-defined threshold set by, for example, the
target false alarm rate. In this case, the relation between the
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detection probability, is (see details in [42])

µ
Rx

=

1

WT
sync

G
Rx

�
erfc

�1

(2PRx

fa

)� erfc

�1

(2PRx

d

)

�
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,

(5)
where PRx

fa

and PRx

d

are the false alarm and detection prob-
abilities for synchronization and T

sync

is the synchronization
signal duration. Fig. 8 shows the LPD performance for the
synchronization signal as a function of the channel parameters,
where we used W = 2000 Hz, T

sync

= 0.1 s, PRx

fa

= 10

�3,
PRx

d

= 0.9, and for the interceptor, P
fa

= 10

�4 and P
d

= 0.5.
Comparing the results with those of Fig. 7, we observe that
the LPD performance for time synchronization is better than
for decoding. For example, for ↵ = 2 dB, � = 10 dB,
and a transmission distance of 1 km, the LPD measure is
0.83 for decoding compared to 0.35 for time synchronization.
This result suggests that for the chosen parameter settings, the
synchronization signal is less detectable than the information-
bearing signal.

Another interesting result is the LPD performance when
the channel spreading parameter is different for the receiver
and the interceptor. This case occurs when the interceptor and
receiver are located in different environments, e.g., in shallow
and in deeper water, or when the receiver is unable to collect
all the energy of the received signal, e.g., it locks onto only one
arrival path. Results for both a decoding receiver and a syn-
chronizing receiver are shown in Fig. 9. We observe that there
is a huge difference in LPD performance for different pairs of
spreading parameters. For example, for a transmission distance
of 2 km, when the receiver is in shallow water (�

Rx

= 10)
while the interceptor is in deeper water (�

In

= 20), the LPD
measure is 0.03 for decoding and 0.02 for synchronization. In
the reverse scenario, the LPD measure greatly deteriorates to 7
for decoding and 6 for synchronization. We therefore conclude
that LPD performance in areas of complex bathymetry is much
harder to predict.
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B. Experimental Results

In [42], we have described the results from a sea experiment,
where we have tested underwater acoustic LPD communi-
cations. The experiment took place in June 2013 in the
Saanich Inlet, Vancouver Island, Canada, and included a static
transmitter (ITC 1032) located on the Venus node in the inlet at
a water depth of 75 m (see [76]), and two receivers (ITC 1042)
placed on mobile vessels. The transmitter was connected to
a power amplifier and periodically communicated packets of
100 DSSS symbols at a source level of 170 dB Re 1µPa/V
@1m, with the same characteristics as in the above analysis,
and in the frequency range of 25-35 kHz. Each receiver
included a single hydrophone with similar sensitivity of -
200 dB Re 1V/µPa. The decoding and interception of signals
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was performed on a laptop connected to the hydrophones
through a data-acquisition board.

The experiment included transmission at five different
source levels. For each source level, the receiver was placed
at the maximal distance for which the symbol error rate of
1% was achieved. This yielded the five transmitter-receiver
distances 0.5 km, 0.75 km, 1.4 km, 1.5 km, and 2 km. For
each distance, starting close to the transmitter, the interceptor
moved in intervals of about 20 m toward the receiver while
trying to detect the transmitted signals. The process stopped
when interception failed.

The experimental results are shown in Fig. 10 in terms of
the recommended range test (2), and are marked by squares
in case the interceptor was able to detect the signal and by
crosses otherwise. For example, when the transmitter-receiver
distance was 500 m, LPD communication was possible for
⇢
LPD

= 0.65. Fig. 10 also shows theoretical upper and lower
LPD bounds calculated from (2) for two different assumed
channel spreading and absorption parameters. The interception
performance achieved agree with those bounds.

VI. CONCLUSION

Low probability of detection (LPD) for underwater acoustic
communication (UWAC) is an important topic not only for
military applications, but also for civilian use due to the
environmental effects of sound transmission in the ocean. The
latest advance in hydro-acoustic technology and the growing
use of autonomous underwater vehicles has led to an increase
in interception capabilities. As a result, considerable effort
has been invested into improving the ability of the receiver
to decode packets in low signal-to-noise power ratios and on
developing new techniques for hiding the transmitted signal in
the ambient noise. In this paper, we identified the challenges
in the design of LPD UWAC in terms of both channel effects
and system capabilities. We classified the common approaches
for transmitting, receiving, and intercepting of hydro-acoustic
LPD signals, and discussed methods to determine the LPD
capability. We recommended to use a range test as a measure
for LPD communication which considers the capabilities of the
receiver and interceptor and accounts for the UWAC channel
characteristics. Based on this measure, we showed the ca-
pabilities of traditional LPD communication and interception
techniques using numerical simulations and measurements in
a sea experiment. The results revealed the large effect of the
channel transmission loss parameters on the LPD capability.
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