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My Research

* How to build Reliable and Secure Software

 Software Error Resilience to Hardware Errors

— Error Detection in Multicore Systems [SELSE’12]
— Fault diagnosis using software methods [SELSE’12]

* Web 2.0 Applications’ Reliability — This Talk



Web 2.0 Applications



Web 2.0 Application: Amazon.com

e00 Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more (&)

@* @ @ @ (2 [ http://www.amazon.com/ *v) @ )

Most Visited ~ Getting Started Latest Headlines » Apple Yahoo! Google Maps YouTube Wikipedia News~ Popular~

l a com: Online St for...
amazoncom Hello. Sign in to get personalized recommendations. New customer? Start here. The Halloween Store: Scary Good Deals
Your Amazon.com 9 ' Today's Deals = Gifts & Wish Lists = Gift Cards Your Account | Help
- R (T
Shop All Dep EEETETN Al Departments é: I'Wish List
Books > Shopping from Canada? I *I Visit | visitez » Shop now
Movies, Music & Games > Magasinez-vous depuis le Canada ? amazonca
» Shop now
Digital Downloads >
Kindle >
coparnsom The All-New
Electronics > @ | Py ' ~hta SaTey EN% RAlAr O o
Smaller, Lighter, Faster with 50% Better Contrast
Home, Garden & Pets >

Grocery, Health & Beauty >
Toys, Kids & Baby >
Clothing, Shoes & Jewelry >

Sports & Outdoors >

Tools & Home Improvement >

Automotive & Industrial > Order now:

Customers with Similar Searches Purchased g : The Hal n Store
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Transferring data from spe.atdmt.com...
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Web 2.0 applications allow rich Ul functionality within a single web page



Web 2.0 Application: JavaScri

800 Phoenix Editor
dl http://z-ecx.images-amazon.com/images/G/01/s9-campaigns/s9-multipack-layout-seeded._V200618968_.js ( Reload
IU9. F
110. }
111. }
112.
113. S9MultiPackLayout.prototype.makeVisible = function() {
114. var numProposedVisibleItems = this.numProposedVisibleItems();
115. var lastVisibleCol = this.firstVisibleCol + numProposedVisibleItems - 1;
116. var width = ((100 / numProposedVisibleItems)-1);
117.
1y - if (this.seedItem) {
119. this.seedItem.style.width = width + "%";
120. this.itemChildren[0].style.display = "";
q21% this.itemChildren[0].style.width = "100%";
122% this.otherItems.style.width = (98 - width) + "%";
1235 var widthWithoutSeed = ( (100 / (numProposedVisibleItems-1))-1);
124. for (var i = 1; i < this.itemChildren.length; i++) {
125. if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
126. this.itemChildren[i].style.display = "";
127. this.itemChildren[i].style.width = widthWithoutSeed + "%";
128% if (this.itemImages[i].getAttribute( 1")) {
129. this.itemImages[i).src = this.itemImages[i)].getAttribute("url")
130. this.itemImages[i).setAttribute("url", "");
131% }
132. } else {
133. this.itemChildren[i].style.display = "none”;
134. }
135. }
136. } else {
1 for (var i = 0; i < this.itemChildren.length; i++) {
138. if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
139. this.itemChildren[i].style.display = "";
140. this.itemChildren[i].style.width = width + "%";
141. if (this.itemImages[i].getAttribute("url")) {
142. this.itemImages[i).src = this.itemImages[i].getAttribute("url")
143. this.itemImages[i).setAttribute("url", "");
144. }
145. } else {
146. this.itemChildren[i].style.display = “none”;
Formatcode ) (  Execute)s ) ( Error console

Significant amount of JavaScript code executing in the browser
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Web 2.0 Application: Amazon.com

Firebug - Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more

Console v HTML CSS Script DOM

Clear Persist Profile

- - -

- - ‘- - - ‘e ‘- e

Error in parsing value for 'filter'. Declaration dropped.
filter: alpha(opacity=85);

Error in parsing value for 'cursor'. Declaration dropped.
cursor: hand;

Error in parsing value for 'cursor'. Declaration dropped.

cursor: hand;

Expected color but found 'none'. Error in parsing value for 'background-color'. Declaration dropped.

button.cmtySprite { vertical-align: to...round-color: none; cursor: pointer; }
Error in parsing value for 'white-space'. Declaration dropped.
Error in parsing value for 'filter'. Declaration dropped.
filter:alpha(opacity=9);
Unknown property '~-moz-opacity'. Declaration dropped.
-moz-opacity:0;
Error in parsing value for 'filter'. Declaration dropped.
filter:alpha(opacity=80);
Unknown property '-moz-opacity'. Declaration dropped.
-moz-opacity:0.8;
Selector expected. Ruleset ignored due to bad selector.
// css hack to make font-size @px in o...older (http://pornel.net/firefoxhack)
Unknown property 'zoom'. Declaration dropped.
zoom: 1;
Expected declaration but found "*'. Skipped to next declaration.
*display: inline;
Unknown property '-moz-opacity'. Declaration dropped.
-moz-opacity: 0.5;
Error in parsing value for 'filter'. Declaration dropped.
filter: alpha(opacity=50);
Selector expected. Ruleset ignored due to bad selector.
padding: @px;

search..41_.css (line 2313)

search..41_.css (line 2674)

search..41_.css (line 2769)

combin...62_.css (line 75)

ciuCsS...94_.css (line 17)

ciuCSsS...94_.css (line 19)

ciuCSS...94 _.css (line 211)

ciuCsS...94_.css (line 212)

CiuCsS...94_.css (line 261)

share-...00_.css (line 279)

share-...00_.css (line 280)

amazon...51_.css (line 44)

amazon...51_css (line 45)

combin...42_.css (line 527)

> €

€) Permission denied for <http://view.atdmt.com> to call method Location.toString on <http://www.amazon.com:>

Web Apps experience errors, yet they continue to execute !




Web 2.0 Applications: Problems

avaScript

Multiple Parties Loose semantics JavaScript

JavaScript (JS) had to “look like Java”
only less so, be Java’s dumb kid brother
or boy-hostage sidekick. Plus, | had to be
done in ten days or something worse
than JS would have happened

— Brendan Eich (Inventor of JavaScript)




Prevalence of JavaScript

* 97 of Alexa top 100 websites use JavaScript
 Many of them use “Evil” features [Richards-PLDI10]

Lines of code
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Does Reliability Matter ?

* Snapshot of iFeng.com: Leading media website in China

an error occurred when processing this directive

[an error occurred while processing this directive]
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Studies of JavaScript Web Applications

Performance and parallelism: Reliability Security and Privacy:
JSMeter [Ratanaworabhan-2010], p) [Yue-2009], Gatekeeper
[Richards-2009], [Fortuna-2011] H [Guarnieri-2009], [Jang-2010]
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Web Apps’ Reliability: Challenges

* Lack of specifications
— Automatically find reliability violations

» Lack of tool support
» Automatically localize application errors

11



This Talk

* Two approaches for JS Reliability

— JSER [ISSRE 2011] — With F. Ocariza and B.G. Zorn
— AutoFlox [ICST 2012] — With F. Ocariza, A. Mesbah

e Future Directions and Conclusions

12



JSER: JavaScript Error Messages

All exceptions thrown are logged to JS console

Yahoo! : My Yahoo! : Mail : More

YAHC‘R,Q-'@ ANSWERS

Make Y! My Homepage Hi, Frolin ¥ : Sign Out : Help

WEB SEARCH

HOME BROWSE CATEGORIES MY ACTIVITY

What would you like to ask?

Continue

Answer Discover

Share your knowledge, Help others and The Best Answers chosen by the
be an Expert Community

Browse Open Questions Browse Resolved Questions

What are you looking for?

Best of Answers

How does an electric eel generate electricity?
Asked by Notyourtypicalteenageboy - Zoology

- The electric eel has three abdominal pairs of organs that... More >

29514 19 (2 Answer by Wolf Maltin

[ Send to a friend

Search Y! Answers  Advanced Search
|

omooo
Ready to Participate?
Get Started!

ADVERTISEMENT

YOU COULD
WIN THE X1 ULTIMATE
ADVENTURE.

© @ Cisnul

if (window.yzg p==null)dcocument.write("...d/lib/bec/ber 2.0.5.js></scr"+"ipt>");

Q B Permission denied for <http:/fad.yieldmanager.com:> to call method Location. toString on <http: //ca.answers.yahoo.com>.
document.write ("<scr"+"ipt type='text/...rc='"+prHosti+pr_s+"'></scr"+"ipt>");

0 E("set_hp_firefox_instructions”) is undefined
if{("undefined" ==typeof YAHOO&&YAHOO){.. .etTimeout({arguments. callee, 100)}})0};

Multiple
exceptions

13



JSER: Error Messages Vs. Static
Analysis

* No false positives unlike static analysis
* Challenging to analyze JavaScript statically

e Capture interactions with the DOM




JSER: Tools

* Chose 50 web applications from Alexa top 100
 Created Selenium tests for normal interactions
e Capture JavaScript Errors printed to Firebug

[ —

FireBug

web debugging evolved

€)Alexa

The Web Informa

- o

15



JSER: Research Questions

Do errors occur in web apps and How do errors correlate
if so, what categories do they with static and dynamic
fallin? characteristics of the app?

P

How do errors vary by
speed of testing ? Are
they all deterministic ?

16



JSER: Method

€) regionArray[l] is undefined <

var regionWeatherCity = regionArray[1].slice(0,-1);
ifeng.com (line 611)

-«

r2

1. Description of error message
2. Line of code corresponding to error

3. Domain number and line number

Two errors are different if any attribute is different

L2

17




JSER: Error Frequencies Results

* Average of 4 distinct error messages for each app
— Standard dev: 3
— Max: 16 (Cnet)
— Min: 0 (Google)

Total Distinct Errors

18



JSER: Error Classification Results

* 94 % of errors fall into four predominant categories

Distribution of Error Messages

¥ # of Permission Denied Errors

® # of Null Exception Errors

" # of Undefined Symbol Errors

™ # of Syntax Errors

= # of Miscellaneous Errors

19



JSER: Permission Denied Example

Taken from
: imdb.com

The Hangover Part II [5/26) All Movies ®)| co

Director: Todd Phillips See more movie showtimes »
Stars: Bradley Cooper, Zach Galifianakis, Ed Helms (Full Cast)
Studio: Warner Bros. Pictures

.
The Plot: Right after the bachelor party in Las Vegas, Phil (Cooper), Stu | — a d Ve rtl Se l I I e nt
(Helms), Alan (Galifianakis), and Doug (Bartha) jet to Thailand for Stu's /
wedding. Stu’s plan for a subdued pre-wedding brunch, however, goes
4% %

seriously awry. Book today

Videos (see all 9)

Photos (See all 47 | slideshow)

THE BUZZ: The man who once made a documentary about underground
punk rock legend G.G. Allin now faces the pressure of following up the most
successful R-rated comedy of all time. Meanwhile, Zach Galifianakis is a
mainstream movie star who has retained his indie-comedy cred. We often
joke that Hollywood isn't hip and has run out of ideas, but here's a bit of Share this page: [} ‘
evidence to the contrary. If part two is anywhere near as good as the original
-- and/or if it pulls a Terminator II and surpasses its predecessor -- we will
eagerly await the proposed third and final chapter to complete this epic,

drug-fueled, boyz-II-men trilogy. 9(y
Boards: my fears for this movie... | first review X 0

LTeailare | Dhatac | Donrde | ilcarD L Do e SO

27%

2d feedback

wLike [ 586 people like this.

*Error Message: Permission denied for http://view.atdmt.com to call method
Location.toString on http://www.imdb.com

eExplanation: Triggered by appearance of advertisement. Leads to SOP violation.

Bottom Line: JS errors may appear as a result of code written by others

20



JSER: Undefined Symbol Example

EDITION: U.S. | INTERNATIONAL | MEXICO

) q Taken from
CNN Entertainment

cnn.com
NewsPulse  US. World Politics Justico NSNS Toch Health Living Travel Opinion IiReport Money> Sports»

ststst
Home Video

main Charlie Sheen Celebrites TVrecaps Music Movies

4% 0
- \ g f‘ =-‘ . g . —7 .‘ " 1 7 —, >

S & e S 4 p | - % - %
ok Bt U RVEL ﬁ al 27% \
L i < l).." / DR A or | ]
Ryan Reynolds talks Cheryl Cole droppedfrom  Nice guy takes the win Throwback: 'Wonka' star Oprah Winfrey says
ScarJo split ‘X Factor' already? again on'ldol il
= y - Sprint
e : - Nexus S™4G.
T

e I S o Thefirstphone g : 9%
*Error Message: cnn_onMemFBInit() is undefined

// this probably isn’t needed anymore
if

2l
s )

(CNN_ISMemInit && CNN IsFBInit) cnn onMemFBInit();

eExplanation: Both CNN_IsMemIinit and CNN_IsFBInit set to true

eBottom Line: JS code is difficult to maintain

21



JSER: Null Exception Example

Taken from
amazon.com

STon mIoViSS &Y oy Susje
) Drama

Fantasy

Foreign Film - Italian 4% 0
Foreign Video - Italian

1000C

Feedback
» If you need help or have a question for Customer Service, contact us.
» Would you like to update product info, give feedback on images, or tell us about a lower price?

() Movie
((Find DVDs matching ALL checked subjects )
i.e., each DVD must be in subject 1 AND subject 2 AND ...

» Is there any other feedback you would like to provide? Click her:
verygoodmedia ippin: nm ia123 Returns & Exchanges 9%

verygoodmedia123 Privacy Statement

Your Recent History (whats this?) C
Recently Viewed Items Continue Shopping: Customers Who Bought Items in Your Recent History Also Bought Page 1 of 13 m a u S e S e r ro r

The Adventures of Sherlock Holmes by Sir

| & . : on click
*Error Message: document.getElementByld(“inappDiv”) is null

document.getElementById (“inappDiv”) .style.display = ‘none’;

eExplanation: inappDiv was only defined for users who are logged in

eBottom Line: JS code may depend on the DOM

22



JSER: Syntax Error Example

Taken from
about.com

Search Results

Congratulations! 1 |[=] B3

You are the 999,999th visitor: Congratulations you WON!

Amml. i star wars Ezm

Sponsored Links

Star Wars Games

Get Star Wars Games Find Star Wars Games 4%

www.ask.com
About.com Search Results: Displaying 1 - 10 of 24,400

Top 5 Most Valuable Star Wars Action Figures - Star Wars Figure Values

A list of the 5 most valuable and sought-after Star Wars action figures. o
nttp://actionfigures.about.com/od/historyofactionfigures/tp/top_5_starwars.htm 27/0

Disney World Star Wars Weekends 2011 Event - Star Wars Weekends ...
Power of The Force felt at Disney's Hollywood Studios during Star Wars Weekends in May and June, 2011.

http://goflorida.about.com/od/specialevents/a/wdw_starwars.htm

Top Star Wars Computer Games - Best Star Wars Games for the PC

Top Star Wars Computer Games - Here's a list of my best Star Wars Games for the PC. ... Here's my list of some of the
best Star Wars games that have been ...

http )

pactiongames.about.com/od/topgames/tp/starwars.htr

eError Message: unterminated string literal

zGPU = ‘http://movies.about.com/od/onlinemovies
Movies Available on the Internet.html’”

eBottom Line: JS code is sometimes not well-tested

23



JSER: Research Questions

Do errors occur in web apps and How do errors correlate
if so, what categories do they fall with static and dynamic
in? characteristics of the app?

S~

How do errors vary by
speed of testing ? Are
they all deterministic ?

24



JSER: Effect of Testing Speed

e Varied testing speed for replaying events in
Selenium

 Performed three executions in each testing speed

Fast Medium Slow

S

0O ms 500 ms 1000 ms



JSER: Testing Speed Results (CNN)

Permission Denied for 4 4 4 I 3 3 2 2 3

view.atdmt.com to call <fname> on
marquee.blogs.cnn.com

targetWindow.cnnad showAdisnot 0 2 5 0 0 O O 0 O

a function

window.parent.CSIManager is un- | 0 0 O 0 O 0 I | O
defined

26



JSER: Effect of Testing Speed

* All three testing modes expose different errors

Total distinct errors

“ Fast Mode & Medium Mode Slow Mode

27



JSER: Non-Determinism

e More than 70% of errors are non-deterministic

 Total non-deterministic errors

28



JSER: Research Questions

Do errors occur in web apps and
if so, what categories do they fall
in?

How do errors correlate
with static and dynamic
characteristics of the app?

How do errors vary by
speed of testing ? Are
they all deterministic ?

29



JSER: Static/Dynamic Characteristics

Static Characteristics Dynamic Characteristics
Measured using Phoenix & Firebug plugins From Richards et al. [PLDI — 2010]

* Alexa Rank * Number of called functions
* Bytes of JavaScript code * Number of eval calls
 Number of domains * Properties deleted

 Domains containing JS * Object inheritance overridings



JSER: JS Code Size Correlations

* Low correlation
— JS reliability not correlated with code size

Total Errors vs JS Bytes

1800000
1600000 *
1400000
@ 1200000

L 3

= 1000000 . o Series]

= 800000 -

= 600000 g
400000

L g

g

200000 i,—i—f L g—:
4

L 2

0 —o—9o—=#
8 10 12 14 16 18

Total Errors




JSER: Eval Calls Classification

* Low correlation
— Eval calls do not seem to influence reliability

Total Errors vs Eval Calls
2000
1500 *
£
® .
% 1000 o Total Errors
& . *
500
.
. X *
0 -—‘—o—‘—g—? . . —
0 5 10 15 20
Total Errors




JSER: Correlations Summary

Static Characteristics Dynamic Characteristics

 Alexa Rank

* Number of domains

 Domains containing JS



JSER: Research Questions
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AR Berersdall dake desy el 2 d ovitaint o afdddynainsc
defined categories withaiScdextaankthe app?
S —
Errdiswaty by opeesipby
testinge dViH]j o tyngf L Anars

arethen-aletietarimistictic ?



JSER: Implications of the Results

* Programmers
— Need to make code robust against other code/scripts
— Make sure interactions with DOM are checked

* Testers
— Perform integration testing to see effects of ads
— Need to test at multiple testing speeds, multiple times

* Static analysis tool developers
— Target most common classes of errors » N

— Need to model the DOM in the analysis \



This Talk

* Two approaches for JS Reliability

— JSER [ISSRE 2011] — With F. Ocariza and B.G. Zorn
— AutoFlox [ICST 2012] — With F. Ocariza, A. Mesbah

e Future Directions and Conclusions

36



AutoFlox: Motivation

* Goal: Find JavaScript line corresponding to error

Why is this challenging ?
— Many errors occur due to DOM-JavaScript Interactions
— Lack of strict error checking leads to error propagation

37



AutoFlox: What is the DOM ?

pacasamannmn



AutoFlox: Example (Tumblr.com)

1 function changeBanner( bannerlD ) {

OO Ul B WN

9

10 currentBannerID = bannerlD;

}

currentBannerlID = 1;

clearTimeout(changeTimer);
changeTimer=setTimeout(changeBanner ,5000);

prefix = "banner_";
currBannerElem = document.getElementByID(prefix + currentBannerID);
bannerToChange = document.getElementByID(prefix + bannerID);
currBannerElem.removeClassName("attive");

bannerToChange.addClassName("active")

Missing
argument

changeTimer=setTimeout(changeBanner, 5000);



AutoFlox: Example (Tumblr.com)

1 function changeBanner( bannerlD ) {

o~ O Ul B WN

9

clearTimeout(changeTimer);

changeTimer=setTimeout(changeBanner ,5000);
Faulty DOM access

prefix = "banner_";
currBannerElem = document.getElementByID( X + currentBannerlD);
bannerToChange = document.getElementByID(prefix + bannerID);
currBannerElem.removeClassName("active");

Null Exception
bannerToChange.addClassName("active"); = P

10 currentBannerID = bannerlD;

}

currentBannerlID = 1;

changeTimer=setTimeout(changeBanner, 5000);

40



AutoFlox: Approach

* |dentify faulty DOM access through dynamic tracing
* Focus on errors due to DOM-JavaScript interactions

Web App

Instrument Run Web Generate
Trace JS code Application Traces
collection
Trace file
Extract Construct Partition
Trace backward relevant into
analysis slice sequence sequences

41
Faulty DOM access



AutoFlox: Research Questions

RQ1: Are DOM-related JS errors a real problem ? How
frequently are they reported in practice ?

RQ2: Is AutoFlox effective at finding DOM-related JS
errors in open-source applications ?

RQ3: What is the performance overhead of AutoFlox ?



AutoFlox: Experiment 1

* RQ1: Are DOM-related JS errors a real problem ? How
frequently are they reported in practice ?

Studied bug reports of three open-source JavaScript apps
and one closed-source JavaScript app (Google Docs)

— Filtered based on keywords such as “JavaScript”, “JS”, “Console”
— Only considered those that had been fixed and fix involved JS

Total of 29 bug reports satisfied this criteria from 135 reports



AutoFlox: Results RQ1

Breakdown of JavaScript Errors

& Unknown Type
- Unknown DOM Related
“ Output DOM related

& Non DOM Related
& Code terminating DOM related

44



AutoFlox: Experiment 2

* RQ2: Is AutoFlox effective at finding DOM-
related JS errors ?

Benchmarks: Tudu, TaskFreak and WordPress

Experiment: Injected faults by mutating DOM
accessor methods. Compared AutoFlox output
with the injected line — match equals success



AutoFlox: Results RQ2

Name of Appin | No of lines of No of Detected no Percentage of
code mutations successes

TaskFreak 3044 100%
Tudu 11653 24 24 100%
Wordpress 8366 13 7 54%
Total 66 60 91%

AutoFlox diagnosed all errors in 2 of 3 applications

WordPress was the exception — couldn’t diagnose
errors in anonymous functions (future work)

Overall accuracy was about 91%

46



AutoFlox: Summary

* Fault localization for JavaScript is challenging

* About 80% of JavaScript bugs occur due to
DOM interactions — 52% code-terminating

e AutoFlox uses dynamic backward slicing to
successfully isolate > 90% of injected faults

— Real error from tumblr.com localized



This Talk

* Motivation and Approach

* Two approaches for JS Reliability

— JSER [ISSRE 2011] — With F. Ocariza and B.G. Zorn
— AutoFlox [ICST 2012] — With F. Ocariza, A. Mesbah

e Future Directions and Conclusions

48



Future Directions
 Static analysis to augment dynamic analysis

— Seed with errors found by dynamic analysis @
i

— Prioritize errors based on past experience 4

* Analyze the impact of an error message
— Does it impact application’s functionality ?
— Does it affect other users of the application

* Fault Injection
— Inject realistic faults in the application

— Study its robustness under faults I
™
/ =



Conclusions

 Web 2.0 applications’ reliability is challenging

 Measured reliability of web apps in the wild

— JSER: Based on error messages
— AutoFlox: Fault localization

* Need novel solutions to improve web apps
reliability — the world is your playground



