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My	
  Research	
  

•  How	
  to	
  build	
  Reliable	
  and	
  Secure	
  SoAware	
  

•  SoAware	
  Error	
  Resilience	
  to	
  Hardware	
  Errors	
  
– Error	
  Detec?on	
  in	
  Mul?core	
  Systems	
  [SELSE’12]	
  
– Fault	
  diagnosis	
  using	
  soEware	
  methods	
  [SELSE’12]	
  

•  Web	
  2.0	
  Applica/ons’	
  Reliability	
  –	
  This	
  Talk	
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Web	
  2.0	
  Applica?ons	
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Web	
  2.0	
  Applica?on:	
  Amazon.com	
  

4	
  

Amazon’s	
  
own	
  ad	
  

Menu	
  
bar	
  

Search	
  
Func/on	
  

Third	
  party	
  
gadget	
  	
  ad	
  Web	
  2.0	
  applica/ons	
  allow	
  rich	
  UI	
  func/onality	
  within	
  a	
  single	
  web	
  page	
  



Web	
  2.0	
  Applica?on:	
  JavaScript	
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Significant	
  amount	
  of	
  JavaScript	
  code	
  execu/ng	
  in	
  the	
  browser	
  



Web	
  2.0	
  Applica?on:	
  Amazon.com	
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Web	
  Apps	
  experience	
  errors,	
  yet	
  they	
  con/nue	
  to	
  execute	
  !	
  



Web	
  2.0	
  Applica?ons:	
  Problems	
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JavaScript	
  (JS)	
  had	
  to	
  “look	
  like	
  Java”	
  
only	
  less	
  so,	
  be	
  Java’s	
  dumb	
  kid	
  brother	
  
or	
  boy-­‐hostage	
  sidekick.	
  Plus,	
  I	
  had	
  to	
  be	
  
done	
  in	
  ten	
  days	
  or	
  something	
  worse	
  
than	
  JS	
  would	
  have	
  happened	
  
	
  –	
  Brendan	
  Eich	
  (Inventor	
  of	
  JavaScript)	
  

Loose	
  seman/cs	
  Mul/ple	
  Par/es	
   JavaScript	
  



Prevalence	
  of	
  JavaScript	
  

•  97	
  of	
  Alexa	
  top	
  100	
  websites	
  use	
  JavaScript	
  
•  Many	
  of	
  them	
  use	
  “Evil”	
  features	
  [Richards-­‐PLDI10]	
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Does	
  Reliability	
  Mader	
  ?	
  
•  Snapshot	
  of	
  iFeng.com:	
  Leading	
  media	
  website	
  in	
  China	
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an	
  error	
  occurred	
  when	
  processing	
  this	
  direc/ve	
  



Studies	
  of	
  JavaScript	
  Web	
  Applica?ons	
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Performance	
  and	
  parallelism:	
  
JSMeter	
  [Ratanaworabhan-­‐2010],	
  
[Richards-­‐2009],	
  [Fortuna-­‐2011]	
  

Reliability	
  

?	
  
Security	
  and	
  Privacy:	
  
[Yue-­‐2009],	
  Gatekeeper
[Guarnieri-­‐2009],	
  [Jang-­‐2010]	
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Goal:	
  Study	
  and	
  improve	
  the	
  reliability	
  of	
  JavaScript	
  web	
  applica/ons	
  



Web	
  Apps’	
  Reliability:	
  Challenges	
  
•  Lack	
  of	
  specifica/ons	
  
– Automa?cally	
  find	
  reliability	
  viola?ons	
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  Lack	
  of	
  tool	
  support	
  
  Automa?cally	
  localize	
  applica?on	
  errors	
  	
  	
  

JSER	
  



This	
  Talk	
  

•  Mo?va?on	
  and	
  Approach	
  

•  Two	
  approaches	
  for	
  JS	
  Reliability	
  
–  JSER	
  [ISSRE	
  2011]	
  –	
  With	
  F.	
  Ocariza	
  and	
  B.G.	
  Zorn	
  
– AutoFlox	
  [ICST	
  2012]	
  –	
  With	
  F.	
  Ocariza,	
  A.	
  Mesbah	
  

•  Future	
  Direc?ons	
  and	
  Conclusions	
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JSER:	
  JavaScript	
  Error	
  Messages	
  

•  All	
  excep?ons	
  thrown	
  are	
  logged	
  to	
  JS	
  console	
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Mul/ple	
  
excep/ons	
  



JSER:	
  Error	
  Messages	
  Vs.	
  Sta?c	
  
Analysis	
  

•  No	
  false	
  posi?ves	
  unlike	
  sta?c	
  analysis	
  

•  Challenging	
  to	
  analyze	
  JavaScript	
  sta?cally	
  

•  Capture	
  interac?ons	
  with	
  the	
  DOM	
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Vs.	
  
JSER	
  



JSER:	
  Tools	
  

•  Chose	
  50	
  web	
  applica?ons	
  from	
  Alexa	
  top	
  100	
  
•  Created	
  Selenium	
  tests	
  for	
  normal	
  interac?ons	
  	
  

•  Capture	
  JavaScript	
  Errors	
  printed	
  to	
  Firebug	
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JSER:	
  Research	
  Ques?ons	
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Do	
  errors	
  occur	
  in	
  web	
  apps	
  and	
  
if	
  so,	
  what	
  categories	
  do	
  they	
  
fall	
  in	
  ?	
  

How	
  do	
  errors	
  vary	
  by	
  
speed	
  of	
  tes?ng	
  ?	
  Are	
  
they	
  all	
  determinis?c	
  ?	
  

How	
  do	
  errors	
  correlate	
  
with	
  sta?c	
  and	
  dynamic	
  
characteris?cs	
  of	
  the	
  app?	
  



JSER:	
  Method	
  

17	
  

1.  Descrip?on	
  of	
  error	
  message	
  

2.  Line	
  of	
  code	
  corresponding	
  to	
  error	
  

3.  Domain	
  number	
  and	
  line	
  number	
  

Two	
  errors	
  are	
  different	
  if	
  any	
  a:ribute	
  is	
  different	
  	
  



JSER:	
  Error	
  Frequencies	
  Results	
  

•  Average	
  of	
  4	
  dis/nct	
  error	
  messages	
  for	
  each	
  app	
  
–  Standard	
  dev:	
  3	
  
– Max:	
  16	
  (Cnet)	
  
– Min:	
  0	
  (Google)	
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Total	
  Dis/nct	
  Errors	
  



JSER:	
  Error	
  Classifica?on	
  Results	
  
•  94	
  %	
  of	
  errors	
  fall	
  into	
  four	
  predominant	
  categories	
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54%	
  

9%	
  

27%	
  

4%	
  
6%	
  

Distribu/on	
  of	
  Error	
  Messages	
  

#	
  of	
  Permission	
  Denied	
  Errors	
  

#	
  of	
  Null	
  Excep?on	
  Errors	
  

#	
  of	
  Undefined	
  Symbol	
  Errors	
  

#	
  of	
  Syntax	
  Errors	
  

#	
  of	
  Miscellaneous	
  Errors	
  



JSER:	
  Permission	
  Denied	
  Example	
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adver?sement	
  

• Error	
  Message:	
  Permission	
  denied	
  for	
  hdp://view.atdmt.com	
  to	
  call	
  method	
  
Loca?on.toString	
  on	
  hdp://www.imdb.com	
  

• Explana/on:	
  Triggered	
  by	
  appearance	
  of	
  adver?sement.	
  Leads	
  to	
  SOP	
  viola?on.	
  

Bo:om	
  Line:	
  JS	
  errors	
  may	
  appear	
  as	
  a	
  result	
  of	
  code	
  wri:en	
  by	
  others	
  

Taken	
  from	
  
imdb.com	
  

54%	
  

9%	
  

27%	
  

4%	
   6%	
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JSER:	
  Undefined	
  Symbol	
  Example	
  
Taken	
  from	
  
cnn.com	
  

• Error	
  Message:	
  cnn_onMemFBInit()	
  is	
  undefined	
  

if (CNN_ISMemInit && CNN_IsFBInit) cnn_onMemFBInit(); 

• Explana/on:	
  Both	
  CNN_IsMemInit	
  and	
  CNN_IsFBInit	
  set	
  to	
  true	
  

• Bo:om	
  Line:	
  JS	
  code	
  is	
  difficult	
  to	
  maintain	
  

//	
  this	
  probably	
  isn’t	
  needed	
  anymore	
  

54%	
  

9%	
  

27%	
  

4%	
   6%	
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JSER:	
  Null	
  Excep?on	
  Example	
  
Taken	
  from	
  
amazon.com	
  

• Error	
  Message:	
  document.getElementById(“inappDiv”)	
  is	
  null	
  

document.getElementById(“inappDiv”).style.display = ‘none’; 

• Explana/on:	
  	
  inappDiv	
  was	
  only	
  defined	
  for	
  users	
  who	
  are	
  logged	
  in	
  

• Bo:om	
  Line:	
  JS	
  code	
  may	
  depend	
  on	
  the	
  DOM	
  

Causes	
  error	
  
on	
  click	
  

54%	
  

9%	
  

27%	
  

4%	
   6%	
  



JSER:	
  Syntax	
  Error	
  Example	
  
Taken	
  from	
  
about.com	
  

• Error	
  Message:	
  unterminated	
  string	
  literal	
  

zGPU = ‘http://movies.about.com/od/onlinemovies 
Movies_Available_on_the_Internet.html’” 

• Bo:om	
  Line:	
  JS	
  code	
  is	
  some/mes	
  not	
  well-­‐tested	
  

54%	
  

9%	
  

27%	
  

4%	
   6%	
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JSER:	
  Research	
  Ques?ons	
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Do	
  errors	
  occur	
  in	
  web	
  apps	
  and	
  
if	
  so,	
  what	
  categories	
  do	
  they	
  fall	
  
in	
  ?	
  

How	
  do	
  errors	
  vary	
  by	
  
speed	
  of	
  tes/ng	
  ?	
  Are	
  
they	
  all	
  determinis/c	
  ?	
  

How	
  do	
  errors	
  correlate	
  
with	
  sta?c	
  and	
  dynamic	
  
characteris?cs	
  of	
  the	
  app?	
  



JSER:	
  Effect	
  of	
  Tes?ng	
  Speed	
  

•  Varied	
  tes?ng	
  speed	
  for	
  replaying	
  events	
  in	
  
Selenium	
  

•  Performed	
  three	
  execu?ons	
  in	
  each	
  tes?ng	
  speed	
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JSER:	
  Tes?ng	
  Speed	
  Results	
  (CNN)	
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Error Message (shortened) F 
1 

F 
2 

F 
3 

M 
1 

M 
2 

M 
3 

S 
1 

S 
2 

S 
3 

Permission Denied for 
view.atdmt.com to call <fname> on 

marquee.blogs.cnn.com 

4 4 4 1 3 3 2 2 3 

targetWindow.cnnad showAd is not 
a function 

0 2 5 0 0 0 0 0 0 

window.parent.CSIManager is un- 
defined 

0  0 0 0 0 0 1 1 0 



JSER:	
  Effect	
  of	
  Tes?ng	
  Speed	
  
•  All	
  three	
  tes?ng	
  modes	
  expose	
  different	
  errors	
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Total	
  dis/nct	
  errors	
  

Fast	
  Mode	
   Medium	
  Mode	
   Slow	
  Mode	
  



JSER:	
  Non-­‐Determinism	
  

•  More	
  than	
  70%	
  of	
  errors	
  are	
  non-­‐determinis?c	
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Total	
  non-­‐determinis?c	
  errors	
  



JSER:	
  Research	
  Ques?ons	
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Do	
  errors	
  occur	
  in	
  web	
  apps	
  and	
  
if	
  so,	
  what	
  categories	
  do	
  they	
  fall	
  
in	
  ?	
  

How	
  do	
  errors	
  vary	
  by	
  
speed	
  of	
  tes?ng	
  ?	
  Are	
  
they	
  all	
  determinis?c	
  ?	
  

How	
  do	
  errors	
  correlate	
  
with	
  sta/c	
  and	
  dynamic	
  
characteris/cs	
  of	
  the	
  app?	
  



JSER:	
  Sta?c/Dynamic	
  Characteris?cs	
  

Sta/c	
  Characteris/cs	
  

•  Number	
  of	
  called	
  func?ons	
  

•  Number	
  of	
  eval	
  calls	
  

•  Proper?es	
  deleted	
  

•  Object	
  inheritance	
  overridings	
  

Dynamic	
  Characteris/cs	
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•  Alexa	
  Rank	
  

•  Bytes	
  of	
  JavaScript	
  code	
  

•  Number	
  of	
  domains	
  

•  Domains	
  containing	
  JS	
  

From	
  Richards	
  et	
  al.	
  [PLDI	
  –	
  2010]	
  Measured	
  using	
  Phoenix	
  &	
  Firebug	
  plugins	
  



JSER:	
  JS	
  Code	
  Size	
  Correla?ons	
  
•  Low	
  correla?on	
  

–  JS	
  reliability	
  not	
  correlated	
  with	
  code	
  size	
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JSER:	
  Eval	
  Calls	
  Classifica?on	
  
•  Low	
  correla?on	
  

–  Eval	
  calls	
  do	
  not	
  seem	
  to	
  influence	
  reliability	
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JSER:	
  Correla?ons	
  Summary	
  

Sta/c	
  Characteris/cs	
  

•  Number	
  of	
  called	
  func?ons	
  

•  Number	
  of	
  eval	
  calls	
  

•  Proper?es	
  deleted	
  

•  Object	
  inheritance	
  overridings	
  

Dynamic	
  Characteris/cs	
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•  Alexa	
  Rank	
  

•  Bytes	
  of	
  JavaScript	
  code	
  

•  Number	
  of	
  domains	
  

•  Domains	
  containing	
  JS	
  	
  



JSER:	
  Research	
  Ques?ons	
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Do	
  errors	
  occur	
  in	
  web	
  apps	
  and	
  
what	
  categories	
  do	
  they	
  fall	
  in	
  ?	
  

How	
  do	
  errors	
  vary	
  by	
  
speed	
  of	
  tes?ng	
  ?	
  Are	
  
they	
  all	
  determinis?c	
  ?	
  

How	
  do	
  errors	
  correlate	
  
with	
  sta?c	
  and	
  dynamic	
  
characteris?cs	
  of	
  the	
  app?	
  

Average	
  of	
  four	
  errors	
  in	
  each	
  
app.	
  Errors	
  fall	
  into	
  four	
  well-­‐
defined	
  categories	
  

Errors	
  vary	
  by	
  speed	
  of	
  
tes/ng.	
  Majority	
  of	
  errors	
  
are	
  non-­‐determinis/c	
  

Correlated	
  with	
  no	
  of	
  
domains,	
  no	
  of	
  domains	
  
with	
  JS,	
  Alexa	
  rank	
  



JSER:	
  Implica?ons	
  of	
  the	
  Results	
  

•  Programmers	
  
–  Need	
  to	
  make	
  code	
  robust	
  against	
  other	
  code/scripts	
  
– Make	
  sure	
  interac?ons	
  with	
  DOM	
  are	
  checked	
  

•  Testers	
  
–  Perform	
  integra?on	
  tes?ng	
  to	
  see	
  effects	
  of	
  ads	
  
–  Need	
  to	
  test	
  at	
  mul?ple	
  tes?ng	
  speeds,	
  mul?ple	
  ?mes	
  

•  Sta/c	
  analysis	
  tool	
  developers	
  
–  Target	
  most	
  common	
  classes	
  of	
  errors	
  	
  
–  Need	
  to	
  model	
  the	
  DOM	
  in	
  the	
  analysis	
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This	
  Talk	
  

•  Mo?va?on	
  and	
  Approach	
  

•  Two	
  approaches	
  for	
  JS	
  Reliability	
  
–  JSER	
  [ISSRE	
  2011]	
  –	
  With	
  F.	
  Ocariza	
  and	
  B.G.	
  Zorn	
  
– AutoFlox	
  [ICST	
  2012]	
  –	
  With	
  F.	
  Ocariza,	
  A.	
  Mesbah	
  

•  Future	
  Direc?ons	
  and	
  Conclusions	
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AutoFlox:	
  Mo?va?on	
  

•  Goal:	
  Find	
  JavaScript	
  line	
  corresponding	
  to	
  error	
  

Why	
  is	
  this	
  challenging	
  ?	
  
– Many	
  errors	
  occur	
  due	
  to	
  DOM-­‐JavaScript	
  Interac?ons	
  
–  Lack	
  of	
  strict	
  error	
  checking	
  leads	
  to	
  error	
  propaga?on	
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AutoFlox:	
  What	
  is	
  the	
  DOM	
  ?	
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document	
  

div	
   div	
   div	
  

<A>	
   text	
   h1	
  

div	
   ul	
   p	
  

head	
  

?tle	
   script	
   script	
   script	
  

li	
   li	
   li	
  <A>	
   text	
   h1	
  

DOM-­‐JS	
  interac?on	
  APIs	
  
e.g.,	
  getElementByID()	
  



AutoFlox:	
  Example	
  (Tumblr.com)	
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1	
  func?on	
  changeBanner(	
  bannerID	
  )	
  {	
  	
  
2  clearTimeout(changeTimer);	
  	
  
3  changeTimer=setTimeout(changeBanner	
  ,5000);	
  	
  
4  …	
  
5  prefix	
  =	
  "banner_";	
  	
  
6  currBannerElem	
  =	
  document.getElementByID(prefix	
  +	
  currentBannerID);	
  	
  
7  bannerToChange	
  =	
  document.getElementByID(prefix	
  +	
  bannerID);	
  
8  currBannerElem.removeClassName("ac?ve");	
  

9  bannerToChange.addClassName("ac?ve");	
  
10  currentBannerID	
  =	
  bannerID;	
  	
  
}	
  
…	
  	
  
currentBannerID	
  =	
  1;	
  

changeTimer=setTimeout(changeBanner	
  ,	
  5000);	
  

Missing	
  
argument	
  



AutoFlox:	
  Example	
  (Tumblr.com)	
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1	
  func?on	
  changeBanner(	
  bannerID	
  )	
  {	
  	
  
2  clearTimeout(changeTimer);	
  	
  
3  changeTimer=setTimeout(changeBanner	
  ,5000);	
  	
  
4  …	
  
5  prefix	
  =	
  "banner_";	
  	
  
6  currBannerElem	
  =	
  document.getElementByID(prefix	
  +	
  currentBannerID);	
  	
  
7  bannerToChange	
  =	
  document.getElementByID(prefix	
  +	
  bannerID);	
  
8  currBannerElem.removeClassName("ac?ve");	
  

9  bannerToChange.addClassName("ac?ve");	
  
10  currentBannerID	
  =	
  bannerID;	
  	
  
}	
  
…	
  	
  
currentBannerID	
  =	
  1;	
  

changeTimer=setTimeout(changeBanner	
  ,	
  5000);	
  

Null	
  Excep?on	
  	
  

Faulty	
  DOM	
  access	
  



AutoFlox:	
  Approach	
  
•  Iden?fy	
  faulty	
  DOM	
  access	
  through	
  dynamic	
  tracing	
  
•  Focus	
  on	
  errors	
  due	
  to	
  DOM-­‐JavaScript	
  interac?ons	
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Instrument	
  
JS	
  code	
  

Run	
  Web	
  	
  
Applica?on	
  

Generate	
  
Traces	
  

Extract	
  
backward	
  

slice	
  

Construct	
  
relevant	
  
sequence	
  

Par??on	
  
into	
  

sequences	
  

Trace	
  
collec/on	
  

Trace	
  
analysis	
  

Web	
  App	
  

Faulty	
  DOM	
  access	
  

Trace	
  file	
  



AutoFlox:	
  Research	
  Ques?ons	
  

•  RQ1:	
  Are	
  DOM-­‐related	
  JS	
  errors	
  a	
  real	
  problem	
  ?	
  How	
  
frequently	
  are	
  they	
  reported	
  in	
  prac/ce	
  ?	
  

•  RQ2:	
  Is	
  AutoFlox	
  effec/ve	
  at	
  finding	
  DOM-­‐related	
  JS	
  
errors	
  in	
  open-­‐source	
  applica/ons	
  ?	
  

•  RQ3:	
  What	
  is	
  the	
  performance	
  overhead	
  of	
  AutoFlox	
  ?	
  

42	
  



AutoFlox:	
  Experiment	
  1	
  

•  RQ1:	
  Are	
  DOM-­‐related	
  JS	
  errors	
  a	
  real	
  problem	
  ?	
  How	
  
frequently	
  are	
  they	
  reported	
  in	
  prac/ce	
  ?	
  

Studied	
  bug	
  reports	
  of	
  three	
  open-­‐source	
  JavaScript	
  apps	
  
and	
  one	
  closed-­‐source	
  JavaScript	
  app	
  (Google	
  Docs)	
  
–  Filtered	
  based	
  on	
  keywords	
  such	
  as	
  “JavaScript”,	
  “JS”,	
  “Console”	
  
–  Only	
  considered	
  those	
  that	
  had	
  been	
  fixed	
  and	
  fix	
  involved	
  JS	
  

Total	
  of	
  29	
  bug	
  reports	
  sa/sfied	
  this	
  criteria	
  from	
  135	
  reports	
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AutoFlox:	
  Results	
  RQ1	
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4%	
  

17%	
  

10%	
  
52%	
  

17%	
  

69%	
  

Breakdown	
  of	
  JavaScript	
  Errors	
  

Unknown	
  Type	
   Non	
  DOM	
  Related	
  

Unknown	
  DOM	
  Related	
   Code	
  termina?ng	
  DOM	
  related	
  

Output	
  DOM	
  related	
  



AutoFlox:	
  Experiment	
  2	
  

•  RQ2:	
  Is	
  AutoFlox	
  effec/ve	
  at	
  finding	
  DOM-­‐
related	
  JS	
  errors	
  ?	
  	
  

Benchmarks:	
  Tudu,	
  TaskFreak	
  and	
  WordPress	
  

Experiment:	
  Injected	
  faults	
  by	
  muta?ng	
  DOM	
  
accessor	
  methods.	
  Compared	
  AutoFlox	
  output	
  
with	
  the	
  injected	
  line	
  –	
  match	
  equals	
  success	
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AutoFlox:	
  Results	
  RQ2	
  

Name	
  of	
  Appln	
   No	
  of	
  lines	
  of	
  
code	
  

No	
  of	
  
muta/ons	
  

Detected	
  no	
   Percentage	
  of	
  
successes	
  

TaskFreak	
   3044	
   29	
   29	
   100%	
  

Tudu	
   11653	
   24	
   24	
   100%	
  

Wordpress	
   8366	
   13	
   7	
   54%	
  

Total	
   66	
   60	
   91%	
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AutoFlox	
  diagnosed	
  all	
  errors	
  in	
  2	
  of	
  3	
  applica?ons	
  

WordPress	
  was	
  the	
  excep?on	
  –	
  couldn’t	
  diagnose	
  
errors	
  in	
  anonymous	
  func?ons	
  (future	
  work)	
  

Overall	
  accuracy	
  was	
  about	
  91%	
  



AutoFlox:	
  Summary	
  

•  Fault	
  localiza?on	
  for	
  JavaScript	
  is	
  challenging	
  

•  About	
  80%	
  of	
  JavaScript	
  bugs	
  occur	
  due	
  to	
  
DOM	
  interac?ons	
  –	
  52%	
  code-­‐termina?ng	
  

•  AutoFlox	
  uses	
  dynamic	
  backward	
  slicing	
  to	
  
successfully	
  isolate	
  >	
  90%	
  of	
  injected	
  faults	
  
– Real	
  error	
  from	
  tumblr.com	
  localized	
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This	
  Talk	
  

•  Mo?va?on	
  and	
  Approach	
  

•  Two	
  approaches	
  for	
  JS	
  Reliability	
  
–  JSER	
  [ISSRE	
  2011]	
  –	
  With	
  F.	
  Ocariza	
  and	
  B.G.	
  Zorn	
  
– AutoFlox	
  [ICST	
  2012]	
  –	
  With	
  F.	
  Ocariza,	
  A.	
  Mesbah	
  

•  Future	
  Direc?ons	
  and	
  Conclusions	
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Future	
  Direc?ons	
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•  Sta/c	
  analysis	
  to	
  augment	
  dynamic	
  analysis	
  
–  Seed	
  with	
  errors	
  found	
  by	
  dynamic	
  analysis	
  
–  Priori?ze	
  errors	
  based	
  on	
  past	
  experience	
  

•  Analyze	
  the	
  impact	
  of	
  an	
  error	
  message	
  
– Does	
  it	
  impact	
  applica?on’s	
  func?onality	
  ?	
  
– Does	
  it	
  affect	
  other	
  users	
  of	
  the	
  applica?on	
  ?	
  

•  Fault	
  Injec/on	
  
–  Inject	
  realis?c	
  faults	
  in	
  the	
  applica?on	
  
–  Study	
  its	
  robustness	
  under	
  faults	
  



Conclusions	
  

•  Web	
  2.0	
  applica/ons’	
  reliability	
  is	
  challenging	
  

•  Measured	
  reliability	
  of	
  web	
  apps	
  in	
  the	
  wild	
  
–  JSER:	
  Based	
  on	
  error	
  messages	
  
– AutoFlox:	
  Fault	
  localiza?on	
  

•  Need	
  novel	
  solu/ons	
  to	
  improve	
  web	
  apps	
  
reliability	
  –	
  the	
  world	
  is	
  your	
  playground	
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