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Web 2.0 Application: Amazon.com

. Yo Xo) Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more (@)
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Transferring data from spe.atdmt.com...

Web 2.0 applications allow rich Ul functionality within a single web page




Web 2.0 Application: JavaScript

0o Phoenix Editor
4l http://z-ecx.images-amazon.com/images/G/01/s9-campaigns/s9-multipack-layout-seeded._V200618968_.js "~ Reload
IU9. F
110. }
111. }
112.
113. S9MultiPackLayout.prototype.makeVisible = function() {
114. var numProposedVisibleItems = this.numProposedVisibleItems();
1155 var lastVisibleCol = this.firstVisibleCol + numProposedVisibleItems - 1;
116. var width = ((100 / numProposedVisibleItems)-1);
117.
118. if (this.seedItem) {
119. this.seedItem.style.width = width + "%";
120. this.itemChildren[0].style.display = "";
q21% this.itemChildren[0].style.width = "100%";
122% this.otherItems.style.width = (98 - width) + "%";
1235 var widthWithoutSeed = ( (100 / (numProposedVisibleItems-1))-1);
124. for (var i = 1; i < this.itemChildren.length; i++) {
125. if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
126. this.itemChildren[i].style.display = "";
127. this.itemChildren[i].style.width = widthWithoutSeed + "%";
128% if (this.itemImages[i].getAttribute("url")) {
129. this.itemImages[i].src = this.itemImages[i].getAttribute("url")
130. this.itemImages[i).setAttribute("url", "");
131% }
192 } else {
133. this.itemChildren[i].style.display = "none”;
134. }
135. }
136. } else {
1 for (var i = 0; i < this.itemChildren.length; i++) {
138. if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
139. this.itemChildren[i].style.display = "";
140. this.itemChildren[i].style.width = width + "%";
141. if (this.itemImages[i].getAttribute("url")) {
142. this.itemImages[i).src = this.itemImages[i].getAttribute("url")
143. this.itemImages[i).setAttribute("url", "");
144. }
145. } else {
146. this.itemChildren[i].style.display = “none”;
Formatcode ) (  Execute)s ) ( Error console

Significant amount of JavaScript code executing in the browser




Web 2.0 Application: Amazon.com

(< NONG) Firebug - Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more

. Console v HTML CSS Script DOM Net

@ Clear Persist Profile

! Error in parsing value for 'filter'. Declaration dropped.
filter: alpha(opacity=85); search..41_.css (line 2313)

Error in parsing value for 'cursor'. Declaration dropped.

cursor: hand; search..41_.css (line 2674)

Error in parsing value for 'cursor'. Declaration dropped.
cursor: hand; search..41_.css (line 2769)

Expected color but found 'none'. Error in parsing value for 'background-color'. Declaration dropped.
button.cmtySprite { vertical-align: to...round-color: none; cursor: pointer; } combin...62_.css (line 75)
Error in parsing value for 'white-space'. Declaration dropped.

Error in parsing value for 'filter'. Declaration dropped.
filter:alpha(opacity=9); ciuCSS...94_.css (line 17)
Unknown property '~-moz-opacity'. Declaration dropped.

-moz-opacity:0; ciuCSS...94_.css (line 19)

Error in parsing value for 'filter'. Declaration dropped.
filter:alpha(opacity=80); CiuCsS...94_.css (line 211)
Unknown property '-moz-opacity'. Declaration dropped.

-moz-opacity:0.8; CiuCsS...94_.css (line 212)

-

Selector expected. Ruleset ignored due to bad selector.
// css hack to make font-size @px in o...older (http://pornel.net/firefoxhack) ciuCsS...94 _.css (line 261)

Unknown property 'zoom'. Declaration dropped.
zoom: 1; share-...00_.css (line 279)

Expected declaration but found "*'. Skipped to next declaration.
*display: inline; share-...00_.css (line 280)

Unknown property '-moz-opacity'. Declaration dropped.
-moz-opacity: 0.5; amazon...51_.css (line 44)

Error in parsing value for 'filter'. Declaration dropped.

filter: alpha(opacity=50); amazon...51_css (line 45)
1 Selector expected. Ruleset ignored due to bad selector.

padding: Opx; combin...42_.css (line 527)
0 Permission denied for <http://view.atdmt.com> to call method Location.toString on <http://www.amazon.com:>

Web Apps experience errors, yet they continue to execute !

> €



Web 2.0 Applications: Problems

avaSCript

JavaScript

Multiple Parties Loose semantics

JS had to “look like Java” only less so, be
Java’s dumb kid brother or boy-hostage
sidekick. Plus, | had to be done in ten

days or something worse than JS would
have happened

— Brendan Eich (Inventor of JavaScript)




JavaScript: “Good” or “Evil” ?

Java

S Versus

O'REILLY" | "YAHOO! rress 3

Eval Calls (from Richards et al. [PLDI-2010])
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Real web applications do not stick to the ‘““good’ parts
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Studies of JavaScript Web Applications

Performance and parallelism: Reliability Security and Privacy:
JSMeter [Ratanaworabhan-2010], ? [Yue-2009], Gatekeeper
[Richards-2009], [Fortuna-201 |] o [Guarnieri-2009], [Jang-2010]

) ) -

Goal: Study the reliability of web applications in the “wild”

reliability
security




Why Reliability Matters ?

» Snapshot of iFeng.com: Leading media website in China

[an error occurred while processing this directive]
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Web Apps’ Reliability: Challenges

» Lack of specifications
Distinguish correct and incorrect executions

No specification of correct behavior

» Lack of tool support
» Automatically find application errors




Overview: Evaluating JavaScript Reliability

JSER: Error messages DoDOM: DOM Invariants
» Studied error messages » Extracted invariant DOMs
printed to the |S console over multiple executions

DoDOM



This Talk

4

» Two approaches for evaluating JS Reliability

Error messages — |SER [Under submission]
DOM Invariants — DoDOM [ISSRE 2010]

» Future Directions and Conclusions



JSER: JavaScript Error Messages

» Any exception thrown by JS code is logged to JS console

Yahoo! : My Yahoo! : Mall : More

I
YAHOO!, ANSWERS

Make Y! My Homepage Hi, Frolin ¥ : Sign Out : Help

WEB SEARCH

HOME BROWSE CATEGORIES MY ACTIVITY

e Ask Answer Discover

5 Share your knowledge, Help others and The Best Answers chosen by the
What would you like to ask? be an Expert Community

Continue Browse Open Questions Browse Resolved Questions

What are you looking for? Search Y! Answers  Advanced Search

omooo
Best of Answers * R
How does an electric eel generate electricity? -— Get Started!
Asked by Notyourtypicalteenageboy - Zoology

ADVERTISEMENT
The electric eel has three abdominal pairs of organs that... More >
295 19 (2 Answer by Wolf Maltin

YOU COULD
4 Send to a friend WIN THE X1 ULTIMATE
ADVENTURE.

Cis null

if (window.yzg p==null)deocument.write("...d/lib/bc/ber_2.0.5.3s></scr"+"ipt>");

.
Q Permission denied for <http://ad.yieldmanager.com> to call method Location. toString on <http://ca.answers. yahoo.com>. I I u Itl P I e
document.write ("<scr"+"ipt type='text/...rc='"+prHosti+pr_s+"'></scr"+"ipt>");

0 E("set_hp_firefox_instructions”) is undefined
if("undefined" ==typeof YAHOOR&&YAHOO){.. .etTimeout{arguments.callee, 100)}})0};

exceptions




JSER: Why Error Messages ?

» No false positives unlike static analysis
» Challenging to analyze JavaScript statically

» Capture interactions with the DOM

« (JSLint)




JSER: Tools

» Chose 50 web applications from the Alexa top 100

» Created test suites for normal interactions in Selenium

» Capture JavaScript Errors printed to Firebug console

€)Alexa

The Web Information Company

web debugging evolved

{ ) FireBug

p




JSER: Research Questions

How do errors correlate
with static and dynamic
characteristics of the app?

Do errors occur in web apps
and if so, what categories do
they fall in?

How do errors vary by
speed of testing ! Are
they all deterministic ?



Errors and their classification: Method

€) regionArray(l] is undefined

1

var regionWeatherCity = regionArray[1].slice(@,-1); €—— |

t2

ifeng.com (line 611) ¢

-~
)

|. Description of error message
2. Line of code corresponding to error

3. Domain number and line number

Two errors are different if any attribute is different




Errors and their classification: Results

» Average of 4 distinct error messages for each app
Standard dev: 3
Max: |6 (Cnhet)
Min: 0 (Google)

Total Distinct Errors

18
16
14
12
10

O N A O
o




Errors and their classification: Results

» 94 % of errors fall into four predominant categories

Distribution of Error Messages

4% ¥ # of Permission Denied Errors

# of Null Exception Errors

27% # of Undefined Symbol Errors

# of Syntax Errors

9%

" # of Miscellaneous Errors




Errors and their classification:
Permission Denied Example

Taken from

The Hangover Part II (5/26)

Director: Todd Phillips

Stars: Bradley Cooper, Zach Galifianakis, Ed Helms (Full Cast)

Studio: Warner Bros. Pictures

The Plot: Right after the bachelor party in Las Vegas, Phil (Cooper), Stu
(Helms), Alan (Galifianakis), and Doug (Bartha) jet to Thailand for Stu's
wedding. Stu’s plan for a subdued pre-wedding brunch, however, goes
seriously awry.

Photos (See all 47 | slideshow)

e v
k' v E

X § wi
THE BUZZ: The man who once made a documentary about underground
punk rock legend G.G. Allin now faces the pressure of following up the most
successful R-rated comedy of all time. Meanwhile, Zach Galifianakis is a
mainstream movie star who has retained his indie-comedy cred. We often
Jjoke that Hollywood isn’t hip and has run out of ideas, but here's a bit of
evidence to the contrary. If part two is anywhere near as good as the original
-- and/or if it pulls a Terminator II and surpasses its predecessor -- we will

eagerly await the proposed third and final chapter to complete this epic,
drug-fueled, boyz-II-men trilogy.

Videos (see all 9)

Boards: my fears for this movie... | first review

L Teailare | Diatac | Donrde | ilcarD L Do

Choose a movie
All Movies

®)| co

See more movie showtimes »

Book today

2d feedback

Share this page: [}

©iLike [E3 586 people like this.

Y

imdb.com

4%
27%

9%

*Error Message: Permission denied for http://view.atdmt.com to call method
Location.toString on

o,

*Explanation: Triggered by appearance of advertisement. Leads to SOP violation.

19

_—— advertisement

(o]

Bottom Line: ]S errors may appear as a result of code written by others



Errors and their classification:
Undefined Symbol Example

Taken from
chh.com

4%

- . o |
Throwback "Wonka' star OprahWInlreysays
nniversary farewell

Nexus S™4G. o -
The frst phone n : 9%

*Error Message cnn_onMemFBlInit() is undefined

/] this probably isn’t needed anymore
1f (CNN ISMemInit && CNN IsFBInit) cnn onMemFBInit();

*Explanation: Both CNN_IsMemlnit and CNN_IsFBInit set to true

Bottom Line: JS code is difficult to maintain
20



Errors and their classification:

Null Exception Example

MMMMM

» If you need help or have a question for Cust e, b
Id you like to update product info, give feedback on images, or tell us about a lower e’
a r back you would liks

tomer Service, contact us,

verygoodmedia123 Privacy State

ment

t rice?
Id like to provide? Click her
veryg ipping

rygoodmedial23 Shipping Infor:

‘mation

Your Recent History (whats this?)
Recently Viewed Items

ck Holmes by Sir

! Continue Shopping: Customers Who Bou

ght Items in Yo

ur Recent History Also Bought
L = .
Transcend I

Page 1 of 13

0

—

*Error Message: document.getElementByld(“inappDiv”) is null

Taken from
amazon.com

4%
27%
9%

Causes error
on click

document.getElementById (“inappDiv”) .style.display = ‘none’;

*Explanation: inappDiv was only defined for users who are logged in

*Bottom Line: JS code may depend on the DOM

21




Errors and their classification:
Syntax Error Example

Taken from
about.com

Home > Search Results

Congratulations! 1 |[=] B3

You are the 999,999th visitor: Congratulations you WON! [

vertisement

Ad:

AMI.OOI n Q. star wars m

Sponsored Links

Star Wars Games
Get Star Wars Games Find Star Wars Games
www.ask.com

About.com Search Results: Displaying 1 - 10 of 24,400

Top 5 Most Valuable Star Wars Action Figures - Star Wars Figure Values
A list of the 5 most valuable and sought-after Star Wars action figures.

http://actionfigures.about.com/od/historyofactionfigures/tp/top_5_starwars.htm

Disney World Star Wars Weekends 2011 Event - Star Wars Weekends ...
Power of The Force felt at Disney's Hollywood Studios during Star Wars Weekends in May and June, 2011.

http://goflorida.about.com/od/specialevents/a/wdw_starwars.htm

Top Star Wars Computer Games - Best Star Wars Games for the PC

Top Star Wars Computer Games - Here's a list of my best Star Wars Games for the PC. ... Here's my list of some of the
best Star Wars games that have been ...

http://compactiongames.about.com/od/topgames/tp/starwars.htm

*Error Message: unterminated string literal

zGPU = ‘http://movies.about.com/od/onlinemovies
Movies Available on the Internet.html’”

Bottom Line: ]S code is sometimes not well-tested



Errors and their classification: Insights

» Errors can occur due to third-party code

Permission denied errors

» Errors can occur due to the DOM

Null exception errors

» JavaScript code can be difficult to maintain

Undefined symbol errors

» JavaScript code is sometimes not well-tested

Syntax errors

23



Research Questions

How do errors correlate
with static and dynamic
characteristics of the app?

Do errors occur in web apps
and if so, what categories do
they fall in ?

How do errors vary
by speed of testing ?
Are they all
deterministic ?

24



Effect of Testing Speed: Method

» Varied testing speed for replaying events in Selenium

» Performed three executions in each testing speed

Fast Medium Slow

1 | 1

{ //I \\
\\
N
\\

0 ms 500 ms 1000 ms

25



Effect of Testing Speed: Example

Error Message (shortened) F F F MM M S S S
I 2 3 1 2 3 1 2 3
Permission Denied for 4 4 4 | 3 3 2 2 3

view.atdmt.com to call <fname> on
marquee.blogs.cnn.com

Permission Denied for 20 17 20 22 22 16 25 20 16

view.atdmt.com to call <fname> on
www.chn.com

Permission Denied for 8 |6 13 3 6 4 7 12 11
ad.doubleclick.net to call <fhame>
on www.chn.com

targetWindow.cnnad showAd is not 0 2 5 0 O 0 O 0 O
a function

window.parent.CSIManager isun- 0 0 O 0 O 0 I | O
defined

26



Effect of Testing Speed: Frequencies

» All three testing modes expose similar error frequencies
» Slow mode exposes the most number of errors !

Total distinct errors

M Fast Mode " Medium Mode ' Slow Mode




Effect of Testing Speed: Example

Error Message (shortened) F F F MM M S S S
I 2 3 1 2 3 1 2 3
Permission Denied for 4 4 4 | 3 3 2 2 3

view.atdmt.com to call <fname> on
marquee.blogs.cnn.com

Permission Denied for 20 17 20 22 22 16 25 20 16

view.atdmt.com to call <fname> on
www.chn.com

Permission Denied for 8 |6 13 3 6 4 7 12 11
ad.doubleclick.net to call <fhame>
on www.chn.com

targetWindow.cnnad showAd is not 0 2 5 0 O 0 O 0 O
a function

window.parent.CSIManager isun- 0 0 O 0 O 0 I | O
defined

28



Effect of Testing Speed: Non-Determinism

» More than 70% of distinct errors are non-deterministic

M Total non-deterministic errors

29




Effect of Testing Speed: Insights

» Different modes expose different no. of errors

» Different reasons for errors

Fast/Medium Modes: Due to rapid page transitions
Slow Mode: Due to errors in advertisements

» More than 70% of errors are non-deterministic

30



Research Questions

How do errors
correlate with static
and dynamic
characteristics of the

app?

Do errors occur in web apps
and if so, what categories do
they fall in ?

How do errors vary by
speed of testing ! Are
they all deterministic ?

31



Static/Dynamic Correlations

Static Characteristics

Measured using Phoenix & Firebug plugins

32

Alexa Rank

Bytes of JavaScript code

Number of domains

Domains containing |S

Dynamic Characteristics
From Richards et al. [PLDI — 2010]

» Number of called functions

» Number of eval calls

» Properties deleted

» Object inheritance overridings



Static/ Dynamic Correlations: Summary

Static Characteristics Dynamic Characteristics
Measured using Phoenix & Firebug plugins From Richards et al. [PLDI — 2010]

e Alexa Rank >

* Number of domains >

* Domains containing JS b

33



Research Questions: Answers

Cldore ldtied rwit it ovoabefte
derdaimsgin anaf dlonnains
with}sAdetias iafritke app!?

Byenagesefdamnerrarsgps and
exah app:direots falbjrismin ?

four well-defined categories

Ertdosvwior g by speed nf
testingdMhjertitye df\eerors
aretmyreltd é 6éeamministiec?

34



Implications of the Results

» Programmers
Need to make code robust against other code/scripts

Make sure interactions with DOM are checked

» Testers
Perform integration testing to see effects of ads
Need to test at multiple testing speeds, multiple times

» Static analysis tool developers
Target most common classes of errors
Need to model the DOM in the analysis

35



This Talk

4

» Two approaches for evaluating |S Reliability

DOM invariants — DoDOM [ISSRE 2010]

» Future Directions and Conclusions

36



Motivation

» Error Messages are limited in representativeness

Not all errors result in error messages

» Goal: Detect errors that do not result in messages

Do not require programmer intervention

» Challenges

Non-determinism in application

37



Example:

<html|>
<head>
<title> .... </title>
<script> .... </script>
<script> ... </script>
</head>
<body>
<div> <A> ....</A> <text>
<div>
<div>.... </div>

<ul> <li>...</li> <li>..

<p>... </p>
</div>
<div> ... </div>
</body>
</html|>

38

HTML

... <[text> <hl|> ... </hI> </div>

LMi><li> ... </li> </ul>






Example: Invariant DOM

Allowed

éé ﬁ ﬁ ﬁ/ ﬁ B ivariant portion of
40

DOM



DoDOM: Contributions

» DOM invariants can be learned dynamically
Automated tool called DoDOM

» Invariants exist in many Web 2.0 applications

Stabilize within a few executions

» Invariants are useful for error detection

Both for event errors and domain failures

41



DoDOM: Approach

Record a trace of interactions with the web app

Replay the recorded trace on the web app

Capture the series of DOM-trees after each replay

Extract invariant DOM-trees from the executions

42



DoDOM: Invariant Extraction

AAAA

Execution | Execution 2 Execution 3 Execution 4

Invariant DOM

43



DoDOM: Error Detection

Error |

Original
DOM

Multiple
replays Difference
= Detection
Compare
Invariant invariant
DOM and faulty

DOMs

44



DoDOM: Invariant DOM Sequences

Event Sequence: Sequence of events recorded in a trace

DOM Tree Sequence: Sequence of DOM trees after each event

Invariant
DOM trees

Event | Event 2 Event N



Experimental Setup

» Focused mainly on results from Slashdot web app
User interaction by reading and expanding comments
Gathered a trace of |3 events with DoDOM

» Did a replay of the trace 58 times (with DoD

@ Firefox File Edit View History Tools § @ M O $ = 4 CI02) Wed%15AM Q
eno Slashdot: News for nerds, stuff that matters =]

(4)2)- (&) ) () (B rmpssnaotors Google Q\k

Most Visited ~ Gelting Started La+ac+ basdlinac S Apple Yahoo! Google Maps YouTube Wikipedia News~ Popular ~
http://slashdot.org/
Slashdot: News for nerds,

also expecied following the Rusiock boinet (akedown  This scheme, shoriened finks created on these:
fake URL-shortening sites are not included directly in spam messages. Instead, the spam emails contain shortened
URLS created on legitimate URL-shortening sites. These shortened URLS lead to a shortened-URL on the spammer’s Emshmestiet s

fake URL-shortening Web site, which in tum redirects to the spammer's own Web site."

Imagero 4.43

Read the 75 comments @ it malware news

XWiki 3.1 Milestone 2

Can Egypt's Telecom Giants Be Sued In the US? Chicken 4.7.0

Posted by timothy on Wednesday May 25, @05:05AM - strongSwan 4.5.2
from the those-phones-really-tied-the-room-together dept.

= Libidn2 0.6

bedouin writes

massXpert mass spectrometry package
*In April, the Egyptian Centre for Housing Rights filed a lawsuit on behalf of other plaintiffs against the three 250
telecommunications companies (and a number of current and former Egyptian officials) seeking compensation for the

Aspose BarCode for JasperReports 1.5.0
damages they suffered due to the shutdown of communications. The case is ongoing. An interesting question is whether SRt N ARG

any of these companies could also be sued in US courts." Talend Open Studio 4.2.1
mxGraph 1.7.0.2
Read the 85 comments. W court mobile news B ;
Talend Open Profiler 4.2.1
Australians Look To SkyNet For SKA Te XBPS 0.0
Posted by timothy on Wednesday May 25, @02:11AM
from the well-they re-actually-iooking-down dept. & Cerberus Helpdesk 5.4.2

Alkitab Bible Study 2.6.2
angry tapir writes
*Key players behind the Australian-New Zealand joint bid to host the $2.1 billion Square Kilometre Array radio telescope
willlaunch a grid Cloud computing initiative by September with the aim of harvesting the computing and storage power of WebGUI 7.10.47
desktops worldwide."

Armadillo C++ Library 1.99.2

Read the 55 comments @ science space ausiralia SEEEDRCHITE $

Done 2/
e W E

46



Results: Invariant DOM

Number of Nodes in the DOM Tree

5350

5300

5250
Training set = 2
5200 Training set = 4
—Training set = 6
5150
Training set = 8

>100 —Training set = 10

Number of DOM Nodes

5050

Event Number

Convergence of DOM-trees with a training set size of 6 (10%)

47



Results: Fault Injection

ExXperiments

Event Errors Domain Failures

» Dropped events from the » Blocked domains one at a

trace one at a time time using NoScript
» 100% detection for events » Only one of five domains
that impact the DOM impacted the DOM
Trace

A B

Fault-injected Trace
£ -

48




DoDOM: Summary

» DOM invariants can be learned dynamically
Automated tool called DoDOM

» DOM Invariants exist in many Web applications

Stabilize within a few executions

» DOM Invariants are useful for error detection

Both for simple event errors and domain failures

49



This Talk

» Motivation and Approach

» Two approaches for evaluating JS Reliability

» Error messages - ]SER[Under submission]
» DOM invariants — DoDOM [ISSRE 2010]

» Future Directions and Conclusions



Future Directions

» Static analysis to augment dynamic analysis
Seed with errors found by dynamic analysis

Prioritize errors based on past experience

» Analyze the impact of an error message
Does it impact application’s functionality ?

Does it affect other users of the application ?

» Fault Injection
Inject realistic faults in the application

Study its robustness under faults

51



Conclusions

» Web 2.0 applications’ reliability is challenging

» Measured the reliability of web apps in the “wild”
as a first step to improving their reliability

JSER: Based on error messages
DoDOM: Based on DOM invariants

52



