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UBC’s Partnhers

e British Columbia Transmission Corporation
« BC Hydro

* Telus Corporation

o Greater Vancouver Regional District

* Vancouver International Airport Authority
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Our Mandate

“Develop Innovative solutions
to mitigate large disaster
situations involving multiple
Infrastructure systems”
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The Public Safety Problem i@

e Towns, municipalities and organizations are
often not aware of the (hidden)
Interdependencies of their critical
Infrastructure.

 There is no mechanism to determine how their
critical infrastructure system will react during
an emergency, or what vulnerabilities exist In
the system

 They do not have a way of validating and
optimizing emergency response plans and
decision making related to critical infrastructure
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Result:

« During an emergency or disaster, unexpected
Interdependencies appear that can cause
emergency response plans to fail - sometimes
catastrophically.

* Decisions are made that are not optimal. le.
More lives may have been saved if better
decisions had been made.
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Our Contribution: 12SIim —
Critical Infrastructure Interdependencie

Simulator

* 12Sim allows users to model the critical infrastructure
and the associated interdependencies of a town,
municipality or organization

* A emergency event can be simulated and a full
simulation executed to see the effects on critical
Infrastructure

 The simulator can model the effect of decisions made by
emergency management command and control

 Different scenarios can be executed in order to select
the best course of action for emergency response
planning or execution

 Simulations can be connected together to model
iInterdependencies between larger entities (eg. All of BC,
Canada)
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e Result:

— Municipalities and organizations can validate
and test their critical infrastructure and
optimize emergency response plans.

— Cl Simulations can be “grown” to provincial or
national level.
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Complex Interdependent
Multilayered Networks

Layers |
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12SIm

Ontology
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« From Greek ??, genitive ??t??. of being
(part. of €?a? to be)

 Who are the objects in our world, where
are they located, what do they look like
at a given moment, how and why they
change In time?

Ontology
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12SIm Ontology

e Multiple dissimilar systems need to be
solved simultaneously

* Only external representation is needed to
coordinate decision making across
multiple infrastructures
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12SIm Model

A complex infrastructure system is made up of basic
components:

1. Cell (Production Component): For example, a
hospital cell requires inputs: electricity, water,
doctors, medicines, etc. and produces outputs:
patients healed

2. Channel (Transportation Component): The electricity
to the hospital is carried by wires, the water Is
carried by pipes, the doctors are carried by the
transportation system

3. Dispatching (Decisions Component): Determines
resource allocation during scarsity
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Power Substation

100 MW available 100 MW

Hospital needs
100 MW
200 km3 water

150 km3

0 MW

Residences need
20 MW
50 km3 water
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Reserve
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Events that Change the Systerri@

« Disasters (e.g., earthquake) affect cell's m
values and channel’s a and Tau values. They
also affect the external sources values

* Psychological Responses (e.g., panic) affect
cell’'s m values and channel’'s a and Tau values

« Human Processes (e.qg., bureaucratic red tape)
affect cell’'s m values and channel’'s a and Tau

values

e Human Decisions determine distributor ratios
when resources are limited
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Indices i@

e Operabllity (“m” factor): Assuming full inputs
are available, a power substation designed to
deliver an output of 200 MW but because of
earthquake damage can only deliver 100 MW
has m=0.5

* Resource Avallability (“r’ factor): Reduced cell
output which is not due to reduced cell’'s
performance but to scarcity of resources. For
example r = 0.7 means that due to lacking
Input or reserve resources the cell will only be
able to produce 70% of its capacity even
though m=1
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Wellness

 Wellness (“w” factor): Capability of producing
output:

W = output_capable/output_rated

 Wellness can deteriorate by a reduction in m, a
reduction in r, or a reduction in both
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12SIm

Architecture
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Water Station Cell
Human Readable Table (HRT)

IC

Input (x) Internal (m) Output (y)
Power Water Pumps m Water
100% 100% 2 1.0 100%
100% 100% 1 0.5 50%
50% 100% 2orl 0.5-1.0 50%

0% 100% 2orl 0.5-1.0 0%
100% 50% 2orl 0.5-1.0 50%
100% 0% 2orl 0.5-1.0 0%

0% 0% 2orl 0.5-1.0 0%
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Hospital Cell iIn Winter
HRT

Input output

xwl xel xsl xhl xe2 XS2 dogtor nu;se meds patt;en Long Short ;Een:]i;
100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%

0% 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% 0% 0% 0%
100% 0% 100% | 100% 0% 100% | 100% | 100% | 100% | 100% 0% 0% 0%
100% | 100% 0% 100% | 100% 0% 100% | 100% | 100% | 100% 0% 80% 80%
100% | 100% | 100% 0% 100% | 100% | 100% | 100% | 100% | 100% | 100% | 90% 0%
100% | 100% | 100% | 100% | 100% | 100% 0% 100% | 100% | 100% 0% 0% 0%
100% | 100% | 100% | 100% | 100% | 100% | 100% 0% 100% | 100% 0% 0% 0%
100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% 0% 100% 0% 0% 0%
100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% 0% 0% 0% 0%
xwl = water from the powerhouse to the hospital xh1l = steam for sterilization of the surgery equipment surgery
xel = power for the Koerner building xe2 = power for the Purdy building
xs1 = heating for the Koerner building xs2 = heating for the Purdy building
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12Sim Cell/Channel (CC) Model from HRT
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12SIm Linearized Cell Model i@

e Four-region ~
approximation and X2
corresponding table .-
of input/output |

relationship:
_ x1 X2 yl

() 0.5x+0.5x%, =Y, 100% | 100% | 100%
(11) 0.25x, +0.25x, =y, - 0.25 28% 100% 86%
% 100% 63%
(| | |) O4-OX1 + O.56X2 =y, t 0.06 0% 100% 50%
— 100% 0% 50%
(1V) 1.355x, +0.75%, =y, +1.105 o 7 o
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£3 125IM Interface
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£3 125IM Interface
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wayss | —Locenanos | 12dB | update |2Dam [+ I2See
d Cell/Channel
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HUMAN/VIS Hospital
Modules Integration

12SIim Linearized Cell Model 1

real time
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Linearized Cell Model 2

,|  Flows; scripts Linearized Cell Model 3
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Data Model: GIS and Relational Database 1
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Roads Hospital
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12SIm

Scenario Play Out
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Level 1
Coordination Emergency Operations Centre

EOC Moderator

Power Agent Roads Agent Water Agent
id lik ’ CC Models < ,
;’;’gi;’;‘gfpo\kgto § CARIO PLAYOUT (CEN § We would like to
Can it be done? 8 =C © OUT (CEN) O gedlrc_actt) wdater. °
i 12Sim 12dB | GIS | 12Vis = an it be done:
Level 2

Power Control Centre | | Roads Control Centre |~C| Water Control Centre .C&
(REM) (REM) (REM)
CCD CCD CCD

A

done

JIIRP-Ottawa-2Qf| Change Substation A Dispatch J|BC Team

|
................................................................................................................................




Decision Making Scenario

Level 1
A Real World
Alternative
actions No Action (Slm)
e ————————————————————————————————————————
A, B = decision points Action Al (Sim)
Decision A >
- Take Action A2 _ _
Decision B A B Action A2 (Sim)
- Take Action B1 —_—— 4
No Action (Sim)
Screens at A Action B1 (Sim)
- Real World >
- No Action (Sim)
- Action A1 (Sim) Action B2 (Sim)

- Action A2 (Sim)
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Decision Making Scenario

Level 2
o Level 1 decisions: A, B, ...
Level 1 decision Level 2 decisions: a, b, ...
/\ Level 3 decisions: 1, i, ...

Level 2 decisions
/\

Action al (Sim)

Action a2 (Sim)

For Level 2, Level 1decision A has already been taken and Level 2
proceeds from there. The combined results of multiple Level 2 decisions
will create a new real-world picture which will prompt Level 1 decision B.
Level 2 decisions will be the starting point for Level 3 decisions, etc.
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Level 1 Coordination Emergency Operations Centre

EOC Moderator

Water Agent Power Agent Gas Agent

System of Systems

CC Model

ells/Channel
Gas Model

ells/Channel
Water Model

Cells/Channel
Power Model
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: Level 2

.| Power Control Centre |, _ Coordination
(REM) Power System
. Control Centre

done

Change Substation A Dispatch

A 4

Power System Control Centre

ells/Channel
Gas Model

ells/Channel
Water Model
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Level 2

.| Water Control Centre | Coordination

(REM) § Water System
' Control Centre

Water System Control Centre

ells/Channel
Gas Model

ells/Channel
Power Model
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Simulation vs Reality i@

« “Before the battle Is joined, plans are
everything, but once the shooting begins,
plans are worthless.” (Dwight D.
Eisenhower during WWII)

e 12SIm merges together planed scenarios,
simulation, and reality in a very fast real-
time platform
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Regional Emergency Operations Centre

REOC Moderator
EOC Agent 1, EOC Agent 2, etc.

Up Level
Islanding

200 MW
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Down Level
Ground Zero

Social Care
Network

JIIRP-Ottawa-2007

Fire Fighters Network

Fire Marshal

f
/

‘

UBC Team

Incident Command Post (ICP)
Ground Zero —
Moderator

Police Chief

Medical Network

1
Canlhave5 /|
ambulances? ; You can have 3

Ambulance

Police Network

Can | have 10
officers?

v

“~ You can have 8

A
\
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Global CC Models Sharing

L 3 |
~3 Internet Based
CC Models Database
[ 3] Hosting: Akamai, VeriSign
4 |
el [ 3 ] 4 |
L 4 |
| 2 | 1 L 2
3 73] (3] [2 1 CP2 = Coordinating Post
Level 2
4 |
Each post has access to
.5 | global CC data zoomed on
L 2| L 3] A his area of operation (like a
5 ] GPS car navigator)
3 4 |
L 3
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Satellite dish

2

Simulator Visual 128IM !

Output Simulator Cluster i

NS

NS

N

Provincial 12SIM &5
Infrastructure Interdependencies Cell tower

Simulator

12DB

(Data Base)

Scenario
Analysis Module

Communication Facilities
to gather real time info

What if?
Simulator Visualization Tools
Scenario setting  for Decision Makers
Damage Assessment Module
12DAN Provincial
Emergency Operation
Infrastructure Asset Inventory Centre
I2ASSET

JIIRP-Ottawa-2007

Communication Satellite

RegionC &D
ECC

real-time Cls status

Municipality B
—
12DB

B
Region A
12DB
A

real-time Cls status
12Sim Region B

real-time Cls status

Region A
EOC

12Sim Region A
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12SIm

Mathematical Solution
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Interdependencies Matrix i@

[TIIx] ={w]

* [X] = resources; [w] = sources

e [T] = Interdependencies Matrix; built from cell’s
m factors and channel’s (a, Tau) factors

* Interdependencies Analysis
e Sensitivity Analysis
e Dynamic Trajectories Analysis

JIIRP-Ottawa-2007 UBC Team 47



Interdependencies Matrix
UBC Campus Case

IC

AT ST 5FN AT oS0 0 3T a3 04 s o T

=

GE

JIIRP-Ottawa-2007

UBC Team

48



Real-Time Performance i@

e |2SIim solves a piece-wise linear system between
Delta-t steps. This allows for solution speeds
1,000 to 10,000 times faster than standard (non-
linear) simulators

e |12SIim can solve a system of 3,000 cells with 15
inputs/outputs per cell (45,000 state variables) for
a 10 hr scenario with Delta-t = 5 minutes in less
than a second of computer time

* Interactive scenario playing is basically
Instantaneous

e Linear speedup in PC-Clusters (e.g., a cluster with
10 processors makes the solution 10 times faster)
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The Human Layer

Psychological Issues
12Ps
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Psychological issues
Linked to the Physical Layer:
Using our Simulator

IC

o Simulator effectiveness relies on its ability to
identify:
— Infrastructure weaknesses and interdependencies
— Relief weaknesses and interdependencies
— Resource allocation

* because these issues predict collective efficacy
across social geography they support human
capacity to cope and act during disaster
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We Look First at
Population-Related Issues

» Large-scale psychological issues
* Those “victimized” by the disaster
e Varying in

— Vulnerabillity

» Access to disaster support and services
» Beliefs regarding consequences and probability

— Psychological characteristics

IC
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For Later Consideration i@

* First Responders
— Health care professionals
— Police
— Firefighters
— Community workers
— Volunteers
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Some Psychological Issuesi@

« Coping with serious illness as an analogy

« Analytical Focal Points

— Key psychological factors that correlate with
coping and outcome that
e Can be operationalized
« Can be quantified?

JIIRP-Ottawa-2007 UBC Team 54



Perceived Vulnerabillity

 “Imaginability”
o “...Iitis necessary to examine the assumptions of everyday life and the
effects of having these assumptions shattered” (Brown & Neal, 2001)

JIIRP-Ottawa-2007 UBC Team




IC

 The “shared belief that a group can effectively
meet environmental demands and improve their
lives through concerted effort” @enignt, 2004)
— Communitas — the momentary upsurge in collective

unity and spirit associated with certain ritual events
and social crises

Collective Efficacy

JIIRP-Ottawa-2007 UBC Team 56



Vulnerable Populations Loop

Disaster Response
/ Social Geography Perceived Collective

Efficacy
* Access to Resources
» Perceived Social

* Infrastructure Resilience Support

« Social Support
(Organization Relief)

Organization i
Network and
Capacity
Number of Ability to Mitigate
Organizations Disaster

The Simulator works here

e Resource Loss

» Psychological Distress

JIIRP-Ottawa-2007 UBC Team S7



The Psychology of
Evacuation

JIIRP-Ottawa-2007 UBC Team




Panic as a Social Phenomenon i@

e Elevated by a lack of familiarity with place —
exacerbating contagion

 Reduced by support — given and received

— If you can’t find loved ones, find someone
» Called the “convergence effect”
— To help others
— Evidence of being alive and unaffected
— Social comparison

JIIRP-Ottawa-2007 UBC Team 59



Panic and Affiliation:
A Social Attachment Model

Classic conception: Panic = perceived imminent danger + limited
escape options

Newer conception: location of attachment figures more important
than escape options

Affiliation Present Affiliation Absent

sLow intensity
avoidance of threat

Threat Low

e|[ncreased attachment

: *Orderly
Threat High flight/evacuation

*Occasional panic
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UBC Campus Case Study
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UBC Campus Case Study

Why modeling UBC
campus?
« The UBC campus

shares many attributes
of a small city

— 47000 daily
transitory
occupants

— 10000 full time
residents

— own utilities
providers

 Information
accessibility

« Good starting point
before modeling larger
area, such as GVRD

Polnter 4921413701 N 1231ni02:24: W) = '3 gl 100z Eu. alt 34 8011
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JIIRP-12C Team Goals

IC

* Analysis of interdependencies among critical
Infrastructures

 Develop methodologies of analysis

e Concentrate UBC's infrastructure information in
a GIS

* Analyze infrastructure interdependencies

e Contribute to evolve from a culture of reaction
Into a culture of preparedness

JIIRP-Ottawa-2007 UBC Team 63



The Human Layer:

Policy Interdependencies
Simulation
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Briefing

PEP
uideline:

Courdinate internal functions of

Monitor the health and welfare of
EOC staff

Mediate and resolve any
personnel conflic

Facilate shift change briefings

What is appropriate for
management in this situation?
Is there a conflict here?

Is someone hurt?

What should be told to the
Director?

How do | deal with the conflict?

Policy Group

Set expenditure limits
Formally requests outside
supportiresources
Authorizes declaration and
termination of State of Local

Provide overall smergency policy
and direction to the EOC director

A
Emergency
/ Activate the plan

Local disaster situation?

Are things going well with the
plan?

Do we know enough about the
situation?

How much money is needed for
certain kind of disasters?
What is needed for the dis
Do we have what we need?

ster?

olic
Group
Inquiries

Onsulg

ion(Dire
ctor)

Policy Coordination

ssignt
ent

EOC Director

Procedure
Exercise overall management
hility between emergency

Ensure risk management
principles and procedures are
applied.

What is a valid request?

Are there states of emergency?
What are the authorities doing?
Is the EOC staff doing their job?
Do we have the people we need
to do the joh?

Does this media release have the
right kind of information?

Do we need a state of
emergency?

hould we be doing in this
ncy?

Authority

Liaison Officer

1g & contact point for agency
entatives

Position
Log

Public
Information
Materials

en
ent

O
irecto
Briefings

is|
fanag
ment
Advice

Assist EOC Director with VIP
tours of site

| gommunicate guidelines
directives, Action Plans and
Situation Information of the EOC

What are our priorities?
What are the needs of the
external agencies?

Who are the appropriats
authorities?

What should be told to the
media?

hat should be considered as
criftsgl information?

Gfficer)

Risk Management Officer

Procedure

Ensure that good risk management practices are
applied throughout the responss organization and
that every funct
managemant of risk

Provides advice on safety issugs. Overall control
of safety issues
Ensures that appropriate security measurss have
been established.

jon contributes to the

nee

Is the situation risky?

Is someone hurt?

Is the documentation unit running well?
What information is important from a risk
management perspective?

Coordnia
tor)

and
Claims

Ensure that a Toll-Free hotline is
established and run correctly.
Serve as the coordination point for
all media releasss

Maintain a positive relationship with
media representatives

Coordinate VIP tours

Develop messaging shests and/or

FAQ sheets

Maintain a web site established for

EOC info

Liase with external Information

cide
‘Site staff

Officers, EOC's and agencies.
What should the public know about?
What is needed for a Media
Information Centre?

Does the Media Information Centre
have what it needs?

What is appropriate for incident site
staff

What is appropriate for telsphons
centre?

\\Con ulta

mergenc:
nformation
Plan and
Public
Information
icer
uidslines



Policy Coordination Simulation

Perceptions
Inputs

@ | Beliefs
/' Perceptions

/
/

<>

Learning Criteria Beliefs
y

JIIRP-Ottawa-2007

Use

A

Reasoning Rules

[ Beliefs

Expectations

Goals

UBC Team

Procedure

/
/
/
/

/
/
/

Actions

<G>

Resources

Berceptions

o Actions

/EQGSOU rces
//

Eapabilities

Capabilities
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Policy Making Based on Knowledge:
e Interdependencies Analysis

| Information origin

UBC Utilities

[BC Hydro distribution]

Campus external water
reservoirs

Power House
Structural & Non structural
assessment

UBC IT Services Multi CI Operator

superposition
External water

supply
UBC Campus
Mobile ' < &
Wireless beam Community Planning
UBCEOC |*—  capability Emergency
power & water
supply

Campus

updated maps Emergency vs Long term

Steam production status & elective services
(long term patients
& Sterilization)

Fire hydrant ‘
emergency plans
UBC Hospital
Emergency roles

. Campus access
to guide large groups roads

of population emergency responders
residence
M|n|stry of /
Transportatlon [Coastal Health Authority
[Ambulance Serwcesj

PEP and PSEPC

UBC Fire Statlon




Policy Creation Based on i@
Simulation

Useful to identify

« weakly coupled inter-agencies policies
* hidden knowledge

e unused resources

Help to preserve

e Institutional memory
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Interdependencies

Visualization
12V

JIIRP-Ottawa-2007 UBC Team 69



Visualizing Infrastructure
Interdependencies in Emergencies

e GIS tools

— Excellent to visualize snapshots of evolving
events

 New Collaborative Visualization tools
— “What If” scenario playing
— Time/state
— (un)certainty of data
— Novel display environments
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Campus Networks: GIS

Electrical Network ’
elec main
——elec sec
N
i I JIRP - 12C -
.

UBC campus case

C Tea

Gas Network
——gas_main
——gas_sec

1]

135 270 540 hMeters

JIRP - 12C
UBC campus case




UBC Earthquake Damage

BC31 Mean Damage Factors with Modifiers

Assessment

BC31 Mean Damage Factors with Modifiers

Intensity VIIl - UBC Campus
74N

7

f 1:16,000
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Intensity IX - UBC Campus
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-
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Mean Damage Factor %
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UBC Team

BC31 Mean Damage Factors with Modifiers
- UBC Campus
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I 1000 Destroyed

72



Internet-based collaborative
scenario analysis

Heavy Rain

&
Wind Storm

Boiling water
advisory

Snow Storm
&
_— Wind Storm
/fallen trees
\ S
Power Lines damaged Road Access blocked Possible Cross  g——"
contamination with
sewage

Water valves broken

—

Campus without power

Digital maintenance data base

Bus lines
#4, #9 & #99 disrutpted
University Golf club clossed

Limited VOIP services not available
University Hill Presschool closed l \
fallen t d No CAD Schematics available
allen trees remove Papsr
Schematics
Facilities without Water used

Power House
Back-up Generator
started with delay

1 week
University bivd
closed

e
Delay to locate broken valves
due to Snow accumulation

Some buildings Some buildings
without Phone without FOB services

\

University residences
without heating

\

Power restored

University Golf Club re-opened

Unforseen delay

Transit power towers repaired

Valves repaired

Steam Production
stopped

14 hrs campus
without power

Public transportation fully available

Heating not availbale

in some buildings  (Hospital with limited
heating Kitchen
and sterilization

Steam production restored

University Classess suspended

Infrastructure Interdependencies
relevant emergency event

UNiversity Classess resumed



0 User-friendly Desktop Internet GIS

Fil= Edit Operations Mavigation Layer Tools  Window  Help
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GIS: Decision Makers Risk Mapping i@

Structural Assessment (MDF X) & Location

Structural Assessment (MDF X) & Location
of Emergency Decision Makers

of Decision Makers
r

Percentage of Damage  Decision Makers El % Damage Decision Makers l:d]

[ Joo [ score as % of total [ Joo B roiicy

‘ } 01-285 - Number as % of total N l:l 01-285 |:| Emergency Operations N

[ ]286-454 3 Number of Decision Makers in Building 200 [ 286-454 [] Emergency Coordinatio 200

I 55742  — V= [ 455-742 [ ] Eoc staff  E— VS
I 743-1000 I 74:3-100.0
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Sawved By Demao Yersion of Easy Video Capturel

UEC_BMERGENCY_RESPONSE

BWERGEMCY _OPERATIOMS

S

BWERGEMCY _COORDIMATION

BC_Ambulance_Services(Gisd-12) ﬁ/
“»

7%
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Summary to Date
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Industry Feedback i@
(26/FEB/QO7): Issues, Challenges

Define coherent infrastructures risk tolerance
levels from natural disasters by both industry
and public

Standardize processes and policies regarding
the protection of Cls

Standardize the definition of Cls across federal,
provincial and local governments

Standardize Cls prioritization across all levels of
government

Develop common and agreed protocols for the
sharing of Cls information during emergency
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Industry Feedback i@
(26/FEB/O7): Positive Comments

 Benefits of CC model for data sharing
among Ci's (PSEPC, Ministry of
Transportation, Telus)

« Data base of simulation scenarios can
preserve Institutional memory after experts
retire (GVRD, UBC Campus Planning)

 Dependency on foreign service providers
(YVR)
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Partnerships & Dissemination i@

« 80 hours of assistance from our partners; 2
Industry Workshops

e 37 internal documents; 9 conference papers; 2
Journal Publications

e 13 Researchers: 6 Doctoral Students: 7 Masters
Students; 2 Postdoctoral Research Associates

e |2C Website for knowledge dissemination
Nttp://www.i2sim.ca

e |2C Wiki for collaborative research
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Continued Developments i@

1. Integration of visualization and decision
support systems
2. Extensions of simulator and support systems:
— City of Vancouver
— City of Richmond
— Vancouver international airport YVR
— Vancouver 2010
— Multi-cities coordination GVRD

3. Data exchange standardization
4. Multi-layered coordination
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Seismic Risk Assessment
of Vancouver

Building Damage - Preliminary Results

Fig. 7. Structural damage distribution in Vancouver.

|
cage 1 Bl
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Fig, 9. Monetary loss distribution in Vancouver.
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